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1. M Citrix Virtual Apps and Desktops Advanced 3% Premium Edition Components F#{ 51

<https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/> TFEim#T

BY WEM Z&A2F. 1 zip XHHEER) T BRI K,

| = | Workspace-Environment-Management — O X
Home Share View v 0
“« v <« Workspace-Environment-Management » Workspace-Environment-Management v O Search Waorkspace-Environme... 0
Name Date modified Type Size
» gF Quick access
Agent Group Policies 6/1/2027 6:54 PM File folder
> g This PC Configuration Templates File folder
itri i Applicati 42827 K
N I_j Network o+ Citrix Workspace Environment Management Agent Application 43,822 KB
Citrix Workspace Environment Management Console Application 60,636 KB
Citrix Workspace Environment Management Infrastructure Services 6/1/2021 5:49 AM Application 57,488 KB
5 items =z =1

2. TEEMZE#IARSS 85 _EiB1T Citrix Workspace Environment Management Infrastructure

Services.exe,
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Citrix Workspace Envirenment Management Infrastructure Services - InstallShield Wizard

= Citrix Waorkspace Environment Management Infrastructure Services requires the
following items to be installed on your computer. Click Install to begin installing these
requirements.

Status  Reguirement

Pending Microsoft SQL CE 3.5 5P2 (x56)
Pending Microsoft SQL CE 3.5 5P2 (x64)
Pending SyncFx 2.1 Synchronization (x64)
Pending SyncFx 2.1 ProviderServices (x64)
Pending SyncFx 2.1 DatabaseProviders (x64)

4. %EE“—F_@:"O

ﬁ Citrix Workspace Envirenment Management Infrastructure Services - InstallShield ...

Welcome to the InstallShield Wizard for Citrix
S S R RS Workspace Environment Management
Infrastructure Services

The InstallShield(R) Wizard will allow you to modify, repair, or
remave Citrix Workspace Environment Management
Infrastructure Services. To continue, dick Next.

« Back Cancel
5. EFBEIFAIMYFIER, REREFT—F
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License Agreement

Please read the following license agreement carefully,

CITRIX LICENSE AGEEEMENT .

This is a legal agreement (" AGEEEMENT") between the end-user customer {"you'), E|:|
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITEIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") an
maititenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at =https .\ www citriz.combuy licensing ‘citriv-providing-entities html> BY
INSTALLING AND/OE. USING THE PRODUCT, YOU ARE AGREEING TQO BE BOUN
BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS (
THIS AGEEEMENT, DO NOT INSTALL ANDVOR USE THE PRODUCT. Nothing

contained in any purchase order or any other document submitted by you shall in any
rarr mmadifir e add o tha farsme and caaditinenc coeatainad an thic AGREEAENT

(@)1 accept the terms in the license agreement!

() I do not accept the termz in the license agreement

Installshield

6. RALHAFRRBMNAR, AEREET—%

Customer Information
Please enter your information.

User Mame:

InstallShield
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BENRENHFEMEL SDK B, HEFEEHEN .

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

(®) Complete
All program features will be installed. (Requires the most disk
space.

) Custom

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

InstallShield

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation,

If you want to review or change any of your installation settings, didk Back, Click Cancel to
exit the wizard,

InstallShield

9. BE5ER", ARKITE 2
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p=3_

RINERT, ERHEETEXSAER AL FATRE, HEZEZAEFRBEIEL,
18 8] LU FFER S B HhpY“Citrix \> Workspace Environment Management \> WEM £
EEEELAER EMZEARER.

ﬁ Citrix Workspace Environment Management Infrastructure Services - InstallShield .. X

InstaliShield Wizard Completed

‘Workspace Emvironment Management

The Installshisld Wizard has successfully installed Citrix
Workspacs Environment Management Infrastructure Services.
Click Finish to exit the wizard,

[ Start the Database Management Utility.

[ show the Windows Installer lng

cifrix

S 2 . B8 WEM BUERE

1. EREEEESRRERF, 2EARBHERENIENEELE WEM BUERE, LEEREERE
BIERS.

p=3 g

WNRIBIETE A SQL Server £ Windows H1R50IE, 1BEEERATERNRNE R Tis
TEUEERIEBRER.
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WEM Database Management Utility

Database Management

= =
Create pgrade

Database Database

cifnx | Workspace
Environment Management

[

2. VO mE L, BETF—F
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ES patabase Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Next to continue

Actions

Erevious || Mext || || Cancel -y

3. A MIEEER TIHL, BARMEER, ARBELET—F"%

p=3_ g
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IR

14



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

- Previous g Mext

4. EBIEERSSEETNE L, BARBER, ARRTT—F
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E¥ patabase Creation Wizard

Database Server Credentials

[#] Use integrated connedion (Windows cedentials)
Login

Password

Actions

5. £“VUEM BIER"T, BEH9EF,
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E Database Creztion Wizarn

VUEM Administrators

Initial administrator group

Database Security

[[] U=e Windows authentication for infrastruchure service database connection

Infrastructure service account

[F] Set vuemUser SQL user acoount password

Password

Actions

- Previous et |r Cancel

6. FEEFA'EOR, BANEEZFEFEENRNAFE, RERERH, AR5 W

”
e}

Select Group -
Select this object type:
oo | [t
From this location:
liack Jocal | [ tocaiorn. |

Enter the object name to select ([zamoles):
| Checlk !

7. EBIEEREMNT, SR NEMEMIRSBUREEEMER Windows BRIIE", ARSEE

”
[e]

p=3— g
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o INREEIREZF WNEMEEMIRSBIEEZEEMER Windows B EIIE B RiEZFIKE
vuemUser SQL FAF KPR, NM2AIAER SQL APk,

- EfFAEECSH vuemUser SQL tkFP RS (g0, MNREH SQL RKRFEEE § ZNER
13) , JEEIFIEE vuemUser SQL B,

EX patabase Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

[¥] Use Windows authentication for infrastructure service database connection;

Infrastructure service account

| | seee

[7] Set wuemUser SOL user account password

Password

Actions

. Previous Mext p Cancel

8. I EERAAEOY, RARMSHIRSIKFHRI, BEOERN, AERTHEE.
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Select User
Select this object type:
|L|ser | | Chject Types... |
From this location:
|iad-:.lncal | | Locations... |

Enterthe object name to select (z@mples):

OK

Check Mames

9. %a-:l -F_’jo

10.

EH patabase Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

Infrastructure service account

[#] Use Windows authentication for infrastructure service database connection

[F] set vuemUser SQL user account password

Password

[
J
]
=]
]
1
1

Actions

|| Previous || ||

Mext ||

|| Cancel 4

TEREFEEREE TIE L, B SIRBIERE.
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Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Loq file: |

Initial administrators group: |

Infrastructure service seourity: |

Infrastructure service acoount: |

Database connection: |

S0L user custom password: |

. Crest=Datsbase |

Actions

o Database oeated successfully!

- 0K

12. B BIEEEEHE NEL, £& 5Tl
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EJ Database Creation Wizard

Database Informations Summary
Server andinstance name: |
Database name: [~ |
Data file: [ o ——— v —— -
Log file: | S o & o8 o S -|

Initial administrators group: | |

Infrastructure service seaurity: | [ |

Infrastructure service account: | 0 |

Database connection: I--"-’ |

SOL user custom password: I-. |

- Create Database ||

- Previous —f o Mext { y Finish *

13. %7 WEM BUEEEELAER.

21



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

WEM Database Management Utility

Database Management

ciinx | Workspace
Environment Management

14. ERENAREFFEER, Bl o

p=3_ g

MREHIBEECIESERLESEIR, FNEEMIEMIRS TR I AR B EXH Citrix
WEM Database Management Utility Debug Log.log” GRERE 215 R,

SR 3: D EEMZEMARSS

1. MWFFR"SREFTFHWEM ERiZRMBRSSECESCRRER .
2. T BUERREIRE AT+ L, BAFRERER.

22



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

WEM Infrastructure Service Configuration == -
Configuration Management
Load Configuration || Save Configuration |
5 IE.J

[ Database Settings lm Advanced Setfings | Datsbase Mantenance | Licensing

Database server and instance:
Databasze failover server and instance:

Database name:

3. E'BRIGE EI+ L, %EEF BA Windows IKFIER, AFRET N,
aFE:

RIBEESE 2 FelE WEM BUIRERFRHAVERE, %3 BA Windows KPR 5%
& vuemUser SQL AP kP&,
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
[15 |

Enable debug mode
Use cache even if online

Configure analytics:

Infrastructure service SQL state monitor delay (sec):
30 |

Infrastructure service SQL connection timeout (sec):
E |

i) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

4. BARFP%, BEH0ELN, AREHWHEE

Enter the object name to select [zamples):

5. BAEMZBERMARS KA ZE,

24
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WEM Infrastructure Service Configuration =[x

Configuration Management

i

Load Configuration || Save Configuration

=

Network Settings |ESEEs=skemuan-8 Database Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | g Browse-—mg

Infrastructure service account password:

Set vuemlser SQL user account password

Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | |30 |
Infrastructure service SQL connection timeout (sec):
IUse cache even if online |30 |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

(& Do not help improve Workspace Environment Management using Google Analytics.

6. ZEF BAREHKREI.
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WEM Infrastructure Service Configuration = o x|

Configuration Management

&

Load Configuration || Save Configuration

I

atabase Settings | Metwork Settings [ Advanced Settings

Databaze Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | - Browse

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
| |30 |

Infrastructure service SQL connection timeout (zec):

Use cache even if online |3D |

Configure analytics:
i) Help improve Workspace Environment Management using Google Analytics.

{ Do not help improve Workspace Environment Management using Google Analytics.

7. EFAIEDE L, AR eRWTRHIRSHES, BAZNITFNEER, REREHRERE
AR
o XTF Citrix FAIIEARS 254, BAFIERSSBITENZTR. TLREHEE IP

Hitik,
« XJF Citrix W A[EARS 210, FIAIREOZ 27000,
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‘ WEM Infrastructure Service Configuration — |l -

Configuration Management

=

Load Configuration || Save Configuration |

G i:._J
Metwork Settings | Advanced Settings | Database Mantenance | Licensing

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

Infrastructure Service Configuration

0 Broker Service wil be restarted to apply setiings. Do you want to proceed?

| Yes i n Mo I

9. XiH WEM EHthZRAARSZECE S AiEFo

SR 4. REEEEGS

1. 3B17 Citrix Workspace Environment Management Console.exe,
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| = | Workspace-Environment-Management — O X
Home Share View o
&« v A <« Workspace-Environment-Management » Workspace-Environment-Management R J) Search Workspace-Environme... @
Mame Date modified Type Size
# Quick access
Agent Group Policies 6/1/2021 6:54 PM File folder
> O ThisPC Configuration Templates 6/1/202 File folder
- - T 43822 K
=¥ Network &4 Citrix Workspace Environment Management Agent Application 43,822 KB
N Citrix Workspace Environment Management Console Application 60,636 KB
Citrix Workspace Environment Management Infrastructure Services Application 57,488 KB
5items == =

2. EOWTIAE L, BET—F,

ﬂ Citrix Workspace Environment Management Console - InstallShield Wizard x

Welcome to the InstaliShield Wizard for Citrix
Workspace Environment Management Console

The Instalshield(R) Wizard will install Citrix Workspace
Emvironment Managemeant Console on your computer, To
continue, dick Mext,

WARNING: This program is protected by copyright lanw and
nternational reaties.

cifrix

S e

3. AN TIE L, EFFERIFAMINPRIZR, ARRET—%.
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Please read the following license agreement carefully. n

CITRIX LICENSE AGREEMENT ”

This is a legal agreement (" AGEEEMENT™) between the end-user customer {"you"), E|:|
the providing Citrix entity (the apphcable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Ciinx product (heremafter "PFRODUCT™) an
maintenance (heremafter "MAINTENANCE") determines the providing enfity as
identified at <https: 'www.citnx com buy beensing 'citn Ading-entities html> BY
INSTALLING ANDVOR USING THE FRODUCT. YOU ARE AGREEING TO BE BOUN.

BY THE TERMES OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS {
THIS AGEEEMENT. DO NOT INSTALL AND/OR. USE THE FRODUCT. Nothing
contained i any purchase order or any other document submitted by you shall m any
rrrans mndifr ne add to fha teeme 2nd sanditinns cantsinad in thic A GREEVENT

(®) I accept the terms in the license agreement:
() I do not accept the terms in the licence agreement

Installshield

4. BFEFAERTIEL, BAREER, ARRE T

Customer Information
Please enter your information.

User Mame:
[

Organization:

InstallShield

29
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Setup Type
Choose the setup type that best suits your needs.

Please select 2 setup type.

® Complete
All program features will be installed. (Requires the most disk
space. )

) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

6. T EBRLREREFTIHL, RHRE

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your nstallation settings, dick Badk. Clidk Cancel to
exit the wizard.

InstallShield

7. BESTRRHRS.
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ﬁ Citrix Workspace Environment Management Console - InstallShield Wizard

Instalishield Wizard Completed

‘Waorkspace Environiment Management %

The InstalShisld Wizard has successfully installed Citrix

Workspace Environment Management Console, Clidk Finish to
exit the wizard.

[ show the Windows Installer lag

SBS . iEiRESE
1. W BT WEM EBIEHIR, AEREER .

Citrix Workspace Environment Management
About

Welcome!

Workspace Environment Management is a lightweight user environment

management solution designed to let you deliver the best possible workspace
experience to users.

{) Disconnected

2. FEEEMRORSHEREOR, KERER, ARREEE
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= g

o WFEMEMARSRBIT, BA WEM EMZRMARSSHRITENRIN. T2REERBTK
IP ik,

M 3¢$§i¥ﬁﬁu, ?ﬁi}\ﬁ#ﬁmﬁ 8284,

Administration Port

8284 |

Actions

||CCI'I'I=_'EI|| v Cancel ||

3. AEWEMF L, FIREXH, RERIBUEIZEES,
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Citrix Workspace Environment Management

| Ee e Configuration set | Default Site - EQ Delate ‘2 Backup |
|e Create | % Restore
5-—!_4 g — =
Fi= Disconnect @ cdt [} Refresh || _ Urels
I Se = =)
B Action Groups
[ f Group Policy Settings
| Applications
2 Welcome!
£ Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace

experience to users.

| Actions 1

| Filters

[ Assignments

[ | system Optimization

[_| Policies and Profiles

|;| Security

[L} Active Directory Objects

[ | Transformer Settings

|:| Advanced Settings

[ | Administration

[L} Monitoring

@ Connected to : locaho € Current access level : Global

4. ERIRERER EOR, NEEERBARIIER, AERLHE.

E Create Configuration Set

[ General l

Display

MName

Description

State

Actions

|| QK || || Cancel ||

5. EINEER S, EEERT, EERHFEIENRES.
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Citrix Workspace Environment Management

About

e

M
= Disconnect

e Configuration set

a Create
@ Edit

Default Site - W Backup
Defalt Site ¥ Restore
[y config set ) (5 Refresh || o) vigrate

ols

| Applications

Eﬁ Printers

[_ f Group Policy Settings

5S¢ Network Drives

[E—

B Action Groups

|rl:|

Actions

Filters

@

Assignments

[[ | System Optimization

[_| Policies and Profiles

Security

[L} Active Directory Objects

[ | Transformer Settings

;1 Advanced Settings

Administration

@

Monitoring

Welcome!

Workspace Environment Management is a lightweight user environment
management solution designed to let you deliver the best possible workspace
experience to users.

6. TEINREXH, EEHBT,

€ Current access level : Global Full Access .2

BHEER. ER"mFREEHI.
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Citrix Workspace Environment Management

About

(—— - e Configuration set| My config set

a, Create

M
= Disconnect @ Edit

=)

| Actions.
B Action Groups
[_ f Group Policy Settings

I Applications

Welcome!
& Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= - experience to users.
Iir ..-_ Actions |
[ | Filters
i Assignments

System Optimization

BB

Policies and Profiles

!

r
L4

Security

i

Active Directory Objects

Transformer Settings

BB

Advanced Settings

I

Administration

Monitoring

€ Current access level : Global Full Access .2

7. EEFERRIAR TIE L, EEFIgE, ARRE T
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EH Restore Wizard

Select what to restore

i) Sequrity settings

Actions

Previous Mext | b Cancel

8. E“Eﬁsﬁﬁnﬁﬁt7 %a-:l-F_ijo
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EH Restore Wizard

Restore settings

Welcome to the Settings Restore wizard.

This wizard will guide you through the required steps to restore Citrie Workspace
Environment Management Setiings

Flease dick on next to continue

Actions

Previous I Mext |i i Cancel

9. E R IE L, RENE,
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EH Restore Wizard

Source

Restore from folder

: Browse

Setting Type Selection

Select setting types to restore

Actions

[ Previous ext

10. 7RI HFEOR, XEHBIRINEFIGE X4 (B8 Workspace Environment Management
Rt , AEREHE,

AoEAZE S 10(/en-us/workspace-environment-management/2206/media/wem-configuring-

configuration-sets-10.png)

1. FRTE L, EFERANIE. ABREBRENRALERRE, AREET 5.

Ao EBACiE%S 11(/en-us/workspace-environment-management/2206/media/wem-configuring-
configuration-sets-11.png)
12. F'RRIGEXIE TIH L, TEFRIGE"T, BHERISE,

FCBECE L 12(/en-us/workspace-environment-management/2206/media/wem-configuring-

configuration-sets-12.png)

13. BEHRE,

AoEAZE S 13(/en-us/workspace-environment-management/2206/media/wem-configuring-

configuration-sets-13.png)

14. 5T
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FCBECE S 14(/en-us/workspace-environment-management/2206/media/wem-configuring-

configuration-sets-14.png)

SR 6 | AMMARERRNR (F5%)

IERILUEFRECE AR, WEM IR F 2 iR AIEARREIERRANIN T REENE ERE.

1. FtbE WEM ZETIRHRARERA RIS 43 § HIF)RAY WEM 15325,
2. N0 .admx X

a. ¥%%| Agent Group Policies > ADMX X143,

b. & HIXFNXMH (Citrix Workspace Environment Management Agent Host

Configuration.admx 1 CitrixBase.admx) o

c. ¥%%| <c:\Windows>\PolicyDefinitions {3, FAEKLMESI
//J\\j]u .adml X'fq:o

a. ¥%%| Agent Group Policies > ADMX > en-US X3,

b. EFIXF MM (Citrix Workspace Environment Management Agent Host

Configuration.adml 1 CitrixBase.adml)

c. ¥F| <c:\wWindows>\PolicyDefinitions\en-US {43, SASFENLSC .

4, EARREERERIESREOR, B2 HEVEE > KE > EEREIR > Citrix A% > Workspace
Environment Management > KB FH\EE, AENE ERliGEHRS

H Group Policy Management Editor = [ = -

File Action View Help
YRS REI o 4

5 WEM config -  Agent Host Configuration
4 i Computer Cenfiguration

Select an item to view its description. Setting State

= polici
“ JD j I;:"iware Settings li2] Infrastructure server Mot configure
I [ Windows Settings

4 [ Administrative Templates: Policy definitions (Al

|| Agent service port Mot configure
li| Cache synchronization port Mot configure
|| Cached data synchronization port Mot configurer
1iz] Citrix Cloud Connectors Mot configure
|i=| Agent proxy cenfiguration Mot configurer

4 [ | Citrix Components
I+ | Profile Management
4 [ | Workspace Environment Management
| Agent Host Configuration liE] VUEMAppCmd extra sync delay Mot configure
I || Control Panel
I [ Metwork
|| Printers
[ | Server
|| Start Menu and Taskbar
I L] System
| System Center - Operations Manager
I | Windows Components
[ All Settings
I+ || Preferences
4 %, User Configuration
I- | Policies
I+ || Preferences

W

<] m Extended /{Standard/

7 setting(s)

39




WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

5 FRHMEMIRSIEOR, ERBEA", REEEIVTRAZE T EMSEHRSITENIA
IP ik, AT NAFIHRE

E Infrastructure server

Previous Setting | | Mext Setting

() Mot Configured Comment:

(® Enabled

() Disabled

Supported on:

Options: Help:

Infrastructure server Type the name or IP address of the computer on which the

infrastructure services are installed, The agent connects to this
computer,

'

QK H Cancel H Apply |

6. HEMCIEEN, FTHRTT, SAE#A gpupdate /force o
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dows [Version 16.8.18248]
5 Microsoft Corporation. All rights reserved.

gpupdate /force

/ update has completed ]
( The following errors were enco

s could not determine if the use
z Ensure the user ain name m
a trusted domain that resides in the same forest as the co

To diagnose the failure, revi he event log or run GPRESULT /H GPReport.htm
1 from the « ummdﬂd line to a information about Group Policy results

C:\Usershjack>g

SR7 . RERE
BEiER
B HERRIS RS 58 | 25 WEM (K2,

1. 7EI&M9IT BN _E3T1T Citrix Workspace Environment Management Agent.exe.

WEM &2 X 43 (/en-us/workspace-environment-management/2206/media/wem-installer-
folder.png)

2. i BRBIFAIRRHEMS, ARRE BE
ZZIE 01(/en-us/workspace-environment-management/2206/media/wem-installing-the-
agent-01.png)
3. EWTIE L, #2F T,
ZEEAIE 02(/en-us/workspace-environment-management/2206/media/wem-installing-the-
agent-02.png)
4. ' EMXMHFRTUEL, B2E T
Z I 03(/en-us/workspace-environment-management/2206/media/wem-installing-the-
agent-03.png)
5. ERREXAEITIE L, EFRERMEBRE, ARRE T—%, FRAFR, EF KHEIE,
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ZHEIE 04(/en-us/workspace-environment-management/2206/media/wem-installing-the-
agent-04.png)

6. T BMEMRSEE TUE £, % BEEMESWIRSS, BAEMEMARSSH FQDN 3 IP iy
i.”:; %EEE -F_’fo

=3 g

MNTFRERS WO, FINmOH 8286, WTEFBIERT ImO, AAiAimH/ 8288, B X
FAER, BERARORES.

ZEEIE 05(/en-us/workspace-environment-management/2206/media/wem-installing-

the-agent-05.png)
7. B RERETIH L, BE T

ZEARIE 06(/en-us/workspace-environment-management/2206/media/wem-installing-the-
agent-06.png)

8. A EBRETHEL, BHRE

9. BE'FENRHZERS,

SR8 | FAERNDZeIENERES

1. WFFR'S2sadh, $TH“WEM Administration Console”, Eifi“Active Directory Objects”, $A
EEEH“Add",
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i Transformer Settings

| Advanced Settings

[ Administration

| Monitaring

¥ Connecied to : jack-broker @ Current access level * Giobal Full Access -

2. HEEBAAHAEOD, AL, BEHNELW, ARRHWBE .

Select this object type:

|Users or Groups | [ Qbiect Types... |
From this location:

fockloca |

Enterthe object names to select (2amples):

| Check Mames

3. BEHHEN
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[ Assignments d
- [ System Optimization i

- [ Policies and Profiles i

L security '
T— |

ﬁ Transformer Settings 1

[ Advanced Settings i

- [} Administration ||| Actions

P — J fporefren | | oaddou }momecti_h Edt | | Deete 4

@ Current access level : Global Full Access _:

4. FEHEHETF £, BEFRMN OUs ARIINR LU ZEEN I BN EEIZMEES.
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RFENR

RF R EFRAF

NET Framework 4.7.1 SiEFhRA, It4AH 2 Workspace Environment Management {XIEFT AT
B, WIRHARE, WREREBREREBHNRE, B2, RIENEELTEREBZHIFITEL
WNERE, BN, EEBESHEDHENFTERERERIE, HEATREEEREKEFEETR.

Microsoft Visual C++, ILZE{F 2 Workspace Environment Management™ I2FRASERT, RN &
K&, WREREREEREBhZRE Microsoft Visual C++ 2015-2019 Redistributable,

Microsoft SQL Server 2012 HEEIRZ. Workspace Environment Management EZE % SQL
Server ZHIEH sysadmin iR EF sECIZHLIERE, HEENBIEEEGRIBIHNREFEE
BE. TEIEELZEH A8, Workspace Environment Management 28/E— SQL &¥R%, AR
BUEER P MRS RINENZE RSB ZAR HaAR R BIEERIR/EILRINIR, SQL Server SSf@iZi
AKX NERNBIEAN, SN, HHEERIZESFHARTKK,

p=3_ g

FEARNBERT, HITENERESR sysadmin RSB BEAFKF

Microsoft Active Directory, Workspace Environment Management EEEX} &89 Active

Directory EFIREUARIAER, UEFEEEIZEHXLRAF,

Pz g
« WEM BIERBBERAXFFNIBIEEX R, ZBREFHEMHFRE Active Directory X RBIE

o Bk, ERAEREMXRER, HIIMEEXR.
« WEM tBARSZTHIMZ B R RMEE X Ro
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Citrix License Server 11.14, Workspace Environment Management 52 Citrix 7],
Citrix #FAJ3E7E Citrix License Server E# TSR F0E,

Citrix ERINAMSEE. IhRAA Workspace Environment Management EEE{A] =X FHHIARA
Y Citrix EEUNZ A3 Citrix IS HE.

&RTF Windows B9 Citrix Workspace™ MR/, ZiZEiETIE M Workspace Environment
Management BI2#EH| S EIER Citrix StoreFront™ NAEERIR, SAEEEERESITENMNR
B EF NI BN - ZEEATF Windows BY Citrix Workspace N FRIEF. UL TARA :

- EEEZFSIENL

o 3&FF Windows B Citrix Receiver ik A< : 4.9 LTSR. 4.10. 4.10.1. 4.11 #1 4.12

o 3&FF Windows B Citrix Workspace N T2 1808 K& 5E = hRA
o EREENL :

o &M TF Windows B9 Citrix Receiver iRZA : 4.4 LTSR CU5. 4.7. 4.9. 49 LTSR CU1 1
4.10

o S&FTF Windows B Citrix Workspace N FBFER 1808 K E = kA

FFEAT Transformer EESMITEN, WNEZEER 7T E2RERAHERETF Windows BY Citrix
Workspace AR, HEEBANEBEHRWIE. BXIFHAER, 15EIH Citrix Workspace N FHER
X,

BIERAVERN
AR

Workspace Environment Management 8248 X LA 4R IE H & S 2 1FAVIRIER TR A L2 X1
RO e R EMNRIER AR EE AW ET B,

BhhZEARSS
SERHIRIERY:

« Windows Server 2022 FrERRFEBEEF/ORR
« Windows Server 2019 FrERRFEBEEF/ORR
« Windows Server 2016 FrERRFEEEF/ORR
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« Windows Server 2012 R2 FrERRFIEIE T/ ORR
AE

T IRTEEERERIERFRANIRS 25t (BAtZeMARS28) £iB1T Workspace Environment
Management ERIZEMARS . EALEMBEEIRS[IIRIERS, FEAEMRERANS —
BB L REEMEMRS, FRAERNRSIEEFMEEE, AR IR EMEHRS
2o

EEEFS
LIS HIRIERY: |

« Windows 11, 32 fiI#l 64 fiI

« Windows 10 ARA 1607 RERARA, 32 fiIfl 64 i
« Windows Server 2022 trAERRFIEIREF DA

« Windows Server 2019 AR ERRFNEIEH DR

« Windows Server 2016 AT ERRFIEIEAOAR

« Windows Server 2012 R2 #RAERRFIEGEH/ORR

RE
LRI IERY
« Windows 11, 32 {iIfl 64 fi
« Windows 10 hitAs 1607 &E k4, 32 fiifl 64 {i
» Windows 8.1 Professional #1 Enterprise ix7<, 32 {i#l 64 fif
+ Windows 7 SP1 T khir. MV ARFIGEARAR, 32 fiIf1 64 i
+ Windows RZ388 2022 #RAERRFIZIEH Ok
+ Windows BRZ388 2019 #RAERRFIEIEH Ok
« Windows AR5528 2016 AfERRFIEE . OAR*
« Windows ARZ528 2012 R2 #TfERRANEE . OAR*
« Windows Server 2012 txAERRFIEEE A Ok
« Windows Server 2008 R2 SP1 #7ARR. (B ARFNETIE A CMAR*
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* Transformer NEETE Z RIFIRIERA L AT T,

£ WEM 4.4 f, £#F Windows XP,
AE

Y Microsoft WEIESANFHZIEE (DFSS) BAY, EZRIEIRERS _LITTITH Citrix

Workspace Environment Management fXI2TC/AIE 83517, B * A2 F DFSS WE R, 15
B CTX127135,

SQL Server & 0] 14

Workspace Environment Management Z35&F Microsoft SQL Server Y Always On aJF144H (B
AMEER) , USMBIEES AN, Citrix® BEfEA Microsoft SQL Server 2017 3f1tbi#17 7 i
1o

AR E SQL Server FURBHF IR & £HPE, Always On A MR SO VF SR E B ohi# (THERE %, M

m#sfR Workspace Environment Management 4*4232FEA T E. Always On ] FHME4ATNBEE K

SQL Server SEAIIFEETE Windows Server tf&35#8 8% (WSFC) TRt BXIFHAER, FEH
<https://docs.microsoft.com/zh-cn/sql/database-engine/availability-groups/

windows/always-on-availability-groups-sql-server?view=sql-server-veril5> ,
¥ Workspace Environment Management (WEM) 5 Always On R A ALE SR ¢
1. 77 WEM BUEREERSERER, AEEIE WEM BUERE,

o IfRIEFEIZE vuemUser SQL AP KPP BB X, H vuemUser SQL FIF KA
BB, HEIEERNEIA BIEAR, KRR,

o MFIRSBI|/MLFBI, BAFE SQL Server B9% .
AR
WEM BUEZEREE SQL Server EBIJER,

2. ¥REAYE SQL Server, AREMNIECIER WEM #iERE.
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- BENEBIEERMBITBYA > EFRRIERFE TIE LEE WEM BUERE, EUTRAR
(FEH B 1 PelENEN) . Ak, FERBEEEDTPHANNZAXE, BARE, A
[ & RIF

o NEIEEEMEFE R K E R,

3. 7£ SQL Server £, I WEM BUEERNEIATAMA, AREERBMEA TS,
4. 33 WEM BREZMARSS T EA, ARFTHWEM EMEMIRSERE SSAER.

- BUERERRSS B MLA, AR BMEA TR BT,
« BUEPFRER B RS SRNSEA. B,
« BUBEERF. BABUBERIRT.

B o R

HAZeHpRSS © 4 1 vCPU. 8 GB RAM. 80 GB FJAAR(EEZEE], A X BEAZRMARSSBIFER K/IvE
EEI, FERSENIEMAIVEEST,

EEITHE | RENRLIESS, 2 GB RAM, 40 MB Bl RAAIZEa] (Z2EHAE) 100 MB)

ARE : FHY RAM JHFER 10 MB, BAZREIER, FHITEINEIRM 20 MB, 40 MB AJ HRLEZE (8]
(ZZEHAIE]1 N 100 MB)

BUERE : Workspace Environment Management #iEEZE 2V EE 75 MB B BRLERZEE],

AR S5 1R

Netlogon, LIRSS (“Norskale Agent Host service”) B INZE) Net Logon Dependencies 515
, MEEREHTERZAIERS ETE1T.

BaimE PRI

ZANB R, Workspace Environment Management XIEEFERIZEMARS RERIUL T X 43 ¢
- X2

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent ({f
64 fIR1ERS L)

C:\Program Files\Citrix\Workspace Environment Management Agent ({f 32 fiIi%
ER% L)
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o EBHZRIARSS
o C:\Program Files (x86)\Norskale\Norskale Infrastructure Services

MNFRIE, BARARENCitrix"REX M RAFZIFR M ; TR, “NERE
NNorskale"ZE X AR P MRTEMEIX—R, WIS THIZNZAREESPH
BR

FEMZREARS TR 4R
o BETE/RICIEARSS exe
+ Norskale RIEARZECE S FHIEF.exe

* Norskale iEEEIELHIZR.exe

FEREBERENHRH
« RIEREETES.exe
e AgentCacheUtility.exe
» AgentGroupPolicyUtility.exe
* AppsMgmtUtil.exe
 Citrix.Wem.Agent.Service.exe
 Citrix.Wem.Agent.LogonService.exe
e PrnsMgmtUtil.exe
 VUEMAppCmd.exe
* VUEMAppCmdDbg.exe
* VUEMAppHide.exe
 VUEMCmdAgent.exe
* VUEMMaintMsg.exe
* VUEMRSAV.exe

* VUEMUIAgent.exe
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TERMECE

TREMECENTANG -

« BhhighERSS
- BEEZFE
-

EhlZRHIARSS

B— Windows EitiZEHIARSS - Norskale ERlZE#IARSS (NT SERVICE\\Norskale Infrastructure
Service)o EEIE Workspace Environment Management (WEM) EZEHIARSS, MK -
LocalSystem S 7EE 1 TEMEMARSZ RS SR LETEEG AR ANIEER K.

RRBEhHRMIARSS

EE

o« BERNZRMARS TIERIEEIHIEHISR L. Kerberos SRR E IEEAZEMARSELL S
ZEHIE1To

o BNIERET Delivery Controller™ BIARSS 88 E R ERZEHIARSS -

ERRREERSER

o BANBERT, EMZEMRSESHRKE WEM ERBEINERDITEE, Hi@id HTTPS iZ
B E & 3XF Google Analytics fRSZ28. DIFEIBIERTS Citrix BRFASREE,

o TREFREMMBEMARSSE, BINSRBIERSE, ExiFREH, 157 WEM EiZeHARSS
FEEMIEEN BRIGE ET 4, SEFEFEBISERA Google Analytics # Workspace
Environment Management™ "%,
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B RENMBEWARS, BEEMEMARSS 28 L5517 Citrix Workspace Environment
Management Infrastructure Services.exe, “TEE"ZIEEINININZ L PowerShell SDK &
Re EWRILMERBE X REIATRMELE SDK REFENLRX MK, BRINERT, EitZE0
RS ZEB|UTXEEFEF ¢ c:\Program Files (x86)\Norskale\Norskale
Infrastructure Services o #AIAIBERT, PowerShell SDK EREZESU T 4K !

C:\Program Files (x86)\Norskale\Norskale Infrastructure Services\SDK , B %
SDK X4, &5 Citrix FF&E AR X1,

AT RN FEMEEX R |

AgentPort : EiRMARSZS ZERFTIT—THA, ZEAEARMITABAIERD, URERAEMLS
MERKAL. AgentPort BHITIFRECEITAM MR L. AiAimO /9 8286, EHAHMimERER
EEHE,

AgentSyncPort : EMZREARSZ ZEEFTIT—THIA, ZBIRERMITAR G RO, UBERA
EMgRERMKIEL. AgentSyncPort BERIFEECEI T AWM MR, BAIAIRO Y 8285, EfAIBRK
I O ER R AR R E,

AdminPort : EMZRMERSZRZEREFTIT—THA, ZEIARERMITAR NS RO, UBRAER
BREBRWFALL. AdminPort BEULIFIZECE T AWM MR L. BAIARON 8284, EfRIAMIROERZ
AIERBE.

XELRRBHIEEN

"path:\\to\\Citrix Workspace Environment Management Infrastructure Services

Setup.exe" /v"argumentl=\"valuel\" argument2=\"value2\""
TR LU R R R B A R B IRARSS . EAWT -
» \setup.exe /s IWM\""/gn CLOUD=0\""
o setup.exe o AFHHBIRNRERERFIIE.
o /s o RINFREAMRTU
o /v o FEEILEL msiexeco
o /gn o REEHEAETRARRH,

o CLOUD=0 , FRAMELE,
o a0 :

o .\Citrix Workspace Environment Management EHtiZe#3AR35.exe /s W\"/gn CLOUD=0\"
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BIERARSS EEBR

EERTR:

o BONUTRE—MBRIRECIZEZ MRS EAELTT (SPN). IFIEHRIPRE Bt ZRMARSS EB
WIfEFRERIRARSS K 55170

- ERKRTHN, BIERBRNRSIKS RIMRENEEEMZEMARSSHIFTE K.

« Windows BAI8IEE BT EH AD BY SQL SEAIMSFEFRIOIE A E. B—kTES E
SQL K,

RRIEFTTRGE, NEMENIRSOIZE SPN. £ WEM H1, IE, BERHZRAMARSS MigiEsHIss
Z B HEZFNEEEE Kerberos #1TH A 50IE, Kerberos SAIRIEFEA SPN fARSE L6415
REERIKF KB, HAEEMMEMRS LAINERIKF S SPN EMBIIKF ZBIEC & Lt X
o Ak, ATHE Kerberos SMIIEER, BEMAEEEFRNHTEE WEM SPN, X
NESBEH AD KRB
o WMNRIEAREER Windows SRIGIES A E T, BEERUTHS !
o setspn -C -S Norskale/BrokerService
Hrh BEAMZRMARSS 8R4
o WNRIEEA Windows FMRIIEHAEH TR (FE Windows FMHIEIE) , EEAUTHS !
o setspn -U -S Norskale/BrokerService
Hrh EAF Windows &3 IRIERIARSS MK BY BT,
o MNRIFFER gMSA BRBRA R, BFERUTHS !

> setspn -C -S Norskale/BrokerService $
H F gMSA KPR Y HR.

SPN X9 K/NE,

PIEERARSS K

a8 WEM LRIt ERRSB K (QMSA) BRR AR, 1Bid gMSA i RAER, RILRFEY gMSA
TAEBARS, HEZBEER Windows I8, BXER, 528 <https://

docs.microsoft.com/zh-cn/windows-server/security/group-managed-service-accounts/
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group-managed-service-accounts-overview> o 2 gMSA B{EARS £ 1KY, Windows 2{EHR
FLEIEKFNERE, MARKHEERREE, XEBUERT EUGEEXRK P Z 50 E U Ehl
ZEMIARSSECERY Windows KRB BNERE, BN WEM K gMSA R AR, 1BHITUTS

®:

1. EEERIgR L, B gMSA. B XBIE gMSAREZER, BESIf <https://
docs.microsoft.com/zh-cn/windows-server/security/group-managed-service-

accounts/getting-started-with-group-managed-service-accounts> o
2. ¥ Citrix WEM SPN 5k F48%E, &% WEM SPN FIER., EBIRCIERS EEE.
3. BCi& SQL Server i&iELUEMH P BER 15 R BHEE.

a. £% SQL Server £, %] Security > Logins, A& Logins, $A/51%#F New Login

o

b. 7E Login - New window #, i Search,

c. 7f Select User or Group B, RN TAHAREBIRE, AFETE OKBEHZE,

o WRIEB, (VEEF RSP
- i, % FEERSKP,.
o WRLM. BALESE 1 RIS B,
d. 7£ User Mapping TUE L, FERENE gMSA BIEEERE, SAE%EF db-owner {E/ZEIREE
NEERREM.
e. {f Status TIH L, WIFEEEE4E Grant A1 Enabled 3EIi,

f. B OK EH Login - New &,
4. {EREHRIMNIRSE M E5h Norskale Infrastructure Serviceo

a. TEEMZEMARS S £, FTFF Windows ARSEZEIEES, A E T Norskale Infrastructure
Service, FAGi%#E Properties.

b. £ Log On T1E L, i%#¥ This account, £ Browse, AGEBRYE 3 WE=1"FFEF
FrhEC B &,

c. B HATE BH Norskale ERtZEHIRZSEM B0,

d. 7£ Windows AR5 EIE2sH, EHEDH Norskale Infrastructure Service,
BoE fh 3 T

"R -
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fEF Citrix ADC #4751 &l —SOFHANA T WNAESE Citrix ADC 185, UFEEFRE WEM
TIEEEIS WEM RIBAIE AiEK.

EEAMHTHIRSEE WEM :

1. 79 WEM EREZEMIRSS 81— Windows EREZEMARSK, , UEZEER WEM BB,

2. B WEM BUEEER, #EF6EA Windows S KIEH#H{TREMEMIRSBIBEERAD, HiIEE
ERZRMARS K, 5. B X1IFHER, FBIREIE Workspace Environment Management #
1B,

3. EEBE N EMZMARSS UFER Windows SMIIEMAE SQL HHIIEEREES] SQL #UEE %
EB B Windows K PEBLETIH R HEMBEMRS KA EiB. BXIFAER, BERREEEM
ZRHIARSS o

4. ECE WEM EhhZRHARSSBY SPN LUEREMZEMARSIKF 4. BXIFAER, BEHEIER
EZE S 2y

BERT

EERE WEM IR ZHI, IBREZEARSIKFEZITENIKS . WEM IFIREERE, &
FTAEYHRRINR, HIa0, WMREEFERITENIKF ERENEABRATOHFE, NN
ERTENIKP AR K .

5. QIE—NERLIP ik (VIP), ZMINREEFLET VIP EENEMZENRSESNE, SREE
¥3F) VIP BY, VIP HEZBIPTE EMZARS 238/ & &5

6. EcEREENEE GPO B, FEMIEMIRSZHREIRN VIP, MAZEMBNEMISIARSS 2
pustist, BXIFAER, BERLEMEENE,

7. BN S SEMEMRS ZBNEERTEREFAL. (RESEMEMRS CENRIERFA
MABLERN, ) HMNBNERE N EREF S ERERDEMIEREIRS RS, MAZER
VIPo

SR TXHIRERBURRE

"R -
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1EE R LAER WEM PowerShell SDK BIRBIZEHER. B X SDK X4, 1HEH Citrix
Developer Documentation.

Pz

o WNRITIETES SQL Server £ Windows FAI03E, 1BEEEHR sysadmin X RHIIE 17 Ti&
ITEUEE SIS B

o Citrix® ZBiER WEM BUREMNEXH (mdf X&) BCENERIAK 50 MB,

£ WEM BiEEFEEESCARFCIBEIEE. LEAREFTEEMBEMRSZEIERRE, H
Ttz EI RIS R,

1. NRHBIEEBELREFERITH, BN RS EHi%EEF Citrix>Workspace Environment
Management>WEM Database Management Utility”,

WEM Database Management Utility

Database Management

£t =

Create Upgrade
Database Database

Latabase Lreanon paate o

cifnx | Workspace
Environment Management

2. B RIEBUERE", ARRE TP
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ES patabase Creation Wizard

Database Information

Server and instance name

Database name

| |
Data file

Loq file

Actions

- Previous || Mext

3. BAUTEIEERER, ARBEHT—%":

o« PRSBEBMLFBIR. FFIEEBIREDN SQL Server #illk, AT MEREZEMIARSS 2858
ABitSE L8R, RS SFMEMLFBANITEN AT, TRREHRBE IP #hk, F5x
BIfMitIEE S serveraddress,portllinstancename, {RKIEEIKO, NEEABRIA
SQL %02 (1433).

o BUBREERTR. ECIER SQL BUBENR.

Pz
BIEELM PR RITFEREFR (1) MR () FRHHFR.

o BUBESIH : SQL Server + .mdf XA BRI,
o BENXM : SQL Server L .Idf XHEAIBRIBRE,

Pz
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BUEETIELRAERLTETIREM SQL Server LUREEUEN B EXHENEIAIE, T
ZRIAJ9 MS SQL Server BINTZEMEIAE, 1EHBERERXENEEFNESEN MS SQL
Server ZZEIEHAPLAR, ENEIRESE T FZRELM,

WEM $3E Z BR 55 25 £ 1 (/en-us/workspace-environment-management/2206/media/wem-

database-create-wiz-03.png)

4. REMSAUATIRBIEFENEERFRSRRTE, ARRE Y, XERERIT TEMZEMAR
SHEZEEFLZERATERREENRE. Sl FfFi#E.

HINERT, EPERERERELT, EXTFRSEREIZITEMA Windows M E#E] SQL
FRIBEBUERE, Rt Windows TP 7&E BB HIRRRAIELIERE, ErlLUUER BBINRRY
Windows K FSEiTHREEE RS BER, W& ErILUBRILETFIRE—EE BEBRA
SQL K,

WEM #iEE % £ M4 (/len-us/workspace-environment-management/2206/media/wem-database-
create-wiz-04.png)

5. A VUEM EERMBIEEZ2FAEE, AREET—9, ERELMEHIEERBEMZR
MRS ERIEECIR R TERSIEE. ElFEERIEES .

- MREERAE, ItBAFATREENEEZEHESHNT2HNEER, RBEEN Workspace
Environment Management EI2GRMAFR F A IFEREEIEHE. BE—TERNEFR4E,
BT EFEREEREEHIE,

{8 Windows S4IIE#H{TEMEBRBRSHUEREER., SihxmRiEd (FAA) B, B8
FEHRE B ZRMIARSS A vuemUser SQL BBF K P EREE]E. vuemUser SQL BFIKF A%
HESIRONEE, XERHN SQL LIS HRESERZ M,

ERIEIRE, BUEERILEEMZEMIRSE A Windows K IEERIE, EXMERT, FER
B9 Windows P RGE1E SQL 26 EIRBEER %, #aiEH, EREFERSIEBUEEHRERN
Windows P s T B ZE AR SS

« %8 vuemUser SQL AP P EIE, ZHABER T, vuemUser SQL Mk QIR {ER 8 NF
FWER, EPEaAKNEFHE. BFNGRFTS. MNRESBREA S S vuemUser SQL 1t
PR (fla0, wRER SQL HRIEFEE & #HNEE) , FIRFIHAD,

EERTR
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« TNRIEFTHEE SQL Server Always On B F42HAEFZE Workspace Environment
Management #iEZE, NMHXTUEE vuemUser SQL AP 1K P &5,

- NREFELMGERD, BICEERERAM MRS e ERERIE.

6. ERMBERT, ERELERNIRE, HRERLEIEBIERE.
7. HIERBIEECIZMINTTR BB, RESERRERS.

INREBIEECEI R REER, BREEMIEMRS Zx BRI HEXH Citrix WEM
Database Management Utility Debug Log.log”

ECE R SRR SS
R’

183 8] LA A Workspace Environment Management PowerShell SDK &R ED & B At 22 ¥ AR
£, B % SDK X1, 1585 Citrix Developer Documentation,

TEEBZRMARSSIETTZ A, ENAER WEM 2GRS EESAEFNEH#ITRE, EiF
73BN Rt

1. MFFEASZ g thi%kiXCitrix>Workspace Environment Management>WEM EaZe RS AR B SE
BERF.
2. ERUEREIEEETFHPRAUTIFEAER -
- BURREARSS 3L, F£E Workspace Environment Management #{#&Z#Y SQL Server 52

BIRYHIE, LEHNERATT S MERLZRMARSS SRR AR UL TE L —5, B LAIMHEE
79“serveraddress,port\linstancename”s #RFIEE R, MEEARIA SQOL iwmOS (1433).

« BURPEHERBIRSB/AES, NREEEERBIEERE, BEIIEERELEBERS %
Hust,

« BUBRERTR. SQL 32k Workspace Environment Management 23 2 BY£a 5.
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WEM Infrastructure Service Configuration

Configuration Management

Load Configuration || Save Configuration

L E]

I Diatabase Settings ] Metwork Settings | Advanced Settings | Database Maintenance

Database server and instance:
Database fallover server and instance:

Database name:

3. FEMIGEBIET -+ PR AEMBREIRSERRO

EERO. tinORTEEEH S EEDEEMRS.
RERSEHO, Lis ORI FEEREMZRMRS,
FEESHO. WEORKCERS B FYEEF5EMEMRSES.
WEM Y5855 0,
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WEM Infrastructure Service Configuration

Configuration Management

B

Save Configuration

L

Load Configuration

P

Ta

| Network settings |ERENE A

Database Settings

Administration port:
3234

Agent service port:

82306

WEM maonitoring port:
8287

Cached data synchronization port:
8288

4. ERERKEXTFH, WARLANBERIFIRE,

B Windows IFIRElL, FINERT, ETLTFERRS, BiZRMRSERESER
SMIDEREBIERE (ERBUERELIZHRIECIERN SQL tKF vuemUser) o MNRIETTHIE
FEIEHAIENER T Windows ERZEMARSS K, AUk IETHF 5 E BRI Windows
Bk, LAMERBZRAGARSS TEERHRIEH TR, fEERRIKF MU EMZR AR S5 88 LRI
HWEE S,

* I%iE vuemUser SQL AP IKF &N, SIFEEANEMIBEMIRSERIEECIZAEH
vuemUser SQL BFECERBENXE, XIEEHIEELIZMERM T BCHERNFE
FA It

- EMEMRSEFRFEER. EMZEMRSEIFEEE CANE (U2 ARA) . R
BhbZRMARSS TAEREE SOL, NIERETR.

« ERIZRMIRSS SQL REBAER. EitZRMAkS SRR SQL AkSS2R2iBIRYATE (X
MWREBAL) .
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- EMZEMARSS SQL EEER ., EMZERMRSERIRS SOL MRS BREILERIT F TR 8]
(UBRBAL) , BIRERRERHFERER.

- BRAREERN. NREA, BiZRMRSHFRENFHARTICREI.

- EFELBERET. WREA, EMRMIRSRENEEEFFIREULRIZE,

- BRMREMRIL. RITEEERNEREBINTERE (BAM 200) NZRPRICIERE.
Ite, RIZsiEIREH o E R BRI AR S PR E AR,
o R/IWTIRARER. EELREBRFENS/NIIELRER, BIEAREBIREN

30-3000 zZidl, RIFEERAENEEREE. MINBERT, RNIIFLEEN 200,

o BRIVBRYT 110 KIEH. EELAIZBIEFTLENR/NFY 110 L2, F7T 110 LBEHIK
B9 30-3000 zigl, RIEEEAEBNBEREE. RIAERT, RNRD /0 L2
200,

BE.
HAENEEES Qs it 5 BRI AR S BT A ZERRRT, LINEESSRIB Ao
p=3 g

T BRAMEMLFRPIREMNETINE KA B U R THRE B T SRR 2MERN
BEZgifER. BXIFEHEER, 1B38# <https://docs.microsoft.com/zh-cn/
dotnet/api/system.threading.threadpool.setminthreads?
view=netframework-4.8> #1 <https://support.microsoft.com/en-sg/help/

2538826/wcf-service-may-scale-up-slowly-under-load> o

- {5 Google Analytics #Bh&i# Workspace Environment Management, {1Ri%Ed, &
RHZEMI AR 33 2 E L DT B3R & 3% %) Google Analytics ARS528.

« AEMA Google Analytics #EBIZ# Workspace Environment Management, H15i%H,
EHMZEMRSASHER D ITEIE & XE] Google Analytics fRSS 25,
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WEM Infrastructure Service Conﬁguratic:rl

Configuration Management
Load Configuration || Save Configuration

T ]

W[ Advanced Settings lww

Enable Windows account impersonation

Infrastructure service account: Infrastructure service account password:

| | || Browse || |.iiiiii...ii

Set vuemUser SOL user account passwaord:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
15 | [0 |
Enable debug mode Infrastructure service SQL connection timeout (sec):
[F] Use cache even if online |3L'J |

[7] Enable performance tuning

Configure analytics:

{0 Help improve Workspace Environment Management using Google Analytics,

7 Do not help improve Workspace Environment Management using Gooagle Analytics,

5. 18] LA PR BB BE L 1718 10+ SR EC B BUR FE4E4P

- BREIRINEEEAF. WREA, RERTEHMNGIEEFRIRIBOSITHERIER.
- FIHERREH. BEAFPARERIHERNERERE, FIAERN 365 X

- RARZEREBY. BERFNEHIHERBRERE, FINMEN 90 X

« REEMERER. BEAEIMNBSESEEHRENE, BIAEN 1 X

« BITHIE]. FATERITEUREREAIFIRIERIETE, RAIAEDY 02:000

"R

FARIESSE,, Bl TENERERITRIRVRIRELER, LUBNSHREE RN LRI RIEMRE,
NRED WEM ERE SN EMEWIRSS, WA—TERZEMRSERE.
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WEM Infrastructure Service Configuration

Configuration Management

L

Load Configuration || Save Configuration

o

T

m Advanced Settings l Database Maintenance l

Database Settings

[7] Enable scheduled database maintenance

6. ERILOUEEERFRNAN-REEMIZ MRS ECBHRIEHETE Citrix W AIIEARSS 88, WMREFXEF
i, LEIBEHEEOEED)EFR Workspace Environment Management B3EER, 1SN
EIREHI S TIEREX A X FIRW R A Citrix FPIIEARSS 288 B, EXMMER T, Citrix 0]
IEARSS 8815 B FMETE SR E P RMEEIE,

- £RFAHERSHREES. EAILLETRTH A Workspace Environment Management & #Y
Citrix ¥ A AR S 288951, IEIE L BEARIE R FE S Workspace Environment
Management #3EEFREBBEA Citrix FAHERS 23E Ro
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

'y fa

| Nebiork Seffings | Advanced Setbings | Database Manienance |[JESI]

Global license server override

Citrix License Server name:

Citrix License Server port:

27000 |

I —]
EERBHRBEIHESE, 2ERERENREXERE, RERLESHRSRERR

|

== i

=>H

SEEHS

REREEZHNS
p=3_ 3
WNRIEFTE NEIBIEF SN Citrix StoreFront FE[EH A RHIZ R EC A Workspace
Environment Management FEINV ARRFRIES TN, IFHARTEEERZEG STENMACEEN T

B LEZRETIERT Windows B Citrix Workspace NAIEF. B XFMER, BEHRAE
Ko
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EIEMEIR R EH BB HiB1T Citrix Workspace Environment Management

Console.exe,

ERILUERI TBREE X R |

AgentPort | EIREH S RERF ST A, ZHEAEAMITAPAERD, UARAERLER
EXRWMEL, WBBUFEEREZTARNRO, MRKEE, NWEARIARD 8286, HZHENE
(EEEVe(m

AdminPort : EERZFI R EREFTIT—THIA, ZEATEAMIT AL AGRD, UHRERRERNLS
MERKAL, IEHAITFERERIT NGO, MNRKRIEE, WERARINGKO 8284, #HZREN
(ERCIESES vrmp

XEERRSHAVEARNT !

"path:\\to\\Citrix Workspace Environment Management Console.exe " /v"argument=\

\"value\\""
BRI LU R R AR ERZER T, EANT ¢
* .\setup.exe /s \M\""/gn CLOUD=0\""
o setup.exe o NFEFHHBIRNREERIIB.
/s o RINFHREARTIVo
/v o HEEUTEL msiexec,
o /gn o RAREHEAETRAR RHE.

CLOUD=0 , FRAMIERE,

o

o

o

« fgn
o .\Citrix Workspace Environment Management Console.exe /s /\\™"/qgn CLOUD=0\""

SR ERNSS AR SS ARk

RSB, %R Citrix®>Workspace Environment Management™>WEM Administration
Console’s BINERT, BEEHISUMFERERSER.

EREX S, BEER LT FEEMSNARSIERE .
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E3 Mew Infrastructure Server Connection

Infrastructure Server Information

Infrastructure server name

Administration Paork

g2ad

Arctions

Conneck Zancel

WMAMNTE, ARREER

Hh4E PRS2 F5. Workspace Environment Management EAtEHIARSZ 22 Z T, TRINE
BIEHSINET RN, FESERANRETE—Ho

EEmO, BT o ERTEMSNRS RO,
BERERIFTEIEEN, BRBIUTER, EAFEKREEESERITFAIERN Citrix FEIERSS S -

License server configuration reqguired

l-.\ A walid license server with appropriate licenses needs to be configured befare you can start using Citrix Worskpace Environment Management

{68 ARV ATIEAR 55 A5 B B BB EF

EEATANERSHFEBRIERE, BEEEEFaEXF, 85X T, ARG REFAIER
5, FHRALZR Citrix TFRIEARS S8IFAER. Citrix YFAJIEARSS ss it N EIREFI IR R
i, FESRARNATTE—E

B Configure License Server

License server information

Citrix License Server name

Ciktrix License Server pork

27000

Actions

Cancel
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SAREAMNILE

THERREERSE XML X, ERUERAXEXHMEERN T EXIMNETEERIERE, EHEFE
ENA, ATATFEIRIIE, XML XU FITEKIMREIR L R12F o PR B E RSk,

ESAREAMKEX M, BEERERPELER !

f \ Citrix Workspace Environment Management =-|g] x
i }
\8/ Home About
= - Configuration set| Default Site - -
& Connect @ @ Delete 4 Badup
@) Create

[i= Disconnect e Edit @ Refresh ? Restore

Infra, Sen

n Set

EERMST, HEgE, REBET—5.

[ Restore Wizard x

Select what to restore

() Security settings

EERASE, HEISREAGEX M RERIR R, RESERERERE,
L
ZEMIENE

SR

o BNERBERMIARSS 28 £ %22 Workspace Environment Management™ (WEM) X2,
o BENER—EITEN LZE WEM R EEESI S,

o WNRIFITE MNSIEILEIE T Citrix StoreFront BEER &2 HNZRIENN BIEFRES RS
foss WEM, EWEFRIEEZEHSFMREEN EZE TEAT Windows B Citrix
Workspace N EF. B XFMAER, BEBRRAEK,

68



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

SIE 1 EASE (FHi)

& LUER{EF Agent Group Policies EIERRAMIEACELAREE, WEM REIHE LR,
BRXHED A admx XEFFETIEEMW adml X, BEiUEEIEZEE2S FEiB AR,

ENNAEENEERE, BRAUTHE !

1. ¥ WEM RS TR {HA Agent Group Policies X4 § HI131EH WEM 132525,
. NN .admx X5

a. ¥%%3) Agent Group Policies > ADMX X {43,

b. & HIXFNXMHE (Citrix Workspace Environment Management Agent Host

Configuration.admx 1 CitrixBase.admx) o

c. %] <c:\Windows>\PolicyDefinitions 343, ZAISFENESI 1,
//J\\m] .adml Y#Fo

a. %% Agent Group Policies > ADMX > en-US X {43,

b. & HIXF N (Citrix Workspace Environment Management Agent Host

Configuration.adml 1 CitrixBase.adml)

c. ¥%] <c:\Windows>\PolicyDefinitions\en-Us X3, SAEHLMLXLEST {4,

£/ Group Policy Management Editor it 8 25 L FI&ER GPO :

= Group Policy Management Editor = [ = -

File Action View Help
e 2@ HE T

[ WEM config
4 & Computer Configuration
4 || Policies
|| Software Settings
B [ Windows Settings
4 [ Administrative Templates: Policy definitions (AL
4 [ Citrix Components
[ | Profile Management
4[| Workspace Environment Management [i=] Agent proxy configuration Not configurec
| Agent Host Configuration =] VUEMAppCmd extra sync delay Mot configure
- || Control Panel
I ] Metwork
| Printers
] Server
] Start Menu and Taskbar
B[] System
[ System Center - Operations Manager
b [ Windows Components
[ Al Settings
- || Preferences
4 R, User Configuration
I || Policies
- || Preferences

~ Agent Host Configuration

Select an item to view its description,  Setting State
\=] Infrastructure server Mot configure
=] Agent service port Mot configure
|i=| Cache synchronization port Mot configure
|z Cached data synchronization port Mot configure
\i=] Citrix Cloud Connectors Mot configure

w

<] m Extended /(Standard/

7 setting(s)
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EREHARSEE. WEM EMiZEMARSR00Mt, BRARR T BASHARS BT ENRRIRE 1P it
tik,

RERS RO, REEZDEMEMRSSHEED. NERSmOSNSEEREMEMIRSECER
B ARERS RO EERROMEE,. NRKIEE, WisOFINT 8286,

EEFHIERY MO, (GERT Workspace Environment Management 1912 RESARA ; BV
Workspace Environment Management 1909 & ERRARH EZEL GO, ) RNIBERERTSHIZ
EEREMEMRS R IERESEMEMRSRRATNIR . FEHIERSIHONNEETEE
MRS E BRI NEEFHIERSIEO (WEM Infrastructure Service Configuration >
Network Settings) ECERIROMRE,. ZimORAIAT 8288, XM F cachedDataSyncPort %
T8, HE, BT WEM RIEBNERETEPFRMPITATIEER . FIi0

e citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000
Citrix Cloud™ Connectors, F&HF WEM BIARMIARA, FPRESREBAREE,
REBAEEIE., N&ERT WEM IARMARA, FRERE HREE.

VUEMAppCmd SIS\ES R, 35E RIEN AEFEN28 (VUEMAppCmd.exe) TEE T Citrix
Virtual Apps and Desktops BE&ZHRFELZFIFFNEN . XBFRVENREIFELTR. &
WAEA 100 | 200, ERIAER 0

SR 2 ZERE
BEERT

RE .NET Framework AJ ATERIBLZEH B Boi%s, ERNNZNERLZE=REZAFHIRE
Eo. BN, ERBEHEMTENFEUENELRE, HEARERRKHEFETM.

1S A] L7 BB P IR EEFIBTT Citrix Workspace™ Environment Management Agent, f&t5E]LL
REREAMPITERENAE, RAERT, RAERTEIUTENXGTS, EFERTENIE
ER4% -

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (7 64 (IR {ER%
)

« C:\Program Files\ Citrix\Workspace Environment Management Agent (¥ 32 ii®{ERZ L)

EUREARARERE, BERATHE :
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1. EERITEN _EIB1T Citrix Workspace Environment Management Agent.exe,
2. 17%3F BREBFIEFNES, ARt B,
3. E“X'XEHB_IEJ:J ga-:l"-F_jj"o

p=3 g

SO TIE AR E LB FRETR. SRIVMENGHTIEORENR, SHIILIE

1B,

4. EEMXMHFRNEL, BFTF—%"%

« RIABERT, BRXHRFERRBMEFRIANAREE, NREBFAELZEIHMH
*, BFREBERUSMENZMHGE, ARRET—F

- NREELRE WEM I, NBERXHRFERRBMEFRIE REXHREE,

5. FEEPEXETIE L, HmFEAMMERE, ARRLT—F . HIERT, &R FHEE

ﬁ Citrix Workspace Envircnment Management Agent Setup - >
Deployment Type
Select the applicable type of deployment. n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service,

(@ On-premises Deployment

Agent will connect to your on-premises infrastructure service,

6. T EMIBEMRSRE TTH L, BEARERINEMBRERS, AREEHT—%

- BREECE, MRCECAARKEE T IIRE, HERILET,
- EEEMEMRS. RITFEETRARMIIGARSSH FQDN g IP ik KA E BAh 29K

5o
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- REBRSmO. RIANBERT, B 8286,
- EEHERY®O. BIABERT, EH 8288,

1 Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. u

) Skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216. 14

Agent service port (default 8288): 2286

Cached data synchronization port (default 8288): IBP_BS

7. B RARE TEL, BERENERSE, ARRET—F%

- EREEME (A[i%) . RIFEAREBEFEERAME, 2FNNE USMBERIXXH
J, ®E, ERILLESEMRAITIRE, AL, EEKZELE Citrix WEM Agent Host
Service, FARIEATEMERIN,

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\{tIEE 41
% #5: AgentCacheAlternateLocation

%8 REG_SZ

B Z=

INBERT, ZENTE, RIAXHEFAN ¢ <wWEM agent installation folder
path>\Local Databases Set . HIBXE, FIEEHEMNHFLEZRE, BEFEENEN, BFE
#TEzh Citrix WEM Agent Host Service, BNIRERER, U TFXHRHFEREXHEFFKH :
LocalAgentCache.db #1 LocalAgentDatabase.db,

p=3_
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RNEWRIEIMRAIESSETENE, AIEFEERLEIRFERS. Citrix TAR
IER] AR AR ERAER MR miERMS BRI, 158 1TAEERIMRFmERN
M2, TE4RIEEMRZAT, BSUENEMR.

« VUEMAppCmd SIAAEISEER (A13%) . AFEiEEREN ARSI
(VUEMAppCmd.exe) TEB A FR BB oA S S E, RBIIERATHBENENRET
EESE5Eml. ERIAER 0.

xTE

ERFNET ERERAANELARKTHEFTENEL.

ﬁ Citrix Workspace Envircnment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: IU

The input value specdifies how long the agent application launcher (VUEMAppCmd.exe)
waits before published resources are started.

8. HABRRETHL, BHRE
9. BEHFTENLORERZEMS,
}E, ERLURERR TR WEM 32, AL, BFERUTHSIT !

e "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0

"R
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. HTFLEAM WEM SEFBTORE, BHA Cloud=e . HFIE WEM RSHBEIEST
E"J'T_EEE) iﬁgﬁ/_\ Cloud=1 o

- EARFREFNAEXHEUFERERZERH, RIAERT, BREZEIEPLENFRE
BRERBEXHRTE NTEMPY% FEIE, ERILUER /log log.txt #NEEREXMH
B RTFALE,

IERRILUERSM BITIETCRIEE BE XS, XFMALLEEREIERBEX AEMRSR
Bo BXFAER, BB,

iR, KREBIERN Citrix WEM Agent Host Service (LABI#FJ9 Norskale Agent Host Service) #
Citrix WEM Agent User Logon Service i&1T. fRIELA LocalSystem MK iE1T. 1A 2=t
Fo ZRBZEVEAFMRAEER TR,

SR 3 EFEITENUSERZE

WESRIFMERI

AR WEM REBIEE T, SEREUTBERFMEN

FoRGM
BRIEEEHRENATEK !

« Windows ARs5 System Event Notification Service B2 & N1EE IR BEHE .

« WEM 1{IEARSS Citrix WEM Agent Host Service #1 Citrix WEM User Logon Service B2 &
EEEEY BEET.

- REBEEFNRAREEERAMNE FRIFKAEZFUEARIZSEEANEEFRYE. 3%
BB EIREER. R,

BiY
BB TEAT RN, UMINEEMIE !
« IB7NFhiE{E Citrix WEM Agent Host Service, i, FREEREEHA, SIEHEFED

Citrix WEM Agent Host Service FHIZ{ERIEER T Netlogon fRSZEIETE, MMSHHEME
TR H IR,

- BIERERMAZE U RN CMD RIUAE, BN, RLINeErsETEAER Tk,
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REFEHT
- IRSE5HfE, Citrix WEM Agent Host Service & Bl EHINEE T 4ARIREER Cloud

Connector & &,

o NRRIEFHNRSEERERIAEIRESD, Citrix WEM Agent User Logon Service = BzH/E
&f) Citrix WEM Agent Host Service, IL{TARIHRIERLIERF LS,

- BTHEY, Citrix WEM Agent Host Service & BEhi0E U T AMMBUGEZE X :
LocalAgentCache.db #1 LocalAgentDatabase.db . ISRELIHEFEC B AMEIEZE S 4
EEEMIRER, NEIREEXHSBER.

- I Citrix WEM Agent Host Service ExHEY, EaBoiFRIEAMEEFRERTEREEH.
REGBEIR N EENEREFRASHEBERRESR, WIZEEPEEF. AM, RgHRIARIBERE
EFEIfE A 30 D, WREEFHETE 60 DAREFH, N7 Citrix WEM Agent Host
Service ErheRiIEIEY,

o ERESIED, WEM RIBLRERRFSTF Windows ARSS System Event Notification Service fg
BEHNBEl.

« WEM RIBREIZRFE WEM RIBA RS BB 5) Netlogon AR,

REZEFLARERFER

Citrix WEM Agent Host Service BaMEIZERIFINEEZRYD . NEREILARFNEENRET &K
ENER TERREBEELRER.

BRMSITEREBREXHFKPITIT AgentCacheUtility.exe, ZAIMITXHZEZUTHSITEL !

e -help @ ETRAFNSHTIR,
e -RefreshCache BX -r : AHAZFMIEIRIF
« -RefreshSettings T -s : RIFHIMLEEIIZE,

« -Reinitialize 3 -I !5 -RefreshCache EM—EEMAN, EFMRILRERE,
B XINAEASBITRIFARER, BERUTRA -
o RIFFAIEENIRE !
AgentCacheUtility.exe -RefreshSettings
« FERRIFFAEENIKEMRIEER -
AgentCacheUtility.exe -RefreshSettings -RefreshCache

- EFVIIREREEF !
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o AgentCacheUtility.exe -RefreshCache -Reinitialize

A
REFTPTIHETEENEY, NRIBIE N RIIIE A P,

KEBIGE
WEM RIBIRESIE .

* AgentLocation, SBIFEIEERELEME, BE—TEMHINXHFEEE.

 AgentCacheLocation, RIFEAREBRFIEETHAMLE, NREE, MEAMEFTXHFIRT
IFEEME, MABRIEBLRREXHEEHR,

« AgentCacheSyncPort, RIFEIEERIBRERD HIEEETEMEMIRS IR, UERM
BEESEMENRSEREY,

« AgentServicePort, DIFIEEE AIEEEE EMEMARS 2RMiHE,
« InfrastructureServer, RIFEIEE S TEMZEEMIRS A ZEMARSZ23HY FQDN 3§ 1P ik,

« VUEMAppCmdDelay, FtiFEIgE IR AIZFE5I28 (VUEMAppCmd.exe) TE Citrix Virtual
Apps and Desktops B& R ZRIRE N BIERFRIATEl, PAIAMEN 0 (BEW) . ERIMINRESE
RiEFRANEBESNEARTHFTEREL

EESMN TS

- NRFEIHDITECEIRE, WEM REREREFHERARBENIZE,
ok

- MREFBEBIWBITERERE, FEFEUNRENRE, REREFRERUNKERNIRE,
- MRETBIWBITERERE, FRREUMNRENRE, ZEREFHERRINLE,

RFRE
SREIHNXENRFIKEILE

 GpNetworkStartTimeoutPolicyValue, 7¥F{EERE LA E0IERN
GpNetworkStartTimeoutPolicyValue ERIAVE (UM RREA) . BBIEEARKET RN
RESAMIRERIE) S REME R BB BETE, ZEHER 1 (R/IVE) T 600 (RAME) SEEAH
EEEH, RIAMERT, LER 120,

« SyncForegroundPolicy, 7CIFZERIEREHAEIALE SyncForegroundPolicy JERIE, LR
BRIGBRTEAHFRRVIEZRERYS, HSHNE 0. 1, NRKEBEZERIFZEREN 0, N
Citrix WEM Agent User Logon Service AERER, HERAFARKIGETESNIE, IR
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ZEIEEN 1, N Citrix WEM Agent User Logon Service RIEIRE R, BRI A ARKIZEL
BRM. RRIAMBERT, ZEEREHEFRRER,

BE.

INRAFRRIGEERELIE, N Windows Shell (Windows ZIREIEES) RlRESTIPTA SRR
RERIETE IR, Alit, FLEEGETAFPEXAERNATERREN. NREFLEE
BREXERNAEMERIRRE, BNZEIREN L

« WaitForNetwork, 7OIFREDE R EHREI IR WaitForNetwork STMRIAIE (U AE
i) o BEHIEERETNESMETLSRLA ] BrEE, ZEKES 0 (R/JVE) P 300
(RKE) SCEAMNTAER, BABRT, ER 30,

A=A AR WEM RIEARSS7E Windows BERREREIZAIEM. FIAEX="FAMTLEH
|5]7f HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
TElE, XLERAXRIHERAFPIMEEERFIREEMSEMWARS 25#tUE GPO, 7E Active Directory
IFIEFIRR AR S RN Z IBRIMEIF IR, ERFELI AT SEENNLIE B, FHiTE
WITS GpNetworkStartTimeoutPolicyValue ZiMEIGE NED 30 FREFEE LN,

« ServicesPipeTimeout, FRIFEEZE ServicesPipeTimeout JEMRIMAE, ZFPEREREE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control ~8l3&, IthFMRINETER
ST EIRRIRE WEM IR RS ZEIARINEER, LAERE:d M ERIEARSTEME R
AISThRBGLERIBRM, WEKERERE (UMW HEM) . IRFKEE, WERRKIAME
60000 (60 %) o

=
MNBERERGSITREB LRIZE, WEM RIEBREEFEREHRRSLET ],

BN
EAUERU T TITRIEEIRE !

e '"Citrix Workspace Environment Management Agent.exe" <key=value>

BN

o IER WEM IBRER R LD E T K%
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o "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0
- AFRBERMESFEHFIEIREN 60 #

"Citrix Workspace Environment Management Agent.exe" WaitForNetwork=60

EERNMREMA/NEETF

Workspace Environment Management™ (WEM) & A AFED I EBE MK, EiFE WEM IR/
ey B, BEEEELRIEEMRE. Active Directory I8iE. BAASEMNEE,

WEM Bya i BMETRIBMAFHE, tTRNEMZENIRSSSEZ, WEM ol U FHAIEFA
Prii%, BRSBTS MEHAYE (SQL Server 1 Active Directory) SaiimsAtE (BIBHE
FEMNNRIB) BEY,

RIGEITEMZIAR S 20T ENVER LTS -
e 4 VvCPU. 8 GB RAM #11 80 GB AJFIRLALZE (A,

EAUERU T AN ERERENEMENRSHEE. ZANERESEEZ P B XIS
EFAR

« EZEMARSI[HE = (RIEEE/1,000) + (B #&E/3,000)
AR
o TE1EH NTLM S5 IEIERHRES, Workspace Environment Management 2006 A 8 2k

AMEBHF LM R, £ Kerberos H A 50IER RIMEZ X LE R,

« 7E Workspace Environment Management 2006 &2 E =k AR, RMEE] NTLM B4 50IE
# Kerberos S 1n3IE BN EREE =
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FRERE

=T

&8I LU Workspace Environment Management™ (WEM) SREALBIEFHIRA, MEEETLIEE
FitEN SRR, X ARHA R,

METF Workspace Environment Management 4.7 BIARAZEIhkA 1808 THE SARAM AR R Z
X, ENERAIXEFHRAHITAR, BRELAARIIRE 4.7, ARBALRTIBIrhRE. BXiF
HMER, BFBHTK:

N ] KRt R
4.6 NEFRRA 4.7 I~
4.6 REFhRA 1808 HE=ARA B (EARRBIRRAZA,
BREARBIRAE 4.7)
4.7 1808 HE=ARA =

Pz

WEM #i#EEE. BRI ERZH 8NN E—RA.

Workspace Environment Management 2B {4 @435 LU IIRFF F+4%

1. BhhZRMARSS

2. BURERE

3. EFECEREMZEMIARSS
4. BEEEHIS

5. ftE
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SR 1 . ARERERRS

EF4k Workspace Environment Management EREZRHIARSS , IBTERMZEMARS 28 LiB1THH
Workspace Environment Management EitiZeMARS LT, ARKIES LR IZER,

FHRERIZRIGARSS A BV R IER S

BALEMIRMIRSHRIVIRERS, BEATTRERENS — ot B LREBMERERS, &
FRAARINEMZEEMIRSZREFHECEE, AR B EMZEMARSIRERE,

Pz

FE&E) Windows Server 2022 5, WEM EMZRMIRZ AIsEL RN, {EA—FERAE, BE
FRERMEMIRSHIFEA BN IEED WEM BUEE,

SR 2. ARBURRE

BE:
BIREA LIRS, ERIARIRZH, BHERIEEERIBIEEED.
I

183% =] LUfE A Workspace Environment Management PowerShell SDK #&3R AR IEE. B *
SDK X1, &£ Citrix Developer Documentations

£/ WEM Database Management Utility EF#iEE, ItEAEFEREMIEMRS ZELE
& EE7EIEH Workspace Environment Management 22 KARS3 85 Fo

p=3— g

WNRIBIETEA SQL Server £ Windows HR30IE, 1BEEESR sysadmin IR E 19 T51T8
EEAREZBER,
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1. M FFEA SR, %R Citrix®> TEXKIMEEESWEM BiRESIESLAIERF.
2. B FAHRBIREE
3. EHIREALRBES, BAFREER.

EH patabase Upgrade Wizard

Database Information

Server and instance name

Database name

[F] Infrastructure service uses Windows authentication

Infrastructure service account

Database Credentials

IUse integrated connection (Windows credentials)
Login

Password

Actions

..................................

« Server and instance name, FLEIEZER SQL Server\SLFithit, ©ATEER NERHZEH
ZEREHMIRB ARSI,

« Database name, EHHKIEIRZESLTR.

« Infrastructure service uses Windows authentication, ZRAER T, LETERIEFR, 75X
fiERT, BERZEMAREZMER vuemUser SQL AP IK A EERIIEE. (vuemUser SQL B
PP ERESRZEFEIE, ) B SQL LAIRTER T EEERF ML,

R, BAZeMBRSE A Windows kP IEZRIKIEE, EXMERT, HEEFEN
Windows kP R1FE7E SQL LA LIBEER %, Maifii, FEFERARTIERIEENRE
— Windows TP s TRERZEMARSS

- ERAKMERE, RIABRT, WEIGTFERRE, ETtiFaSERRSETrANS
389 Windows Bk ZE#3] SQL Server H I EHERE, 2RLIL Windows 1K 7% 8 BRI
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PRREIEEIERE, BUEBEBMIREH Windows HKFISITHIBEEIEXBER, HEER
R 5 A B8 RBIRAY SQL 1Ko

4. BEARUFBBIEFEARIEZ. BEEARKRINTHRE, BHERAS.

MREFIEEARIEPRLESEIR, BREVUEM BIEEEBRXLARFEEXY, ZXHUTEHN
Workspace Environment Management EHREZEMIAR S T4,

SR 3 | ENiCEEMZRMIRSS

£/ WEM EhitZRMBRSSECE S AR EHEC E 2 MZEMARSS. 1HE A EEMZEMARSS.

SR 4. AREEEGS

ERAEEEHSEBRFTE Workspace Environment Management 1& B&RFHETEEUEES, FHEFH
RARIBRE,

EAREEES D, BSTEREF O REARITXE. RIS ZEIEER.

S5 . FRAE
BEERR
s EHRMRIEZH], BRREIEAFPER, XAARALSIETUEZZITEN LB HE,

« WEM SRS RANNF T E T WEM RIEBIARA, Citrix EIEFREARE]
BHTRA, UERIUERRFTINEE.

BARAE, BFEBRTEN LSITHINRETRATRIT 4
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P {ELE

- A

B EEEH S

1. M “FFER S AR Citrix \> Workspace Environment Management \> WEM
Administration Console”s FINERT, EEREH o U EEIRSER.

2. TEREH AR L, BEEE
3. AERBMEAMRSHFEREOFR, BARMSMIRS MU, ARREEE

OB RS

EEEERES

1. BEATHERPNXED, UEH EANERPETETFED.
2. BEFEABUAERAEANABETEE X,
3. RIEFEENEE, AXAEANKENERSER, BEHRAFREESE,
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IR FEHESE

ERUTYERITRERES !

« TheEX

.« 1M(E

. JmidkEs

- e

« R

« RESFECENH
- B2

« JEENERIR

« Transformer i&&
BRIRE

- BIE

o 510

TheeX

FTLETF
FRER D ST

Eik, FEEEFOERIIEENEMSIRSS. THEBMSRARSSFERNEED, B5E

- BRISMIRSS AR, BERNEMEHRSISHFIILT.
- BEER0. BEEDBEMEHRSHmO. FIAE 8284 BFUETT.

EER, FEEZESO5 InEMEMRSEHTER, XNITFEERBIHRAS— M IRSHER
HEZDS—TIRS, NTAENMZEF S EERS P EMEMARS.

BoE&E., M— Workspace Environment Management™ (WEM) it (BCEE) tI#BI5—ib
ply

/TN O
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eI, T CIREEESR BN, RITEEREZ T WEM it (BEES) .

- B MR (BEEH) &, WEEMERPNEESRSIXRPHAT.
o fi, Ui (BCEE) M, sEEMRmEEOFAR.

« BRRE. VR (BKEER) B EBAERERA. H'EXAN, WEM RIEETAEEE
e (BRES) o

HiB. I REREREN, HkmE5 el@iERE O30,

MiER. MERiE=m (BCES) o EREMRIALR", AANER WEM [EESTARUEN. B2, &
AUESAT,

R RIFiES (BCE&E) 75K,
AR
UNRENEEIEF SR =Y, JIRASBEIRIF

#3. TAERES, NHRENERNRIARER WEM BB S8 BN
E. 1RE. ZLIREM Active Directory (AD) 3R,

o #BME. EMEER WEM #2F, SMERBR(FESH BRI XML XX,
< BB, BMEER WEM IRE, SMERRNIKEES BRI XML XX,

« BRIRE, &N Xe B FENFABEIRE, SMERMNES HA BRI XML X &AL
BN SREEXBKNUTHE :

> AppLocker Mg E
- WEREAIZE

« AD X%, &1 WEM BIEMNAF. T8N, AMARLEM, FRRASAFTIEEEEHH AD
WRIER, AD WRBEMWIHSER !

- M. BMEPHEAA
- B, SMHEH. HEAEH oU

- ROELR, SMEEERN WEM ELESE, SMERENEERHSH NI XML X, EHEE
PERRES, EAUENSRESEXKIUTIHE -

o HRF
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o AppLocker

o D (GERIEFIZIEHMX)
o imikas

- FBR

o i@ (WEM & &)
BEESMUTRE :

o SHBNAEXAD MR (BatBEN. HEAAN ou)
o MAMEE (FIHERMIRE)
- BEmECESIMBINE

BE, {THAERREAS, WERRBIUFIEMHM WEM IRESEBRRA. BIIERE, £RaOSEHEIA
(XML X14) B9ERSHE3,

- REIGE, TR Z& &N+ LA IRE. &NXHERIRESELYmECESETHNINEIR
B HEYHRBERIFFESETFE, MR TR ARFZEMM, XA B shi
R MFRBIMNEZITERES, EAILREFTESRHIZIRSE. ERESAITFEEEFELRNA

i

5

o AppLocker MN&E
o WPRIEFGE

- BROUARE, ZEHTEAEPRNERESNENRREAIRE.

AN ARFRZEMNSEXFER, ERENBLIERERELRRASNAVLIENAEF R
EMNDE

o REERR, EERFZHRANSEERESmM_PNRARMNARSE, NE&NAF
HAFETEHRIERE AD Fi, EFDEF M. EARTERMNEFHERERETAR
DERS, HAEE(TIERSIHIEER, ERTLNESHER CsV &1l

o NRIEGERE, EOPNFAEMNERTFER, EFfpEAERFPARMNAR S,
« AD MR, FFEMHIAD WRIERFMBU R, “BEAFAILENES AR AD WRH#ITHAZ

Hl, EEIRFERREN AD WR'TIHE L, ErILIEEERREN AD HRUREEEE (Bi) I
& WEM AD W%,

- BBER. HEMNEEERERSE WEM, —RABERR—NERES. WEM ERZEFHI G A 8EHR
—LEiEFRERRIETRNVEEES, BEEETRNEES, BNIREKPRECEE RERER
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. KIRACEEN, MNREFERSLEES, WEM = BfFHEEM%/ <configuration set

name>_1 o

p=3 g

R RBVRIER TR I A b =R E R,
TRV EN B A I RIRE,

IR AD MRIG FNE N BB IR AD MR, BERRATEZEE ER BT AD
MR TUEFIER 7 BERI

NRER T BERN, WEERIREFImH, FAEIA AD X REBPFFRBIER.

T, AT T, HARBWR (GPO) B zip &MEHBE] WEM.

BEERR .

o TR ASMER WEM ZIFHIZE (GPO).
s BEEFEIBIBZRENIERE,

BIERITUT T EREED GPO !

=

- FTFERBEERER S,

C EHARREEREOFR, AREEESHH GPO, AREEREH"

. TERARBHNREOT, EEERFEOHNME, ERILUEFENEMRMRRA.
. B & UHnE&EHD, AREE BE.

SMBIENXHE, ARFEEERN zip X,

N

w

IN

t

p=3 g

WEM EZFEB a3 %1 GPO &1 X H4EM zip X1
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HIh&? GPO g, Bt T8 i GPO I8 E) WEM, £ EX#HNXHE iEm L, g JK,
RESMBIER X,

« BE. EAEHNENERIE WEM KE (GPO),
o B, ¥ GPO B#AEEFA WEM B9 XML X1, MNREWNEF ARISEHITRRAES, 15
WERRIIRT, IR INTRE, R R mSFFHFA XML X,

p=3_ g

TR ekt XXk, B EEIEE B RIFRINAFRIR T,

X FiEmF
%R+ DAL

BCEBIFRIEARSSER. SIFEISE Citrix Fr[EARS 2389ME, MMRRET, SEZEHENARTFEE
SUEEIEE, 5E, ERILUER Infrastructure Services Configuration S2FATERF MY ¥FH] X £ 3K
IBEXLEERE, EXWEHERT, Citrix FANERS 23:E R FEEESIREFNR B,

HEEB). 7E Web HIKIBBE I HITHF Citrix 7= B3RSk,

. FTHF SR ASET HEE, XIS T UL IR A 1A e,

- BREBRER. NREH, TELHAREEHN QHEE DRSS
. ERERES, HEEEHAEAAERIER. BEELAS B X RIRE R0l
2.

- BBIBRER. AV A RS IR

- wWAS. DIFEEEXEEEH OERIEMEERS RO, isOXn5EaZRRSEE
HRECERYIR I PRAC,

XF. FIHERZEHSHRIARATIFR (FrNEER. EMMITE) URERER.

#HR1E

Workspace Environment Management™ @312 5 FERARVIRIEREC TEX LB TE, XLEig
FEIEEIENRER. TEIN. MEohes. NEBESE. ErUER D EREREXN B A,
Workspace Environment Management Xt 7fikss, FATFIRE LT SOREENSE.

- BIFEEEE
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o 1R{F4H
o ARIIGE
- NFAERF
o FTENH
o MAIRTHER
o EHIIRTHER
o EMRIN
o METE
o im0
o Ini X
o SNERESS
o XHRFIRIE
- FAF DSN
o N XEX
NPt
« 9
1A
hEAINEERIFIEE e X —AmfE, ARTE— T BREEATREEXNIEDECLAFE

RFP4H, fEBNtIhee, EABRFEZNTDE FERTNE NI B, EAUE—TTRFD
[N (S

7 N
IZE LUER A SHE #7 B Workspace Environment Management EhfE, EEINEEERA,

shfFASIR

ahiEH
ETRIMASIEANTIR. ERERERIN. BRBIaiEniHEsR,
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shfE
EERTR

- IFANA BN ERFIFEEREIE (MNARERF. FTHVMMEREERSE) o F,
[RIEEER NARERNRETF LRI T L AER, SN IEATIRET-F LREhEH
FRETREAAENBERF T2ERNNAERF.

- IREEEE D EFATHIIEED (REHTIR > &5 > EERE) , WERERZEHA
SR 7z AR AR

“ChfE" 883 BN FI FBRVEN TR, ISR LUBRITLATRME

« M. RWECIE—TmhfFH, EFaISBN RSB AR HIFRE
o YRiE. OIFERYRIEILA BIEA,

- 8%, REFEMNNBCHIEL & BI— 1 shiELH,

« HBR. SCIFIEMIBRILAE 1R IEE,

ZRIRIFH, BIRBUTTEREE.

1. T EREES > BF > #E4E > BEATIRET+F £, BRI
2. EERERAEOR, BARMEER, NTRIIRPERERER, AREHHEE"

BREIREAE, BMIIRPEFERA, ARBRERE

B RIREAE, BEEERENA, ARREHEH, IR, BH e EE0IERRE. =
MRRIARIH HH IGEE-Copy”s ERI LR T YwiR R BB

p=3_ g

STFRIRIFARS, FRIFBAT EDRIEPRITE & EAERIBRS LD, S5 EMIK
mhas XEXBUIRME (MIRB) Fow=E. BEAZEDN, FHRI BARE > iE > 2F091%
BE

EMFRIRIEH, BMFIRPIEFERA, ARREE MR
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p=3 4K
SNRIEMFRERIEE D ECHVIRIEA, SRS R0 ES T2 ANFRE R .

=Bz
. BRIFANETRRM, WREATIRFFAT.

fd, SFIEIEER X RFANEMER,

BREARS. EEAMNBERARS ZEZIEH, BAN, BMEEZBFEANELBRIAR
H, REEAILIBREHAPIZTHIRME

fciE
RIFEEREN N ERENRERIE. ERERRAM. BERAaHD miEiE,

AT, XEZERILIANINEIF G2 IR EARVIRME,

BEHNS AR E RIESER TRIRIE. WEHEMEFRR T TR A D EC S EUE D EC %% Fo
p=3 4K
o NREFHRENNRIEDEL B RRIEA, ZRERBEMDELXERF,

- NRIENEDECL B BRIEADRIBRIENE, ZRERBENNXERF FEUE 2 E.

BiE, XEEENRLIECIENIRIFARIZE. ERUBASMEEUNEHITRE, EIE
A UECES M ERIEINED ; fIa0, MARFRESIVE. FRINTEV. Ropses5F.

pal v

BEE:

NRIETE BRIED I LT R BN ERPEEE D ECIRFATRMRIEED, NECERED
MBI E T IZRFERNAF.
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TE 481 > BFA > BFANIRETF TR (FANIRFEIER, S EFENERENERE
NEGERNAFRHAFE, Alt, BFRIDE > BEDE > BEIEETF. FZETF
£, REAFPSAFPEAUEE AR ERPAIECIZMIRIEHNREA TR, ERIUE

T REE T REUNNSUEEECENIRIFA, WHIRFAN B ET R HEsEUHE
DECXIRFH, DECIRFN, RARRTEERER TRZIEEBERIEIMN,

B X NETHRREMNFARER, BEHDE.
DECRIEAR, FEISUTILMER

- NRIEDECIRIFAH, NWHPAZIHIFTBIRIEE RO EC.

s RS MRMEAEERERNREATES, NTESVIREL, RELENAZEBEZAILIE
BY2H,

- REFTRIFAPRIRER, BEBRDESS —MEFATIRFEENEF. EXMHBERLT, K
DEHIRFRBE A MENZRE, SBEHELERNIRETARDE. HMIRERITAE,

TBiHR

BN, BERRIEAIIEE— RN BIER (iexplore.exe # calc.exe) DECLAREF, BRBUT
HBIRE,

1. %R EEEHE > B > NARRF > MAEFIIR T £, SARRINEBTER (iexplore.exe

#0 calc.exe)o
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& Printers

&9 Network Drives

example

& Virtual Drives W Calodator example v

@) Registry Eniries

ﬂ Emyironment Variables =

|ﬁFHte|'s i

| [ Assignments

- [ System Optimization
| [ Policies and Profiles il

[ security

- [ Active Directory Objects
. [ Transformer Settings

[ Advanced Settings

[ Administration ||| Actions |
e . =rl=r ===

¥ Comnected to : localhost @ Current access level : Global Full Access g

2. RIERIEES > BF > BEE > BREATIRETF, ARSI USIEIZIEA,
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S Network Drives
W Virtual Drives

&) Registry Eniries

ﬂ Erironment Variables b

- [ Filters |

| [ Assignments

- [ System Optimization
. [ Policies and Frofiles |

[ security

- [ Active Directory Objects
-iTmnﬁormerSettlngs

| [L) Advanced Settings

| Administration i

- [ Monitoring

Action Group List

Action Groups

Action group 1

Actions
Configuration
| S
| Available: Configured:
| >
<

@ Current access level : Global Full Access -

3. ERMEATIRETF L, WHECIENRER, UE AR BEER B ERREIIR,
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S¢* Network Drives
W Virtual Drives

&) Registry Eniries

ﬂ Emyironment Variables

- [ Filters

| [ Assignments

- [ System Optimization
- [ Policies and Frofiles

| [ security

- [ Active Directory Objects
- [ Transformer Settings

| [L Advanced Settings

- | Administration

| [L) Monitoring

Actions

Configuration

Il Avaiable:

I+ Appications
. Printers
B2 Drives
| Network
L Wit
| Registry Entries
| Environment Variables
- Ports
L IniFies
| External Tasks
| Folders and Fies

v

[EBR T RARTLRTT LR Fo

4. EHRAERT, NEETNAREFLUFEZ DD BERE SR
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Iy Applications
{3 Proters

%9 Network Drives

W@ Virtual Drives
] Regstry Entries

&) Environment Variables

Actions
@ Ports
B e focooy o foadd o o Bt o Dok o
T External Tasks Configuration
S— | Jlrna | cen |
||| Avalable: Canfigured:
pibGac e | [Formm o
= 2 -~ Printers : @ Caadator
5 ssignments = Drives 4@ Creste Desktop
f R |~ Netwark "4 Create Quick Launch
[ system Optimization S Vil b < i goem Start Menu
| Regisiry Entries : Pin To TaskBar
| [ Folides and Profiles | Environment Variables @ PinTo Start Mer =
. | Ports @) Auto Start
A Security o
-~|_ IniFiles @ Internet Explorer
— . | External Tasks & Create Deskiop
[ Active Directory Objects | Folders and Fles 4 Create Quick Launch
-~ User DSN -4 Create Start Menu
| [L] Transformer Settings -1 Fie Assadations & D To TaskEs
- 4% Pin To Start Menu
- [ Advanced Settings i @ Auto Start
= i~ Printers
i Administration = Drives
[ Monitoring .

5. A BREERD, EESTNARFRED, EIRFAH,
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10.

11.

I Applications
&ﬂ Printers

= Network Drives
e Virtual Drives
@] Registry Entries

&) Environment Variables

Actions
@ Ports
[ IniFies oGy o foosdd o fpoeat o foosee
E] Extemal Tasks + ||| Configuration
— | ) o e d
ﬁ y Aalable: Configured:
i =1 Appications ~
N > r |
il Assgnments -~ Printers | B Caladator
- [=-LZ Drives || @ Create Desktop
Y R LZ Network [ & Create Quick Launch
i I8 System Optimization - Vet - - CeateStartMeny
| Regsiry Entries i 4 PnToTaskBar
I Policies and Proflles | Environment Variables | @ PnToStart Merw =
o " | Ports P @ Auto Start
(2 security | IniFiles . E-{@ Internet Explorer
— " | External Tasks i % Create Deskiop
[ Active Directory Objects | Folders and Fies @ Create Quick Launch
| User DSN ! 9 Create Start Menu
) Transformer Settings | Fle Associatons . 9
- 4% Pin To Start Menu
| Advanced Settings Q Auto Start
L) Administration
ﬁ Monitoring =

@ Current access level : Global Ful Access

BRI EEEFS > 28 > BEDEERF, ARNEERNAR U AR BN ERT
BRRIEH,

#1{E5BC 01(/en-us/workspace-environment-management/2206/media/action-
assignment-01.png)

EATRERT, WHESIZNERFE (R RFIhA4REAL 17) , REBDIBESER ER.
EHRAILLEDEFIRIEH, AR R EEARTTLHKTTRUILIRIE,

121E9 B2 02(/en-us/workspace-environment-management/2206/media/action-

assignment-02.png)

E“ﬁmﬁﬁ%g”%: = EFI ) ?x“yﬁ%yg True”, %E%a}l“mi”o

7 EC %A% (/en-us/workspace-environment-management/2206/media/assign-filter.png)

BRI EEEF S > BE > AR > RHERED+, ARRTRH

RIEH 1115 B (len-us/workspace-environment-management/2206/media/agent-statistics.png)
aRepENE, ABRELTEEEFIEEZERIF Workspace I,
EETHIERTEN (KIEEH) L, BIFREMREREER.
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ILTAIS, XAMARFERNSRARETN, SRESREFESEFEEIESLE,
HERBRIRE

BE.

WEM Ha1{N RIS HKEY_LOCAL _MACHINE # HKEY CURRENT USER SIARZRAC
BE T X BEMAERISE,

EUFIHAMRAAH, EHEEFAREE IR (GPP) T E) Workspace Environment
Management (WEM) ., B XiF4ER, 1FE% Ribbon PEBRSIILE, IME, ZEAL
THAREIGE (BT EMERNIEE) AR WEM H,

SAKRER, EAIUEESE GPO XENIRERIFARESE, AEBREENEMW GPO, &
LU GPO DEC4ATFEIRI AD 4, MENECEMRE—1F, MREZERF GPO NELBE AR, Mig
BARER. —MEAUIEAFMIHEN. WRBXHENETZA, WitENPKEE. 0
REAFPETIZA, NWAPRIKEEN.

R’

BETBENPIREIENER, IBEFHE S Citrix WEM Agent Host Service, EFH P RigEIT
BNER, BRQIFHEHHEHRER,

4B RBRIS B
p=3 g

AT E WEM RIBIEFANIBARIKIGE, BRIERSEE EEAT Citix WEM User Logon

Serviceo

ERAFRIGELE, EHEEER WEM RIBARIKIGE, RIABRT, hEmtFERRK
o BT

« BILEARBHARBRIRE,
- BMEERBISEEDEICLARAPARA, WEM EAREES .
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AR RYITR

ERIME GPO MF|R, FERERZLMEIELTFIEY)R,
- R, RIF GPO 33K,
« BA, HASALRIKREE WS, ZRASAFEIFARKIEES AT WEM H,
. {REE, NWFIEREIE GPO,

o BIER. MIFRIEIEER GPO,

SAHKRIGE
ESAARBIZE ], BEEZESIZE EEMENARRIZE !

1. FTFARBRERER 2.

2. EAKRBEEEOR, AREEEEMHN GPO, AREEER

3. BEHMARBIREOF, HEBREFEMOHMUE, ERILUEENEMHRMEL,
4. BEERFEER, ARREHAE .

5. RMEIENXHRX, REFEESEN zip XiF.

= g
WEM BZEHSATEZ GPO &M XHFKM zip X4,

ESAHRRKIZE, BEHATIERE !
1. FFH WEM IRSB“EE A3 EP LEThEE, N GPO B zip X4 £f£% Citrix Cloud HHY
RIS A3,

2. SMEEEEEE > ##F > ARKIGEET+, TR ERAARKIELE, AERH S
N LFTHFABF.

3. ARABSHESANXMG TIE L, RHNE", ARMIIRPERSEHIXMF. EHATURE
AX %, ARBHEHRURET,

- BEUEIS AN GPO, EHIZTEBEIE GPO,

4. BHEFHBE|AN UFIBFATRE,
5. SATHE, BESTl . AN GPO HERTARRRIGE EI+ L.
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SmtELH SRR TR
WEHFERPH GPO AIEEHIRENIFARESE, HEFENRERE,

E5efE GPO, BAREEZ GPO, AEMKEHERZFEH, BEEHE, HEMEERE, =
P R ERYAE GPO BTN, HHEBE—TEZ-Copy’s ERILAE A YuiE" K E LB

BHEYRE R, REREEBASBNRED,
&%, GPO 7£ GPO FRHFEREIETFR.
i, RIFEIEER X GPO MEMER, XLEEBEMNERTE GPO FIFERH,

AMTREE. BT GPO TZHEMKRIZEIE,
TS
WmiRMAREE. ANABFRE T EMREVKEAER SRXEIRETER P IFERRER,

o e FOVFIEARIEMRD
- i, ITFIEREEMERIL
« BBR. SIFERBREMERI

ENDLEMRI, FREAMBYRIN . UTIKERTA !

« IBfF, RIFEIEEEMERDHVEZEIRF,
o #BfF, RITFEIEEEMRTAVIRIESEEL,

o IREE, RWWENIEMERIIREE.

o MIFRE, IFEMFREMRIBIE,

o BRI, SIFEIRIERIIA FRRERVA S G T
o MFRIL JOIFIEMIFRIEMRIN T BB

o MFRFABEE. RIFEMIEREMKRITRIFTEE,

o BT, ZIHFM{E © HKEY_LOCAL_MACHINE # HKEY_CURRENT USER o

o FRBR, AHIRIMACEIMRINTTERZE, Fla0, 08
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows SZ;FAFRIMHITZERIREE, M

Software\Microsoft\Windows =FK%ZE.

« o RIFENIMKREIBERN. TEFHRHETRNBEE—EMKRE,
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Mame Type Data
REG_SZ {value not set)

- BB, RITFTIEEENBIEER,

o REG_SZ, IEZEHEBRATRTAEMRXABERIIFEFTH,

o REG_EXPAND_SZ, IItXRZn BEIEFHH, HPALEZ—TE, 2TEENVHEER
RS S, Fa0, MFUTE, FRFE%SystemRoot% S IR ERATR X
FHISEPRALE,

o REG_BINARY, EEAZAI Z#HIEIE

o REG_DWORD, —" 32 ¥, KB EERTHRE, F0, ‘0K EH, “U'KRT~E
o

o REG_DWORD LITTLE_ENDIAN, /NHI&IH 32 8=,
o REG_QWORD, — 64 fI#{=F,
o REG_QWORD_LITTLE_ENDIAN, /NHIETUH 64 (IEF,
o REG_MULTI_SZ, IWHERRZFRE, BFRAESVIREAZNMENE. B1TFKEHH—
ZEF R MR
o BB, RIFERASEMRETNEIE, I TFARRNEIEZRE, BARFEEURRNEAEA
REIBEHE,
BN ERARETE— L EFREE W FISEUTILE -
« 5 HKEY_LOCAL_MACHINE FAFFRECEE THH X BYFHIE Citrix WEM Agent Host Service 5
S FEER) SQL Settings Refresh Delay BB AY 45,
* 5 HKEY_CURRENT_USER  FMRECERTHE X NESRERFRERNER.

EIR(LA SRR E

BRI AR ML RIERCARBIRERN D ES, MMEXEREEFRMHM, Hikssd— TN
Z1% M. WEM RERTEEITH ARG R BN PFRE RN A D ERIARRRIRE, &
ny, RIEFERGIRITIRIERR I RPN XL E,

EARBIREERERMAMENBAIERZNT -

1. EEEERIaHR, SME Mk > R HFEXERRMA. BB,

BEERR .
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B X I AIREREMNTEIIR, EEAMASRANE. AKMEBOERM BTN
o

KB, X

ERRRCER TR IRE, MRFXEmESRFENATIHENRE,

WEM IR 2RISR A H N AT ENIRE, B X NERTITENIRERNHiERFEMT
MR, BERTERTHEIIRERNTRIEEERM

2. SB) fikER > MW HESIERTHESEAN. ERILNS R 1 PEXHRGSLSEZAN .

BB,

3. B3 BE > ARKIGE HilEEHARRIGE,
4. ZE ERERE > 28 > BEDE HEMUATRE :

a. WEBNHEDEIRENABFRIAFH,

b. ERNARFHELAETIX (>) UFHDE,
c. 1f HEdimikdE BEOR, EFEELSRE 2 hEXHMN, AERTE WE. RENMN TR &%

%ohE BDEC H%o

d. £ B E8H, KEERENNAR. BA—TERUIEEM KL, BEE-KX, KL,
MARKEBNRERHELE, UHREFEPREIKE X R ENER.

FERTIHENIRBENmERR MY

e AR RN

& P im % ARPCED
& Fin P itk TAD

AMERETE

FA P E 3R/ X PTg

FF Ul iEE TS

FAF SBC RIRIEE
Active Directory E&{EPTHED
Active Directory J& 4 PTER

T ClientName [T
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TR ERATIHENIRE
T& P P ik PLAg £
FTEMREIE £
o F P E SR/ X PTED £
FZHAF Ul BEITE £
T Active Directory E&fZRITED S
T Active Directory B4 PCER S
B P init iz @ RS ITED £
B P iR R RS TEC £
Active Directory £H [Tz S
Active Directory 28R PLHC £
BEAMEIRAT £
RZFETERF

PN RTERF IR TURY B,

"R

o IREILUEA Citrix Studio ZRIBNFRIZFISE, SAERINIER VUEMAppCmd.exe BIEIHIT
X4, VUEMAppCmd.exe FJHE{R Workspace Environment Management XIS
&fj Citrix Virtual Apps and Desktops B A RHIRN 2R 2 RIS IMERIE, B X iF4(E
B, EBHER Citrix Studio ZRiEN AEFIRE.

o IEEIUEREIASHE ¥ B Workspace Environment Management 21, fEEIHAETER
Ko

R RIEFFIZR
NENAREFRRIYIR. ErIUEAEREBITE ID $3 XAFRFHIBIETIR
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AN AR
1. R EFXEREFRBARME T,
2. ERMENARFMEEETNFPRAFARER, AREEHE,

- &, NARFREAXNETEH, NNARERSIRPFT.
o Hl, IFERNEREQIEZMSPETR, ATFEIEESR X BRNMES.
- AEFEE, REAXSHNELAEFLE, AIUEERENMARERF. XHXHFE. URL
58X StoreFront ARG —. RIEEE, FEUATE:
o WRT. BFWITENERNNARFAIRITXHNER, MEERESFENEA R
BRI T Mo
- TEAR. REARIIEER. MRINEIIRIHITGE, NEBEIER,
- B, NARFHNEMEHEH.
o B#R. (XHF/XXHIE) R BIZFIT A BRI BHT.
o HREEAIN URL, (URL) IEIEERIMNBIR AR RER A URL,

- WFAREIE URL. (StoreFront™ RNFFEE) R EEEMNREA B IBIZ IR StoreFront N3
ISR URL.

- MAARERR, (StoreFront NARENE) StoreFront N AREE P IEEMMNIREA R B E R,
RIS IS S FER R R

I

ENINETF StoreFront ZAFEIENNAER, THTREERNER. EXRENK
UEENABIER RN, FER—DRIEE, ZMEERRTERARTER Citrix
Workspace™ app for Windows BY%&E#E, 25, HERNNMABERFEEO, HPER
H7E WEM EB#EH] &1+ 84 _E351789 Citrix Workspace app for Windows 1 REIFE
EmNAERTIR,

o FHARER, ERT I REFEIRNARFREARNNMUE. RINERT, REREFF

BIE— T IREA T

JET
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o EFERR. IFERSEIERXAH AN ARREFEEEN. BRIAERT, WREERNAERT
RITXHRIEINR, (EEFTLUERERERBER. BARUANAR N FEERIEES,

RAPREN. XEEFERETRSFET.

- NAEFRS. EHNRAEFRESNEEER. BAN, BEREDRLAF, REEFRL
EBe,

- FPRI. BUERE, MKERMBIEAASTNAREFRESN. RESNERFEINLZES
i, RNZEGAAR ; MRAPZREHNARER, WRKE—&ERHER, SHMIINA
EFAEH, XECEBEINEESATNAEFATHPRESNTR, MERTEAIMERNA
RFRESNVER.

« BRBM. REANERPIRRE RIS,

- BB, RFENBPIEEETEINAREFNAR, ARXIKNE, HIRUTELBA (F
) :Ctrl+Alt+ S,

o BRIEREL, I IRIRRVIRIEEEL,

BRIKE

- EREXMBRES. Ed/E, MRABFABHEMRT NARFREAR, REFERFNBEHE
HEEE .

- BHERIIE, RDIFEEENAREFRESERF SE LARYMIE, BEXURENEL

- BOEN, ZHNAREFTERR LEUS/IME. EEEREALEOTH,

« FEEBIRSPRER. SREAREET U BN TETH, BNAREFARZRFR EDRE=E
iR B BNARS RE TR, XEE L TR E RN ARER ER RN EEN A
FREPIRRTE,

« ERAPBREXGRPLIBRIESN. ERARFNBREFGRAEIENBREFREAN.

EINETF StoreFront EENNAEFEZE, BRTIREBERER, UEREE WEM EIEZEH)
B1t8H1 LR Citrix Workspace app for Windows AJ U EBE A HHIN BZFEIR.

“Fria S s E
e R e R BRI AR RES AR RUENPRRE.

RlFT. RIFTNAREFTIR.
Boh, FIA—1 AT, AWWEERERNAREFRESNBHRINMTE,

I8, TN AREFRERS.
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HIER. MIFRERE RN AR REATNE R,

fiE5F Citrix Studio 4RiEN RAEFISE

Workspace Environment Management (WEM) BB FimTE, BTHEEZERIMRM,
VUEMAppCMD T & (VUEMAppCmd.exe) AIFA{R WEM LIETE Citrix Virtual Apps and Desktops
RN AREFEMZAITERIFELE, EMNTREREXHFEP | %ProgramFilesk

\Citrix\Workspace Environment Management Agent\VUEMAppCmd.exe o
AR
FF 64 MIR1ERYE, BN %ProgramFiles(x86)% o

fRB] LUER Citrix Studio 4miERN BERFILE, AGEAINTER VUEMAppCmd.exe HIRJH1TN
HERR, Ak, BEMUATTE :

1. Sfn® Citrix Studio NN BRERFIZSE > B T1HE.

Studio Location

Enter the location information below.

Enter path of the local application on the end users operating system:

Delivery |

Browse the applications on the local machine, or enter the path manually.
Command ne gt epiona

Groups | Example: hitps://www.Example.com

Identification

Limit Visibility Working directory:

File Type Association | Example: \\myapps|

2. BARZRFRIERS LAMN AREFRE,
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« ALITFAZA | %ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe o

3. BAMBITSELUEE BT ARNNARER.

« BAEET VUEMAppCmd.exe SaIHIN AEZFHNTTERR, NIRKEFCUIENR, B5SHH
W5 | SN AR BT TIEER,

- a0, RIZEEET VUEMAppCmd.exe E5f iexplore.exe, ERJLUBIBAUTHRER
SERULEIRYE ¢ "%ProgramFiles%\Internet Explorer\iexplore.exe" o

FTENAL
HEETT EE T EDH AOBRE o

"R
ISR LUE RS ShERY B Workspace Environment Management 121, fEEINEEER K,

FILETENHIS 3R

METEWRIRRTIR, BEEM— D, ErRIUER B RIEXAFIFRLBIN 1D fHEfTEIS]
Ko IERIMUEATIEEX LAY S AMKITENARSS 28" F AFTENH Lo

ANINFTENAL,

1. EFWSTHNNRETF L, SR NEREEZAXE, ARELTCEREFIEEFR
s

2. TEHEMSTEN'EOFR, BAFREER, ARREHEE"

FEAMIZENF
. ITENRERR, BREFTENSIRF.

i, EFERNAERECIZENSTETR, DIFEHEES X ZRIVMINER.

BAREE, FTEINTE R PG AT B R R

FTENNRTS. THUTEINIRERERER. AN, AEENELRAP, ABERRAETE,
NEMEE, ITFEIEER TERIFTHNNSERE.

BRES., VINERIFNESNAF BEEFRCIZITHN.
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HRIESEL, BRI FRAVIRERE, WTERIGERAHTENX M, FEIRBEIEE XML 1T
SIRNHRENERE (F2EAXMLITENSIREE) . SRR, EX@ETI XML XHUE
BRI R ERATBFT EI#Lo

SAITEDMN
1. RS, BHFAMEITHIRSS .
2. EMNMEITENRRSSBRSAMNEEFRARARFR, AERHHAE

=Bz
FTENBRSS 8RR, EHRENRSAFTENNBIFTEIARSS 27R9% 7T,

ERAEAKE. RNBERT, SAERIFSITTEREH SR Windows tKFRYEHE, EFIEDTR]
NERBFTHIRS SRiEE A RBVEE.

PILEIXEh#R
e PRI AN OB

7
IZEILUER shA&SHE K3 B Workspace Environment Management $#21E, fEEINAEEIR A,

P48 IXzh AR5 &R
B MBENERTIR, ERIUEREHRLTIIE ID H W XARFRF B HIES Ko

AINMB IR E) 2R
1. A EFCEREFRB AR 5o
2. T HEMBRPER WIEELETFHRRABRAER, AEREHWEE .

FEHIEF
¥R, RehsETRBIN, SEMSREERTRPERBTMER,

. tFERNERERIZASTETR, RIFEREES X ZRHNWINESR.
BRiR R, MLEIXchEsTE AP R AEATRIEEE.

MRS, VIRRNERoREEAEEEM. BAN, BEENRERF, REBHFAINHE
BT,
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SERER. SUIFIEIEE B T E R MR 2R E R,
ERBHBRES. VIIRIERFES NAF BohERCIZEMEEER.
KB EWRER.

BRIEEEL, B RIRRVIRIESEE, FNINIRGS AR BN ERo

EBIIKRD 8

PEHIERIIRTh R RIBRSY . FEIIEEDERZ Windows EERIIRTNEREL MS-DOS & &4, AT RAMX
R ARG R IR BN S o

77
IRE LUE RIS S REEY B Workspace Environment Management &1, fEEINAEEIR A,

EBIIRXEDERFIR
BRIE RMIEEENTIR, ERIUEAERRLINE ID fHiksIR,

AN D ECRE B E R —AR TIERZNT ¢

1. REEREHE S > 8F > BRIERE > ERIERRFIRETF, BHRN. HE, ARES
EEXE, ARELTXCEREFEREZN. LIRS R FEERREEE & o

a. FEEMETF L, BARREERHERRS R ERIREDZIZEN EIREHER.
b. BEHE UREFESFHRH HEELIREDERE .

2. RREEEFS > 2 > RO RET+F,

a. WEBNEDEELIRE3RABA A A,

b. EFRELIRTENEE, AEREATXK () #HITHE,

c. ERiMERNENRS EOF, EF LN True”, EFE—INKoRS, ARREH
E'. EHIRER TN AT E R E B EE .

DECFIRERE LB REER, BEARATEE BRILE > BHE > IRSSEB LT+ £H"SQL %
BERFERTEENE. IRFE, BRITUA TS BUEDECIEIEY,

1. #%3 EEEE > §18 > A8 > fiHER &mF, ARRE RF.
2. AREENIE, ARTELTXHEEFIEE B Workspace E,

109



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

TR

“EHEm
%R, o ERS, BREREBIRENZRY)RE,

. RIFIEIEER X BRI EHMER. ERNEREBHEIZERNSFHTET.
B, BAEMIKENERAIERE, ZBREER PSRRI,

BRSNS, VIRERREERLER2H, Z2AKN, BIFEERESRLEF, REBHR:
BT,

RENTRHE, AUCEERTHEIRBNTRNS,
S

BRIERRL, AR IR R

AR

PR RN,

7 N
ISR UE RS S hERY B Workspace Environment Management 121, fEEINAEERK,

AMRENR
WEIMRINGIR, ERIUERAERIZLITE ID $ X XAFAFHHIETRo

NN AR R
1. ER EFCEREFRBARME T,
2. EFEAMREMNEEENFHRAFARGESR, ARREHEE.

F R
&W. AMKRIBNERS, SEEIMRIFIERFRERHIZIIMER,

i, tFERNERERIZASTETR, RIFEEES X ZRHNMINESR.

AMRERS. VIIMRNEERAERER. £ARE, BEEDKLRAF, REEFAIAEE,
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BIRRER, HOIEIMRINAIMRAIE, Workspace Environment Management R AERIZE X &1
PEMRI, HETEEERIEMNLE %ComputerName%\HKEY CURRENT_USER - X2 Bz
FERAY,

Bi5af5. EIMEREEIMERTHNETRBIT (B0 NoNtSecurity)
BIREE, NEQEAEMRIMAVAEE,
BirE. FMERMEIZEFHE (BI90 0 2% C:\Program Files)

{GET—R. ZRIAER T, Workspace Environment Management™ S7E A IBE KRBT 61251 A
RN, kA & EHER]E Workspace Environment Management {X7E BRI ETES QIS MR, M
ARESXRRIFATERCIE, XSMRRERIFHIE, CEERENBF O 7 IFZEMRINAT,

HRIESEL, BRI FRAYZEE,

SAEMR M

1. EEEER e, FME #ME > THRI.

2. EEERT, Bi SAEMRERXH.

3. EMEMRXHSAEOF, BEIEUASMEEREMRI M-

4. BHEABUFERBEIMRX 4. AAITRE, RETEIMRIRET .
5. IERBEFAREIMRIKE, ARBHSAFERABUFBFATIE.

6. BHAELLREMNERBXHSAED,

FEAIEM
AMBRX R, SME) .reg XEHRTTHEEHET, reg XHFTEES AT WEM Ry EMR
KRB, .reg XHFATMINAT EZSARERRIZEN T EFIRHER.

A, 1 reg Xt, ARETEXHASHEMRIRETIR.

AMRETIR. FIHESAN reg XS SHAEEMRE.

BRASANTH. MREA, HSARIMRIFRIAER.

ASANTEBIFRMAE. 0RiES, FEIHRASSANFREIMERIBIANGIE (6
a0, “XPR XP"8‘M55") o XEHMAIUEEAAMIRFIFIAL TR

p=3_ g
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BSTESARRBIERRIT. NREDN reg XHLSZSPMREABAVEMERI (G0EMKRET!
K'BFR) , FEREP—DHEITSA. IRESAHMT, BEEMRBTEN].

HRTE

HERIIF R T S RIBIEE,
7N
IS LRSS ¥ B Workspace Environment Management $#2F, EEINREERA,

HRERTIR
AR EMNIIR, EAUERAEBHREXAFRT BRI ID ffkdlR.

AR EE
1. R EFXEREFRBARME T,
2. BT EMNEEAT FHRRARAER, ARREHBE.

= B
. TEMNERE, MHEAEREESIRFT.

i, FERNERECIEEDSTETR, DIFEHEES X B RIMINER,

MREERT. VMR TEREREREA. ARG, MENkRLRF, REBUAINEH#ITL
#,

TELT. METERINEERT.
TEE, FRTEE,

BRIESEEL, IR IRRVIR(EEEL,
AT

U

IR O IRESCIFE Fim COM A LPT imBREY, EERILAGER Citrix Studio SRE&E A COM im0
LPT i AR BahiEE. BXFARER, BEAKOEERRKIZE,
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IR ERIR AR FohZERIE MNn O BIBREY, 151E{E7E Citrix Studio FEAE F i COM IR EE M)
HEF G LPT IsOEEMRE. FINBERT, COM ImOEERM LPT isOEE MR,

77
ISR LUE RIS SHE ¥ B Workspace Environment Management 3&E, EEINAEERA,

IRO5IR
MAHORSIR, ERIUERERERLIN ID HikyxR.

ARNNiRC
1. N ET B aRm,
2. EFEBmOEEEFPRAFAEE, AEREHEE

FEAMIZENF
%, WmONERB, MimO5RPAT.

s, (NERIESIEMSPTER, RTFEEER X B RIWMER.

WmORS. ViksOREREEER. 2N, BMENESLAF, RBEAIWHE#HITAIE,
mO%Fh. s RITIEER R,

wmOBMR. BirimOo

B
BRI, Bt IRRVIR(EAEEL,

fign, EALERINT A B ERAIRE !

o BEOR  EE‘CoM3:”

o BOHE4E . A \\Client\COM3: :
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IZ" MNew Port

[ General l
Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Part name:

{COM3: M

Part target:

| \\Client\COM3: |

Actions

Ini X
e Lini SXHHRIERVBIEE, A RIESK ini XXM,

77
IEALUER 5SS HE ¥ B Workspace Environment Management #21E, EINEEER A,

Ini XHHEEFIR
WA ini XHEIERVFIR, ERIERA B RRIE ID $HNXAEFRBIHETIR,

AN .ini SXHEERE
1. FHLETFXERE RN G5,
2. TEHE Ini MXHREMEEEMEFHAEMAER, AEREHRE

F R
e ini XHHRIERERST, W0 ni XEHRETIRPFIT.
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o, FERNERECIEZEDSTETR, DTFEREES X B RIMINER,

ini XAHEERT. 1R ini XHRERERAEEER. RAN, BEDELARF, REBEFRAE

Eo
BREE. XIEE 7T HEERY ini XHRLE, KACERPIERET,

BARERSY. XIERE T MIRIEFREHIRY ini XHFRIERD . MIRIEEAFEMNESD, WREIEIZER
3o

BirME®RTR. XiEE 7 ERNNNERRTR.
BirE. XEE TEAS

ET—X, BRIAMERT, Workspace Environment Management™ S1EAIBERRBIEHEHIT .ini X
H121E, GEILIERIE Workspace Environment Management {X1T—KIZ1E, MR BEE XA
BHERIIT. XMRAIERIFHIE, FAIEHENRAFRPETIFD ini XHRIER,

BRIEEEL, MR IRRIR(EEEL,

HNERESS

ERNBESHRIT. NEESUESTHAMNARER, REREXZNERSTENNENER
BNe], HABRIASE @ .vbs F .omd HIA,

EENNERESINEE, EEILUEEMLEITNEES . XEMIUEGSEERERFFE,
R
IS LUE RIS K3 B Workspace Environment Management &€, EEINREERA,

SNERESIIR
MBENEBESHFIR, TR UER B EHETRo

ARIMAERESS
1. £ EFCREFR TR 5o
2. TEFHBABESIEEERFRRAFAER, ARREHE,

= EEM
AWM. RIFETHEENSBESHNETST, ZBMERENBESIIERF.
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i, RIFEEER XNSESHEMER.
BE, RITTHEENBESHRE, ZREERPINERET, HHER

- EEILIEENBESAEEN 3
- REENEESITRESHENER.

B, NITFTEEEIBHEHBEE, BRAURA-NFRNHR, ZFNRILIEL B BirHIAS
NRAEFNEE. B XERBE NS FRITY, BBEANBES T,

ABESKRES. EHNBESEERERER. BN, EESENESLHAR, ABEFRRAE
Z1ESo

BREETT. WRESR, ES/RERDET, AEFTRERARET.

BT —Ro NREF, WEM FREBIT—RES, TIREE MR ETF LEFELRD, hTie
RIBRBEFE. FIAMBERT, &I FERIRES,

AT, IFEEESMESIETINF. HEESMESHRLEAF, FEEP—LEESKN
FHMESFREMINETTH, WEMKBEER. RINERT, BER 0. HITIMFEN O (F) KIES
BAE T, AEREN 18ES, ARREN 2 NES, KIib3EH,

FHESTH. AT EREREFHES TR E, RINERT, “FRABEREHN 30 ¥,
BRIEFEE, BN EBESSEURIESEEL,

BRRIEMA SR WINERIFEFUTRIEEHEENNBESHIARL SR

- RET. ZEGRAPRIFAERZDSITNEES. RIAMERT, HEBGFEFRE,

o EFEE, 5 AP EFREREIGETRENITENNEEETASES. BRIAMBERT, Lhifm
FiEFRE, 20R WEM RIBLZEEYIE Windows &% E, NIIIEIRARER,

- BR. EHRAPERNESSITNNRES. FRNERT, HERLFEFRRES,

o A, EHAPEENETTITINEBMES. FRIE Citix BRPERIRSIEEETT, SUIETRE
R RUABART, UEBARER,

AR #HERRA =R, INERITFENAR#HEEEANNBESIARKL S, ERALLIIEE, ERIENXHN
ERMESS, UENAREHIZSTHRERR, AEHESRNAEXERR, SEERIEHENL
ENEMESALL, ERHREANIBESARL SR EBHEERR R,

« TEERLLThREZ AT, RIIER S ML T IuREM

o WEM fRIBUL Ul BB 5517,
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o EEHEESERAFBEENAF RIERET.
- BEFRENNBESRERN, BELOERRLE > BB > B EN EH -+ LiEE BRAE
EhRIFT
- HERBRIEIT. EHEEE
- HELGRINEIT, ZEHEEEHRERIESTITARES.

WREHFRR

ERItIIEEE, WEM RIERTAFEXEHENEIE— 1%/ citrix WEM Agent Logoff.log HY
HEXMH. ZBEXH A TRPEEXHRXHFXH, WEM REBESTERAFSIENRBEEXHE
AR, XLERHEBEEMNNEEE SN ESME X iR,

NERES A
XFEIA (a0, PowerShell i)
o MR HREENMABINEB LIS -
o EREFERP, BAUTHE: C:
\Windows\System32\WindowsPowerShell\vil.0\powershell.exe o
o IEBEUFERT, BALUTHEA © c:\<folder path>\<script name>.psi o
FE, BUIUEERTRBRER FERPRBRABMAHNER, 40 c:\<folder path>\<script

name>.psl o EBE'FRF, RIEFBIEESH. B, WAXHESTERERAMERFTT
7, BURTRFEHREERNX R XK, BXXHREXEKNER, B4 XE.

o NRXHREFHIHPABINTIZER !
o E'BREFEP, BAUTHE: C:
\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe o
o 1 Arguments FE&H, ALUTHE : -file C:\<folder path>\<script name>.psi

o

XFRZEER (Flad, iexplore.exe)

o £ Path ZE&H, BALLTAZA © C:\Program Files\"Internet Explorer"\iexplore.exe

o

« £ Arguments FE&H, BAZITHAIMLEA URL © https://docs.citrix.com/ o
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X ZRGHRF
FERISCHF SRS 1 5 B F PR 8

77
IE A LUE RIS SR B Workspace Environment Management 121, fEEINAEER A,

X ZRGHRETIR
BN FIRIERTIR, ERIUERER BRI ID $HNXAEFFFBIHETIR,

AN RGER(E
1. R LT XEREFRB AR5,
2. EEXHRFREINEEETFPRAFARGSR, ARREEE

FEAMIZENF
M. XXX RIRERNE IR, NFIRPAR.

i, IFETHEER X BAFRNMMER. KFRNERENEIZRSTET.

XHRFRIERT. EHXERFIZEREREREA. £AKN, EEDKLAF, REBEFR
X E TR,

RERRR, 28 BIRYRX M S S R BIER R,
BRiE. & FIBVR AR BRRE,

MREGFENES. EHXHRXHRRERSEBSEEMUIETERHERRINIA XA 4+
¥, WIRKERILED, HEBRUBEFEFERBXHHAE, WREMBIXHEFZHKE Ho

BT R, BRIAERT, Workspace Environment Management™ &7ERIBERRIFHITEITXESR
SR1E, WERILEDTR 1L Workspace Environment Management {3a{T—XXi2(E, MAREE KRR
HETERIETT. XRMRAIERIFERE, LERIEENRAP PR T T2 XHRFIRIEN,

HROEERY, BRI EHRIRIERISERY | § 8. MBR. Bxh. EMBTSHEIRE. XWTRF
SHEEeE, BEEZNAFET Windows BY seCreateSymbolicLinkPrivilege IXPRUASDIFEIE
%,

TR, HERIERGTTING, IFREREEEMBREZEIGIT. FITIRFERN O (F) BRE
BIE1T, ARREN 18R, ARREN 2 BRME, KILZEH,
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B P DSN
e DSN BIRIER,

77
ISR LUE B SHE K3 B Workspace Environment Management &€, FEINAEERA,

B DSN 33&
WA DSN HFIR, ERILUERERIRLHE ID 53X AT R B FESIR,

7R R DSN
1. EA LT XEEF RN GS,.
2. 1EERAF DSNXHEEEDEPmAFAER, ARBEHHAE.

FEAFEH
% ¥R, FAF DSN WER%IR, E/R7EAF DSN 3R,

i, bFERNERERIZASTER, RIFEEES X ZRHIMINESR.

FIF DSN R, YA DSN BEERAEEEA. BAN, BEENERSHAFR, RABELAINIE

Eo

DSN %%, FAF DSN BITHRES T,

IXzhiERF. DSN WE=ptER. B, {52 SQL Server DSNo
RS58R%T. FAF DSN ZEZEHIN SQL ARSS 28 HY RN,
BUERERTR. FAF DSN E#EIIN SQL BB B,
FERARNEREEE. RFTEERTEEDIRS HFAUEENEIE,

BET—X, BRIAMERT, Workspace Environment Management™ &1EIBE RRIEHIE— A
PP DSN, & ItEAER]{# Workspace Environment Management X8I — X~ DSN, MAEES
RRIFEE SR, XSMRAERFNIIE, LERYENEAFSE T2 DSN B,

HRIEAREL, I FIRR IR EERL,

X1 XEBX
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EERTR:

TECENX R XX BMANRIAXE. B2, SEITHERNXHE, ags
MERLMEFT AL ? "B 0, RAEEE— T NAEFFRITFZX 4. 2HHBE" X
ZEO, MRENEFRBIRLNED, BHITUTERE | fTAARBEESHER TR
T EREFNAERBNERE (GHEYEE > EEEIR > Windows A > XHHIREE
#]) o

PEH R P IR X 2B X BXBV I

77
ISR LUE RIS SHEY B Workspace Environment Management $2{E, EEINEEFRA,

X XERFIR
WA XSz, SRR ER R/ ID fHiksR.

NN {4 X BX

1. R LETFXCERE DM T,

2. FEFEXMH XK WNEEERFRRARAER, ARRETHE
e XM XEXERSN, XA XEKTIRPAR.

i, EFERNAERECIZENSTETR, DIFEHEES X ZRIMINER,

XHXRBERS, XHEXEES EBRAER ERA . BAKN, BEDEKLAF, REBEFRAE

Eo

X BB WXHER XEERNYT BR. MRENTIRPIEFEXHT B, N ProglD R
BT (MIRXAREEFEETSTEERZFISNHENL) . SUANERBAT BR. B2, X
FRERXEK, ELAERBAY BL. BXFAESE, BSHNEE X,

ProglD, 5L FER (COM) XBXMIFRZRATIRT . HEMFIRPIEEXGHT BN, EEME
o BHOIUEZEREA ProglD, EXIMERENBIEFH ProgiD, AJLU{#ER OLE/COM MREE
23 (oleview.exe), F7E“Object Classes/Ole 1.0 Objects"H &, B X ProglD WEZER, FEA
EFARIRET (ProglD)o
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HB1E, TOVFIEERIRIESEE [ THF. RIBEHTEN,

BiRNMARRF. AFEEESIHXXHT BR—EERNATHRIT . BATRITXHNTERRE,
g0, ¥+F UltraEdit Text Editor @ C:\Program Files\IDM Computer
Solutions\UltraEdit\uedit64.exe

R, NIFEIEE RS AT X BXAVIRIESEEL, Hlan :

° Rj?*T;F%T%«E; %ﬁ)\ “%1" o
° RT.H:?TEU??T%T’E, %@A /p"%1" o

IREARIABRIE, UL X BEXRTIRENZX 4 BREIRIAE,
BE, VXA XBKESESEET BRIEARE XK.

BT, BIANERT, Workspace Environment Management™ (WEM) fCIEE X RIFESE S0
— DX X EBR, EERUET A — R4 BIEX S X B, MAZESRRIFHNEEIE, XRMRCER
a1, LEHEENRFRE T IFSXMH X B,

HREEE, IR IRAYBHEAEE,

PIa0, BRAA (txt) XKERNFTRI AR XX, WERPAIUEREEENER (thikh
iexplore.exe) BEFTANXAXM, BRMATIE,

1. 7 EEEEE \> 8F \> X XEK > XHXEFIREDF £, ST
2. EWEXHXBEOS, RAGR, ARREHRE.
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EX new Fle Assocation

I General _

Display
Mame:
| File association example |
Description:

File Association State

| Enabled -

File Association Settings

File extension: Progld:

o |
Action:

| open A\ |
Target application:

|C:‘|,F‘mgram Files (x8&)\Internet Explnrer‘l,iE| || Browse...
Comrmand:

"% 1" |
Set as Default Action; Overwrite Run Once

Actions
|| Ok || || Cancel

o XHXBRES, EEBEA
° X#Hr'ﬁ%o %E]\Y#%?f@%o T:EIJZEH_TWJ‘:F', %EA txto
° ﬁ«ﬁo ﬁi%ﬂﬁo

- BRI AERF. 2EEHRUASMBEANATRITXHE (exe XH) o FIRAFIF, KL
F C:\Program Files (x86)\Internet Explorer X432 H187 iexplore.exe,

o B, BA%L, HHEFRAWEISE %l FEEX,
o EFIGBAERINEE,

3. RIEEZFES > DE > #RIEDEETF.
4. MHEEANHSERFIVAP AR H,
5. ®REEEEFS > BE > 8 > KHMERET+, ARRERIF.
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6. ARBHNE, ARELTXERETEZRBIH Workspace R,
7. BRAETHENTEN (BRWFR) , UIESIEBNXHEEXKESER.

EUERAIR, MNRERZBPIERNEY BSRA txt IXH, ZXHRFESITE Internet Explorer A
I,

A

W 8E X BX
WEM Z3FAU T2 058 X BX -
o BRI B2
« XM
- FXAA
« IE FI5EE
« Microsoft Edge %523
o IR XE 8
BN B2 X BXEY, EIREUTLR -

s BXHTBRFERT, A http 3 https o
« E'ProgID’FE&H, RIFBENERBAUTRE (K9OANE)

o B3k Chrome B9 ChromeHTML
o firefox IHEE, i&FT Firefox
o Opera HY oOperaStable
IE IBgEE, &FF Internet Explorer (IE)
o S&FT Microsoft Edge BY edge

o S&FTF Microsoft Edge Chromium B9 edge 5 MSEdgeHTM

EFF{LARIRTT (ProgiD)
TEABEEBEEUTFE | . BiFNABEN®S. REEEIREERD ProgiD, FRETLUFX
LFEREZT, UTEEANARRRN ProglD 7% :

« Acrobat [%)3%28 DC: AcroExch.Document .DC

 Opera F|%i28 . OperaStable
« Google Chrome %128 . ChromeHTML
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« Internet Explorer | %i23: htmlfile

« EFHR . textfile

« IBEA ! txtfile

%% Word 2016: Word.Document .12

%X PowerPoint 2016: PowerPoint.Show.12
» 3% Excel 2016: Excel.Sheet.12

o {#3X Visio 2016: Vvisio.Drawing.15

o {#ZX Publisher 2016: Publisher.Document.16
BZ, EUTERT, BHNITEEXLEFE (BE. BiARAERI®S)

o IBEERMEIEHR ProglD,

- BARNARERF (B0, UlraEdit XAYRIES) EREIRERRETIMRTIMEBSH
ProglID,

e
fhiterl S MNASRMG, RWWERBFRMHEREE (DERIF) . ERBFDREREZR, BERE
WIS S

A
MRS MR, EAIUERMNRE AR R T R

iiprincz WU EIES

WEMNNGIR, EOIUERERHRGIE ID 73 XAFRBFIETIR
NI RR R

1. fEA L FCREP RGBS,

2. 1R NSRRI HEER R A AE R,

3. MERUMNPRENZEMNTTATREHE BERE TR,

4. BEAE"

FRAMRY
B, MM RTRH, RREANTIERT,

i, FERNERERIZASTETR, RIFEREES X MNBEMESR.
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TERMNRES. RANZEREEEM. £AN, BEEDRERE, NEBEEASERLIANL
BiR(E,

AT RSN, XEZEARMEIMNAHESRM. 2. DateTime JitssZRERKAUTHER !
YYYY/MM/DD HH:mm

ZNMEAUESS () 2R, SCEAUREFFDR. HisER—HERHE N E ZERSEEN, B
AN E S EEER RIS, FE0 : 1969/12/31 09:00-1969/12/31 17:00

EBEREERN, XE2ERNBIFN M.
= g

XEEMHE AND i54A), AR ORIEA. AIMZ MM, FrARMGEOIMARE, Mikisd
SRMANEMEK.

E S
RERBENRER, RMFERBREEAMER THARSRARA,

TiEsRATIR
MERMGTIR, ERILER B RIENAFF BB/ ID fHiksR.

AN TEESR I
1. R ETFXCERERB AR 5o
2. EFEMERSIHEEEFPRARAER, ARG WRE

F RIS

B, REBNERS, BRERMTIRMAN IR/ HRERS o

i, FERNERECIEZEDSTETR, DTFEREES X RAMINER,

TERMFIRTS. iRTHEREEAERREM. £AN, EXASHIERNEIZ/RERFTF.

TSR AFRE, EEANTMERMEIEE, FERMIERM. T | ERBENERAEMNRIRL
fh%o

BB, XERHNETRENFTEIRE. BBAMESRMT
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p=3 4K
WA P #BUERY, SERTLUEE B HIUEECE R,

MNRIEIEE—NCE, WAMTEISEERMNLR, FERENEER (-) 2 IPSEEBR (Hlan
192.168.10.1-192.168.10.5) . fEADSZERT (;) PRZEE ML, Fla0,
192.168.10.1-5;8-10;17 2— "EXE, T©EIECH .1-.5 1 .8-.10, URKE/ L .17,

va) ™
R

TEFHEE DR G AP 2R, BRAEINFHITUTIE !

ECEBRAF, 1&520% Active Directory WRFPHIAF,
ENEM, BEBREMN
EXTHEFIN, ESRFN .

FCERME, LbibsEad,

ERDEEIRERIEAF A, XEERATUBRAFERIAN—E D,

B ES
AP

XEEMENAFTATIR (FEIH Active Directory MRHPHIAF) « WHERAFHALUETR DAL
B, EREHRKLINZ ID Mk,

"R -

737 181t 79 Active Directory FREVFRE BB R D ECIR1E, 1B{ER “Everyone” BAIAAE R D ECIR(Eo
PERLs Everyone’ AR ERA 2 EREE T AP NRERERSNERIBEET £ L. 4
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o0, 725 actionl 73 Ec4a“Everyone”#RIAAfE, ERIBERAIN actionl AR B RELERRIEE
b S

pal
IFIERHR RN LA RERN A A A, FEREHRBIN ID jhikdR,

AR, BRAIEDECL A P S RTIR .

WEFE MR B E T KIRAUDENBUE D EC IR, DECIREN, RARRREEE—TN
R E#ITIER .

B4R RRESRAIAFRANRIE TANEFE MR EETRE (LARFRES
B, BTN, BHBSD) .

SR AR

AEAPIES, NERARA. REIT SRR
ACTRBIRS, ER—MRME, REREAGETA () K.

ACHEMEB TOTED, BHE— AR, RELERE

ACBARTRT, EANEEER R LTS EREIAS AT,

=

N

w

IS

p=3 g

B EERFRREETEER, BHERNAREFRESAFET T AR REXHLP, 1
RAHE, BENE R IR RS T,

fIgn, RIREDE T — M EINEEARIEE. T EDE YRR, RET BB IED, H
BERINREN R MNREER BRAEIRERBED, WIRAFREHELATHNEES
EEY, IEEA (VDA LMAMIEEAR) REIED (HRETHRMNEN, AticEAZBEE
&) o

BRmS
RFEERS NETATEANRKIME (FEATA) .

FERMZEHS
BRERIRBIRAR. ZERHAEFIKF BT,

127



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

EWRIE, NECL R EA P B AR (E.

R4, BFRFERH,

RFELAL

Workspace Environment Management™ RFEMAL ZIEUATAR :

- CPU B2

- RFEE

. 1/0 EIE

o R

« Citrix ft{t.88

XERESEREAEIN LNFRERR, SlNEBTHRERRKNZFEIBTREMNAEER. X
BRI LB ER—RSFR LZIFESAPRIERAPEE,

REMLisERETIHENN, ERTHREAARE, MHEEMICUNUBFRAFL, XEREHE
MNHEZTERF ANRIEFMA CPU IBERIFE, ZEMHNICRLARAF A. SAF B BiR—#E
B, #HIEMILITHNEAR B RIEPRHEIZMAIRRE.

CPU B

XEGERNEEMIL CPU EAX,

CPU EigE

HIERIUEPRBE O LIE1T, HAIUBEERESEZ M CPU, 7£ Workspace Environment
Management™ (WEM) #1, CPU BEIBIGEBIFEREHIE MEETLUERARN CPU B2, CPU IEE
RIPHIEEERERMAE CPU AR, ©EEEIRHSHAES CPU FRARMHERBAD AP &K

YRR,

B CPU IBERIPE, MIRHRBATHEERE, WEM RE—ENEA B s EIZERZN M Ko
A, SEMFNAREFE, TS TRARRENHE, REFBAETIRESIT.

CPU IREFRIPFRRERIBNEG N HIZ, NIRRT ETEIEERIRFIEREIIEER A
£RE), HNARRIUAFE, EEENEGE, #1289 CPU RARRIRE BIELRIE. ZHER
W TIRH". 5 CPU BREIRE, RBEHEMARRMREE,

CPU BERIPAZWARL, FRIFRDERENED—TRABIRHNE, HRaI1ER, BIES CPU HHE
BIEERE, RIFEED—THEXRFABEIHE, SN CPU BERIFAZHKARL, B, Hix#Hiz
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SRR CPU IBERIPEY, MNREA T EBRAEEE CPU AL AT, NRE—&EIZAIFT LA HIT
(CPU) i1t

FURTEHEMA CPU BERIFE, ZEHHRIEFEREBNAMEBIEED, RESAET AR
TRICRALE EH, XEKRESHIT userl BIRFEHRHIEN CPU ML AR X user2 FIE—HIZAYIT
Ho

g0, N8R Internet Explorer BiY& 5 50-60% AY CPU, ERILUER CPU IEERIP{E W ARLE
BB VDA MEERY iexplore.exe 35, (#LbzF, CPU RRHBILEERFrAEHE, )

BANBNEZREHRFNE, UBEESENMEERREIMEREIE— VDA WEMA P IREE,

CPU IEERIF
AE

o LMRERRCPU AR ETYIEN SR T ZIELNIER" s CPU RIS MDD
WAAR— 1 Z1ELIESE, 5 Windows AR, Fltl, —aBE—1" 6% CPUR
YIENMIANESR 12 NZEAERE (BAERARKREROHEDE) . —5BF8 1D
CPU, 81 CPU EF 12 TMROBYIENESR 96 120 EER. FCE T 4 #% CPU
RNEBWESR 8 MEIELESS,

o XEEEHATELN. fii, RgEE—-EB 81 CPU, 81 CPU EF 12 il
(96 NMIZIEALIESR) BVMIIEN], ZIMEDNZRIE OS VDA BN, BENTELNEETHED
4 1% CPU (8 MZiEAMESR) . ERFITEELN LALL CPU BEFRIPHHEFERE—F
%D, 5 BBEI CPU BuDMERR BN 4 (ERWIZIELERN—F) , MARE 48
(MIENIZIER RN —F)

[BR CPU I&ERIP, WRHEE—RINEA (EERMAEARNEIFERPIEE) BIEERN
CPU fERXEF DL, ME—RMNEA (FERHIREFENEFRTIEE) FEH CPU Lk.

- BIRDPALE CPU IE(E, (FERALEINA] B RIfEMERE CPU S EHRFHIZMN CPU iR, LLIXTRIEE
R EEs (CPU D) HMIMEBNTEAML CPU BEFRIFMERE. flf0, BI&E 4 Mub. B
RLETfE, MREE CPU FRAEET 23%, NEAEE 15% BK CPU HRIRRIHZR CPU
RER=EHEE, B, 78 MULIERT, MREMAR CPU FERAEET 11%, NSHEEI
8% CPU HRHVHIZA CPU LA BEIRHE,

- BEX CPU IEERIF, RIFEBENX CPU IBERIFHIRE,
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o CPU fERAZRMRHI, TAHELFIMICLEIN CPU FEARE DL, FaEfA CPU IBER
F. IRBIERSBRPHAFAEIZIENIER LREEM, HFARRLA-HEZRTEN, EHE
CPU BRI AR, A—HEMNZPNLMN CPU ERAXEDLLASEM, MNRHEL
BIMKEBILEPRE], MAKAE CPU IEERF. 20, EARSEE VDA £, HEZNHEARIE
&, RIEHITZ iexplore.exe £, BMEAIE—EISEIN CPU EARIEELIN 35%, &
LERFREER, iexplore.exe FEUHFES B D LLA CPU AKX, B2, FRIEENF CPU FEAX
PREIIZE S 35% HEK, TUKEFAREE CPU IEERF,

o PREBISRAFRIEl, FHIZHIEL CPU EAXRRFIMIERKE, ZEaHE CPU ALY RfFK,
o ZRMLSTARETE, FHIZRY CPU MR ERNEKE, ELtitEfE, MARFIRE I
Tz—:
o FNRARTECPU L5 AT+ HIsEHIZMASR, FEREZF BRAEHE CPU fiL ik
I, WARIAER (EE) .

o YISRTECPU RS AT+ LISE T HEM AR, NNiEESRF, TIERTEFET B
&HE CPU 1L i,

o IRIEHIZIT RMERRENELS, HNRKECPU AL ETF HIEEHIZM LS, HE
EEFE T EBRATEE CPU b iEm, NsBMXfE R, #HiZMA CPU IBERIFEIINER
ME, H CPU LAk RFBIE,

B CPU BMERRIRG. Frita CPU IBERIFIHZRFINITEN LIEEHRERZELNIERR,
BA 1R XSEEARANRBE, Hbh X BROSH, MNRBAKXT X NEH, WEM BIAKREEHEERN
RAHFERBIA Xo

- R CPU BLMERR, f5EMA CPU IRERIFHEZFTRFIFZEMIESRHE, WTF VM, &
BARNEIRERRGAN VM AZEGESRBE, MATEEYERGPRZELEREE,

BRAEE CPU ik, ERE, RESEREMLAIL CPU IEERIFAHIZR CPU k%R, 5171
I[EBREHIEAELE, & ik CPU IBERIPHFHIZER I WD IR MPFER CPU (L. B
=, WEM AU TRFHTERNIT CPU 1L -

- EBEESS
R ZE R HIZ
REZEA
LSASS

Windows #J#a1t

- AR5
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o csrss #HizE

« audiodg #712

* MsMpEng

* NisSrv

« mscorsvw RS

« VMware /R F FRIZE

BREE 0 filt. BRE, ANESEREMILMEA CPU IBERIFAIHIZR 110 AR, SEEITT
BUBIEMELE, BEAA CPU IBERIPIHETE BN WO EZMIFERN /0 fkko

HEBRIEEHTE. EABERT, WEM CPU BIESHIBRPIERE IBY Citrix F1 Windows &/ ORSS #
12, B2, EAILUERILETNED AT %R (Fla0 notepad.exe) M CPU IE{ERIFBIHERRS!
RAPFMAMREIE. BF, PHRBHESHHERR.

"R

o ATHIEHREAESBERIEPEE 110, BEIUABREHIZEIRERFSHE /0 L7t
&%, BB EIE,

o LHIEALA CPU IEERIPEHIE CPU ALK IFER, WEM SR EHFIZN CPU L5
KRR —REES, EEHHENNAEFNRSBE T WEM RIBIRS H, &
R IEERCEERRHILRE .

CPU ik

MRHBETFARR, XERERER. SNRFEMISEHERN CPU AR, MMESR
A CPU A IESRIYEIFHRA R FE LRI, SHEEERRN, HARRENHARIEMRKRER
BHEMHECEFERS. Eit, EFAAELARIE CPU BRERNEX—E7,

IEIE L AMG B R H IR AR B IERIIFRE RIEET T B AM AL, KIEHISLPRa L ekl
BEEE (BLRRETERMESR) . UYITUHEEITEN LSBT, MIERFESIEER CPU 7
SRRINEENIZERE, #HIEH CPU AL LFBS, LA THINIESSHEREZ,

xE:

INRENFEHABIKERIER CPU LR EF, BIX CPUBRA—ERM R, AIREEEH
itz (BEBREM CPU kR HERMNE CPU A,
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BR#ENRKR. %EFE, AUFHIKEHREN CPU AR

AR

1. BERM, HEFRMER CPU ML IIFEPFRAFMAER,

2. BEHHARE X AR IENE,

3. BENAUNAIRE, FIMSERHEE CPU RARFEAERKIFNREH ERBhHER
E o
HERI, N BAHETRITXHSAT. Fg0, T Windows FHIREESR

(explorer.exe), #A“explorer’s

CPU L5k, #HIZPABE LN BEXRNER. EEMNNEAREIEE, ©RIFILIERERL
BZ, NKRE B\ “SFES. “EF". BEBFEENEFEZ

IBHTE

ERRHIZ, AR EHE.

pR:H=E
SERRHERE, AR B MER.

CPU XEXE

BRHAEXEKE. BAE, IWENXH#HZERNZEMERKE, FII, FAILY VDA LEMNE
MEEASLHIBRFINE XBIR

CPU Bl

CPU RH&IAIFIIL#ZEAEE CPU R EEIIEE B O LR IR, SHIZARCIRERIEE CPU R
SIEERY, WEM PR (SsHfl") Zi#iz. XalUBLb##iE S AAE CPU,

p=3_ g

« CPU [REIR—MITBERASENRNTE. AT REEHEZERN CPU ERARANMIREIIE
BYEKF, RIFER CPU IBERIP, R AXLE#HIZHECET CPU L%k CPU %M
%, CPU [RFIRES AT IEFIALER FEERNIREEBX TR ENTRBER,

« ARTERENB—EB DR CPU g1, ARXAE—#HZEE T RENE L
&, 15 RIFAAEENIRE UEERER.
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IEERBMEHI B O LLERTIRSSETREMED CPU MEIIR, MAREEZSNE[AENX
Do  (HA1EIR, E#% CPU £ 10% 2/ CPU Y 10%, MAR—TDR 10%) o

BRHERE, =RHZRE,
e AT R ARINEIE (B4, notepad.exe) o
MR, MERHIZZRPHIERSEH BRBVHTE,

I8, HRIENATEHZMANE,
R’ -

« 3 WEM [REIENHIZN, ERFIZERZRMNE) WEM B P indln{bl Rk, &8
Lo EE IFIRFKIEHIZR DR EPRE

o RRILLES EEHZSARHHIN CPU JEFEMNREI IR B 2 LERIIE CPU [RFIZRS
BT

INREAXLEIRE, WEM ST EHRIERERNAFEEURERREIRRREMENE R THRENR
INAEFE, WEM FEEMNZRAEF. AHEATZERRSH, WEM ZfFHIZEENZS RAEFRE
BEITTEX 45, A eERUMESRER. 8%, VARFER/IMEESERNSTNRNER

y[s5Ye]

LN AREFMNESERRE, EfIENRRIEREETT, BaREREREHFEIMNNNE,

B, WEM R{tAPEESEREREEEERANFIENAER. NIRSTAPRIERES N
12, WArERBHNAFEAATEMERR. ThEIER—RSH LXEESARARRESRAFRE
Eo

CZERARNRFER. BHEEEREBARKTEZERNHAERRSRAEF, EXENFBEZER.

RRFERTE (%) o RITEIEEHERINZERNEKE, FNEZE, EREREIRER
ZRAF. EULHAE, WEM R EHEEEERNAZEEURSERREFRAREERIE R TRREN
&=/AFE. FAINMEN 120 T8
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ZRRSRE (B9t) o RWFEIETE CPU AXMNESL, BTIHE D LA#HERIAZR. R
IMEN 1%, BATENERBEFERKRT 5% BE. &N, EFERRERANHABRAIEIFTIANEERN
#Hi2, NMSRERAEFRER.

HEATARGFEY (VMB) B, RIFERE— D EERS], EFUIRFIE WEM RRILZER
N AR RTFER.

MAEFEERRIEPHRHE. RIFEFHIZENREFERMLCPHR. EEHIZRT, FlU

notepad.exe,
WEM AL FRGEHZN N BIZEFRNEER -

rdpshell
* wfshell
rdpclip
* wmiprvse
dllhost
audiodg
msdtc
mscorsvw
spoolsv
° smss
e winlogon
* svchost
e taskmgr
e System Idle Process
° System
e LSASS
e wininit
* msiexec
e services
° CSrss

e MsMpEng
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NisSrv

e Memory Compression

P75 FE PR
NEHERAREFEARE, DiFTEdiREHZEEAEN LIRRREIHZNAFER,

'S
MNRLEARNARNFERRGAIESTEENT, SERGMMERERIE,

o A0 FOVIEAINEN EN A AEERRERHIZ.
o« MR, RIFERERIE.
- FIE. RITEREBINE,

- hASRE. RIFEXNIEEHEZNASIRE. hiRETISREIDEAEEHIZNAEE, NRN
A, NREFTBAFRGFIRITREERRY. Fit, EEHIEERNAFIRIBEIIEEE.

- BSERE. RIFENEEHZNARFSIEG. hiRBIRAREIDEAEEHIZNAEFE, NRN
A, NEerBRAEFENM, MRFHEDERNAETEIEEE. AL, EEHIZHENAF
ERRAEEE,

ZNIHAR

1. 7 EEEES > REMNL > REEE > REERRE Em+ L, 2& Fil.

2. £ AWI#ERE B0, BAZERNMNNHIZR (HI40 notepad.exe.) , BEEERFEARE], AT
RIS EFREIER, AERE BE.

BHREIE, HEFZMEH BT HiE.
EMFRIE, EEFZmEFHRT MR
EXNTE N AISRE, HEFzm B H R T BhSRE,
EXNTE N ARFSREE, HEFzmBHEE BSRE,

/0 B

XERBERFEMRSEHEZDN /0 R5kk, UEFABREMME /0 HRRIHZER S SEIERER
Mo HIan, EAILGER 110 EIEIREXRIRT SAAXEME T ERNNAER.
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IRIE AN G B R H IR RIF B IE P PR E RIR B B AR IR, AIERISEPRE Y a5kl

BEES (BELRAEFEAMESR) . BE, Windows EMIIHRM AR R SHELIZE, MASME

A EAY LR,

110 54k

ERH#E 110 RER. ERFHZEHE /0 ML

FHHZRINEB 10 RFERFITR

1. BERMAERINBIE 110 RIEFIHEEFRAZEAER,

2. BEHEHE X AXIEE,

3. PEMAUNEISE., TEHLISERHZ /0 KA ERIBERTISEEH#HE T REFRES
INESVE

HERW. THT BRIHERIRITXHRT. Flf0, 3F Windows FHIREIESS (explorer.exe),
# A“explorer’s

110 L5edk. HIZFFABELAIER BRI R. HIER /0 LAKBE, HEIZRE /0 ARNRH
HRERER, NS “EE B, FEBRE PR

YRABHAZ 110 LSTRIn
ERRHIZRN, AR ERE.

M lio RS RFMEREIE
EFHAIRRNT, AEREHER.

RR T
REEFHSIANERERERIESN HDX™ %, ILBAFPRERKIECLN XA, B2, RIEAFRE
VDA tHEEHEHITRIE T HMER.

= g

HRIFSTSHINSZ4F Citrix Virtual Apps™ F1 RDS &iRo

R
BRAREEH, NtEREETHNFAERFERREIH. ARRUIIHE, MREIHESRER

aHEHTT,
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HERRISTEAH. RIS E AP AN BREEH PR

Citrix fA{L2%
Citrix Optimizer L{L AP IMZLURISEFRIIERE. EXAPMEHITIRERR, ARNAETRR
ML, EaILhBdmimAMEB IR -
- EARERRAITRL. AL, BEFREHTFRIERFRER.
- E, SIREACHNBEXER, ERESEEEZRNIREML, ARRXEERRINE
Workspace Environment Management™ (WEM),
ZIREAI B E X RIRMR, BERANUTE—AE !

o EFRIL Citrix Optimizer 32 HRVEMRIIEERINEE. £ <https://support.citrix.com/
article/CTX224676> TF#JHIT Citrix Optimizer, EiRHEIFINEERFIEHEBSHBEENXIE
WA E1ZE] WEM,

 EREEN (RET WEM KEBERIHEN) L, SMF] <c:\Program Files
(x86)>\Citrix\Workspace Environment Management Agent\Citrix
Optimizer\Templates X, EZF—PEOAMERMG, HFEEHFIEIAEHNXHFE. BEX
RIRX U RRIER EAXIER, AR B EXER EEZE] WEM,

”E
E A Citrix Optimizer, &I EREEEA Citrix Optimizer,
BRE1T. WRES, WEM HERAETMRL. MRFEFREEAZIT, WEM TR :

- BRRERAINE WEM BY, WEM BTN, WEM RisT—R1L, FRIFEMREN
ZIEREITEN, ENDEFARERNATFRERS, URE TR M BRE ERiEE
Lyt S =

o BRIENRMOAITENRR, WEM ST XMk,

Pz

X IEFFALE VDI 1R, WEM ETEBRERTTN - HEHE Y, WIFRNRE EREFE
%Ko ¥TF Citrix Optimizer, WEM R7EN S REF B EHEITMRIL,

BahEREFERNRE, NREFHEEERMMRNR, BEALETLE WEM ASMEER
SR e EPCEC
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- BRAMSEMRLNIERN BENER. REH T EERELIMEANBEEXER, BEAL
E, BA—TESDREVAIRSIR. BEXEREBUTAIEL

prefix_<os version>_<os build>

prefix_Server_<os version>_<os build>
“Citrix Optimizer £ 2/ 7 AT A TFHITRAEMLRIRIRT IR, “BRIEED 2R T RIFARVRME

« Ao FUVFIEANINE E X AR,

« BBR. IFEMERILE BEXER. EFTERRNERR.
- 4RiE. RITEREINBER,

- i, RIWWEEEMERRPLSHMLZRENFARER.

EANBEXIER

1. EEBIEHIE > RSRIL > Citrix Optimizer > Citrix OptimizeriZI£ £, BEHHRIN

2. EMEEAEXEREOFR, BENELOERERRNR, NIIRPERFEHRIERS, B
ERRPAZIHAE, ARRLHE"

ERRT:

« Citrix Optimizer A3z #FH BE X Rk, NMNBEEXRRG, BREEAMEI X,

BHRERNR, FEFREANER, ARG RE
EMFFENR, BEFERRNR, ARRE MR
EEERREIFARER, BHERFERIRER, ARBE R

B
R PMERREYERA.

BRBERS, BERFAIIR, ERE—THZNERIERNIZRERS. EALRNINLERTSIRS
FRIRHBY Windows 10 IR{ERFAR B E NIENR, BT RBAEHRNBRAEAS KANNXLIRERS, 155
WWERDS () DIRIEERS. Ha0, 2001;2004,

EERTR
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o BREER—MERN AT E—RIERT.

H, FAERETDENMIRETIR, XEFREZEHNDH, WEEMHIBEFTIKEH
Mz ahiz4E.

RE. EEANERARSZEIER. MRER, AEBEFILEER, WEM BRRETEZER
B X B

Citrix Optimizer IR ERNENFE—LIEFEER, BEFRRATEE RRIZE > iE > fRSS5iE
T I -F £ 9SQL iR BRIFTIER 5 E F{H.

BEERIMEN, BFESMEER > RE > FHER AT FHNLETXES, AREERE LR Citrix

Optimizer’,
"R -

o FENFIRETALAIAER, FHfTENEER R Citrix Optimizer' 2 Bl RIFTRE
EHILE"

ZRiEMIL

SIERERGN BN —OVEETZIRE, UEAPXNNAREFNEEH. HAEZNRIER
FRERPIAES, HNARFHRESET, MMERNRIENRRERE—als LisTHEEREEM
NARFAENZER XEREDFENCERAMTERIENZSERERGVE, UNECE
RER A AL,

RE

BRZRIENRL. WREA, WREFEHRFERIIENZSERIERGNEE. BIABRT, Ltk
TR TFRERRS. hEruEd REAEEE LUBEN R R ERNEEERRENRAF &
¥, RIEMIFER—2E, WEM REBERRESZR1E X KAHIZS N AEFRY CPU A 1/0 ik
o Ala, RERRFZSEATLUERNAERRE. NRAFEFERIIRIE, WEM RRE L5k
R EUHBR

HERIEEH, RITEREEBNSRIERCPHRFRNE, BEDMEE—1H.

PIRfEEHRRE, NITEREEENSRIEMCPHHRAVHEIE. BAZBIRIHARENSLT. BEVEE

_/l\i&%:io
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SRESMECEX

B XEIGE, ERUERAR GPO HECERFEREX .

o IMRIRE
« Microsoft USV 1&&

- BANREXHEEKRE

2

XEETERA RN IRIZE, FEENEERNAIE, ME—Lxmaiad CERIFIIEESR
EFRIFT

“Frof
RIS A Y TR S 8,

LEFRIRE, tERERATUIRAEESAIBEIMRIGE, NRBIRLEEE, WALIBEMAIFER

KB,
PREER. WIREA, NEEEHNNE, AN EERMEFRIE,

FAPFE @ “Faa"3s, XEREEHEE AL Fia R BIEE,
EERTR

£ Windows 7 USVEIR(ERG L, AP FRE | “FHia " RE TRIEAIREREER, (ERER
SEEd AR X T EAER

BPRE : A, XERERTFEEEXAFSN Windows TEMEH. HHEBMNAEFIFE
IIEIRY 7 TURA RIRER o

SH
“HARE  £H, *XEREZFNEZAPLRETR.

AR 5@ : Edge Ul, XEEGE RDIFIRE A Windows 8.x Edge BB REMIR LS HE,

Windows HREIEE

XEEGBEIEHI IR AL Windows HIREIELRINEE,
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ARRE : HREESS, XEEMADIFEZEAX regedit 3 cmd BYI518), FBEE Windows BRE
IR AL TR,

NFREERFIRRIEEREEE. WREM, FIHRERNEMEF RV ER R e R iEE. MR
B, IR LA,

MNRFRERBFIREIEERRRE. WREA, JIHERFHRAEL, AR RENREFEHTIER

el

PEBIE R

PeEERIER. WETENAER, UFRIFAFPTIR, MREA, AP ALIARIE Windows #EHE
o

RETEENZEERNZERF. NREMA, FRILLIIBEVNZERS, A EHEREFERR A
F . ERENEAMANEMIER,

BeRie ERERIER/ MEF. MNRER, WEREYHAERERERF. EREMERIANE
iz,

1EEH(/zh-cn/workspace-environment-management/2206/reference/control-panel-applets.html) L4

RENBRERT.

BERIXHFREE
BREENEMXHR, HIEFEEX 4R eBIEE AR EREX A EMX X,

SBCI/HVD {£1t

SBC/HVD (BEFRIENITEMIEERBIEE) MILAFEMILTE Citrix Virtual Apps and Desktops £
SITHRIENERE, BASTEREME, EXLERTAIEE2SBAFPARERE TR,

BRI | &b, XERTTIFEM SBC/HVD HFHRIIERE,
BRAfmRA LB, ZREMNRAICE .

BAYERD, FANSIENETERER.

BRI, FRIARRNFER R,

BAS/IVLEIE, ZRK/IMEERACE O RIEERR.
ERBMERES. TESEREEIERES.

FRHARULNAEFBN, SRVAEFNERE (UZWHREBA) o BIAEY 20,000 27,
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IGENARANRER, BRCRANRERR,
IRERBRTRIER, EEERERBEHMFNERE UZWNEMN)
IRERXHER, EEFREHMANERE UEWANEMN)

Microsoft USV 1% E

XEEG B R IFIERAL Microsoft AP RESEBIE (USV).

BHIREXHEIE

XSG E D IFIEEIE Workspace Environment Management 5 Microsoft 3&i8C & 4B o
LREBAPRESEBCEREE, ZHCERERE USYIgE. MNREZA, NARLMIEEM USV i&E,
HREER. (IREMA, TEERN USY REFTEHTEER, FRIEDHRY, FEEUTER

- BFEEXGEETRFLEXNFRAEELT F LAIRERITENAIN, TIEEEREALE
I, ERIFAREEN Ao

o XHKEEMRED £ LAIEBERAFARIN, ETIEGISBREEATEER.
I%E Windows BIFREXMHEE. AFEIEE Windows FEE X HRIEEZR,
%8 RDS BIFACEXHRE. RWFEIETE RDS BB 4RI E,
IRE RDS ERehaRaE, IFEIEE RDS FIRohENREUNRETERFPIFERERNIEGIZEE S,
BFEEXHRREE
WUTREKEHFIE X HRILiED,

BRNXHER, MREH, JENXEFHEAELSERFRERIEX SR, XIFEHRRER
CBEREHEERARPAEEENEEFIREXH—SORSEXHE, HIIRFTVET T RIAH
Windows 7 BEBRIT, HRIIAFUETTEAIARY Windows XP HEBRIN,

MFREFRENFNEFRIE, MREA, KEFNRERFEEXHFNEFRIR.

REERZLARFNBEERAFEEXS. WREA, EERARIENFRBEENIZERAFRE
XFH,

FOTBERE A ARNAPFEN. MREA, AEERTRMEZHRARER,EE5HE
S EE S,

FEANSGEMEERE, NREMA, FPOTEEERER N,
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FHEEAPREXM. NREA, REXFHCEAFEEXATETH, ARFTLRERIRE,
REXRE, {THREXHRESRAS, RIFENRNEEREN .

EMFMEEEXH, FRENRUSMBIFERFEEXHHIXAR, RERAMECEXHXHK
, REEEEX M RER BT ERERENREN XX, /E, BERBEEXHUTmE
2,

BEEEX MG, HRARE AR EBIREERECE X o

AMBEX AR, EREENRIIRERMIEEXNFRUEHRAFPEEXY, AEETRAERK
BBVECE X o

ECEN AR R, BRIV A EENFBIIRX 3R, MRFE, EHa LUK 4K,

BB, FEHIA P EEXHEERAE IR,

XHREER

REXHREEMEE. I8 RERTRAERSAIEXHREER, MRKEH, MALEE
AIXFREE M, EFRETAZER RS UNFA R X HREE RB AL,

MpRAHEERCHEI, NREA, ISR ERE TR X EFFNAMEIZR,
Citrix EiBENHEBIZE
xE

HURIR(GE R FRERRAR Profile Management, B *FAE R, i&E217 Profile
Management 3244,

Workspace Environment Management™ (WEM) 352 gikk7s Citrix Profile Management £
IhEeFIR1E, 7€ WEM BIBHEF|S S, Citrix Profile Management i&B (TEHRIRFEBEX
freh) ZIFECE YEIRRZA Citrix Profile Management FIFREIR B,

BT f£F WEM EZi& Citrix Profile Management ThaES}, &R BILATE VDA EfFF Active Directory
GPO. Citrix Studio ZRB&EX, .ini X, TR NIEHRAERERNG o

FE Citrix IEEXHEIRIZE

BN BEAIGEFRER Profile Management, ERIZEDIECANIERA. HRIA. AR EAHE
%
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[E A Profile Management ie&. EAfGE, EIURENNAENZE, BRALLANSTERFIFE
eIz Profile Management 38 X BEMER, LEEIEZES] WEM B EFEEZEFI S PECER Profile
Management i& EEPE IR, MREZA, WARKFFER Profile Management & &E&BE 2 {IE,

IE A Profile Management, ZHI2EERIEITEN LER Profile Management fR55. (1R,
Profile Management ARSZ I ATk,

EA R L2 A Profile Management, WEERRERNENIREFBRGIE, ELIMULET,
BHITLUTRE

1. ;5FREH Profile Management §3%4E, HEGFENXBEINA, TN AESUAIINEN,
A

FHEMFEE LMY, BEEURTERE SRIKE F9 SQL RERIFERIEENE. B
EERITANER, BRFHAEENIRE, AREEFREEXAER Profile Management 1%
B, 55 5.

2. BRENE, BB Profile Management 2B £ i£1E,

KREBEAENA, RIFEIEE Profile Management &M EMLELH, RBEIEEMNAF SAIEE Profile
Management i&i&, WREZE, NIEFREA,

IREFRE, IR EMLEAMNRREXHEER R,

LVEAMEERRER. NMREA, AMEERERFESIEELERAEREXHEERZEHEEL
#,

RERAPEFERE. TR R P EE X RATRBE,

TBRAPE#E. TITFEEEREAPIRE CIMKRESXMET M) HXHREE, BAZUFE
PR AAFERE, MR 5 E R FEREE—EEM,

BRXzEE. MREA, KEXHHERAFRIERERIERIAFEME, NmbLEBiEER.

BRXHOEZMR. MRER, ITMRIFEAFERELERAAEME, NPLERES
Ko

BRBHEEXHZR. REAR, EEXHFRERMER, WEERERNER,
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EEX 4 ARIE
XERTZEFIEEX A ERREX R EHRIRE,
BREEXGRR. MREA, IEEXMHEER LAY R BIFETEMLE L RIECE S

82, NEBFXHREAFREFIRMEEXH. HEEV T B EREXHAHRTHINMH
*

BREEXARBRINXEXIR. WREA, BEXHEERFIHIXHRMNEEX BT
fRo IBEED—NEMNEEX B RTPHRIAH,

BREEXHRRIINAREE. WREA, BHXXMHREHRN, BEXAHEERFIIHAIX
FREBEEREXHRRT. WHRPEINAFBMZFRARBF XA, XERELELI
HEm S B RREBX 4 AENXAXIRENE SR, BEEV MBS EREXHRRTH
X,

EREBEXHARNAMEE. IRER, SNAMEEXHEHEANEERE X HRRIIARRME
F. MREEFERREXHR, WRRIEAMEEXS. SN, BN TAFRERAECE, B
FRLLE, BRETAFPEEXHBRAHREXXHREEF. IEBEMERATF Citrix Profile
Management BCi&E X4 & 2%

ECE A
X BEEFIEEX A ERCE X A E,

R ENRRAMEFEEX 4. WREMA, NWEAF EHERRAEFEIEX .

IRERREFLRENGRINER, DT EEEEIHNMREFERENARIRER (UM A E

i)

ERARBREEXH4NTIR. NRER, NWEERNFNIE Windows ECEX 45E#E] Profile

Management,

BT NENREFEEXH. IRER, WEIRINENAEFREXH. HAFERAA
PEETRERERFPEEBEXHRY, Profile Management 281751,

ERAMEE 4P, A& Citrix Workspace™ Environment Management 21{a 4% Profile
Management 1 Windows Bt & X 4 HZ2r1E5,

BREREENX. WREA, NEREEMERNRIREEX .
RIRCEXHBEAMEENG. IREA, RIRKEXHRBESAMEEX .

RiRCEXHEBHEHRENG. IREA, RIRKEXHRESEFEICEX .
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RIRECEXFBEFBEE R Citrix BHEEXH. NRER, BREEXHHESFMERMEE
X Ao

it

Figid

XSRS Z 4% Profile Management 1% &,
BRI BEXFNNER Y. EEEREIHRBEXHFHNEIR R,
RE MFT EENXHER. RIFEIEE MFT EEXHER. WWEMBEFAH, R M5H

BRANBERSIE. NREA, WEXETHAREFNEEXHAIE, NEDPEXXHFENXR
KRB, AXUBREXXHNESER, BEHGIEEXX .

TESESHAY IR Internet Cookie X, SNIREMA, MR FHIMIFRIBTAY Cookie,
BIFREERXHR. NREA, WHFREE R HFRNAMEIZ,

RAamERE, NREA, WEANSRE,

MRBIEABUEHEAF. MREA, VEERIRMESEEAR, MASYIRIIGERE S H.

ERERHEITR. MREM, Profile Management SHERAE A AR EITX (CEIP) @iTEEL
SZIHEBMERBERE B RIS Citrix RHHEEMERE, B* CEIPNERER, BEBHEAXT
Citrix & P A5 E1TX (CEIP).

73 Microsoft Outlook FIF ERERER5 8. WNRER, AFHER Microsoft Outlook A {4
Je32 14 (*.ost) 1 Microsoft #EREIBEE A P ECE X —ic/8iF. XAIUEE B F £ Microsoft
Outlook A3 ZRABAFATRY(RIE,

+ Outlook #5R555 | BUREEE - &MFEIR. NREHA, Profile Management & Bal{R1FIEREES]
BIEENRE— T EMRIFEIANER. HLEFIFR, Profile Management &1k & /1% &
K, Fltt, HBERZRGIBBELIFN, ERBEEFIERRSIBIEE,

HNEBXGEAREASKIENE., MNREM, Profle Management 27 % 21E1H =P R7F FSLogix
Profile Container 1 Citrix Profile Management BeBX B2 ER. MNRE—AFERRITEN L
BaZ &1, WS RIERFAIMHHESCRRES HRES AP E X SR esii,

SHAPEME. MREMA, Profile Management RTEBRE RV HITHG AP 70 & #1221
%, SNEZ EFRRERF FHREEETIEENRKRE. BERYSERIEHAIEEREIA P FEX 4
XH*R, BEAEMLE, BERIEIAIGERIBMRARSE /0 FIEKIEHEE, kI B R A3
BRI RBRERTT o
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HEX VHDX XHHITFERE, IFIEIEE— " RIRAIBEERERE VHDX X BRINERT,
VHDX XHEFETER P FiEH . £/ VHDX XARREREHE | EBEXFAEs. Outlook #RZR5/8
TEANER R H R MREA, FEEEH VHDX XHRFEEFERE THRRXHKH,

HERE
XLEEINIZH] Profile Management HEIESo

ERBEER. R/ Profile Management 2 1ERI B EIER.

&l
W A
I
ot

SRE. RITEIEEREASTESHNEMEE,

4

IRBAEXHBRAKRN. RIFEIEEREXHENRAKRN (UFTHEM) .

IREAEXHRE, RITFEEESIEBEXHFRNE,
A=

XLERITIES] Profile Management S RIG B,

NTUSER.DAT &1, f012Ri%EH, Profile Management $$437 NTUSER.DAT XHMRE— 1B R
1F&17. SNR Profile Management 1M E)#iF, ERfEARE— T EMRHFEHEIANIKE BLEX
o

BRMIAERYIR, HKCU RBER xR 5AFEEX RS EMRIERINGIR, MNRER,
ItEFSRAIETE R MRS E RF52HI M Profile Management AC &S24 EERR.

BRAMRIRI, t5RPBEMRIGE RSB Profile Management Bg& X 4 HERR.

EREMRI S, 7RPICEMERIZERESFIZ ZTE Profile Management EZ & X4,

XHRS%
XLERIFIES] Profile Management B4 S5 BERRIA,

ERERIRRE, MRER, NWEEE YA EEPHNEE XA S PRI A BT, Profile
Management EF P ERETITRIIRIE. (NRZERA, BIMTHERRDHERREIXXHFRXEFK) . &
A MFIRAIEFUATITAZ— !

EZHERREIN XK (BN o« HRAPEREY, Profile Management X EEHFFRBY T
3= WA P 17 ERS B4 EC B X 1o

ZBEHEBRAI M SR, BAFERY, Profile Management R2B&F F ZEFRHEFRAI XS
(A
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IBRBEBREISCH LI, LAF B R, Profile Management =iIPR A F 7Z (& P HEFREV ST ST
%,

BRMRIAERIIE - BR. FFHREZKRNE RNEIATIR, NREF, HFIRPEESEHIEMN
Profile Management [E#% HERR,

BRAXHHHRE. WREA, WIHHXHERSLSERF B Profile Management FBEX H, X7t
WIZHRERN U S AEHIRER R AEZE(EE Profile Management BCi&E X 4 —#R 73 BY4FE X4
Fo ZHIRMFAIEITT T RIARY Windows 7 HEFRI, HATLAFRSCIEFTRAIARY Windows XP HEFRI

BRMXHIHRI, NRER, WIHHNXHFAZEERFH Profile Management B2 & 4,
XA EHREMNE S AEHIEERAPAEEENH Profile Management B2&E X4 —E8 2 BIFEX
B, ZFIFRMFIETT T FIIARY Windows 7 BEFRIL, WAILFFCIETTEAIARY Windows XP HEBRIN,

REXHFE, {THEEXHRERES, TIFENRREEEXH.

EMFFIMEREXH, BFRENESMEEFEAAREXHIIX AR, BEHRREENHXHE,
AREREXHFERE P ERZFENEEX XM, 2E, BHBEREXHHREE.

BEEEX G, RIEX4RRILEFIEEENEEX o

AFEEN XA, EREEREFIRERREEXHRUERAREREXH, ARETFHAEK
FAVECE X o

REXHRAR, BPREEXHORXER, THIRREEN SR,
BB, 5P R B HERNE RS

k7

LT Profile Management (14388,
ERESAS. MBEEM, FHNXHIISES MBS ZE,

BRAXHEYS . NRER, JHNXHRESIRFEME, BERAFBERESEHRANX S 20
RXHES I REPHRENR, WERHFXERREERPEET.

BRAXHREHER. (IREA, JHOXGHEIHNREIAFEME, BRAPEEPREXG
KRR AN FXAERE AR AER, BXXARFRIERENESER, B2 T

« REXHRFHXHFERERIETHNBEAF FEPFERNXS, TIRENRERIER,

- NRAFPEFEPEESREXXHRFRMARAELEZ RGN FXHE, NXEZ RIS
MF XM RFERTEEHI WA P FER MR,
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BRAAXHAE, MRER, AXMHHREERZIAFEFE, NMEFRES

et
A
R
T
No
N
|IF
oy
ral

Pz

RENAREFAIFHEAX MR, Citrix BIETEE X AX LR R E RN AREF1T
7o

AR RREXH
XERTHEFIR VA FRREX IR E,

BRBENXHRZAR. MREA, WALEBEATHHNEMRE,

ANHXEREREXHFREAR, NMREMA, WRTEWIRIX ARSI RIS AR, HHigEERT AR
ERMBHABXHXRNFE, NMTE T HREHBD T XERTIE,

MMRETE, MREA, WEEA/N U MB AEM) HEANINXHFHRERHET.

B EFXMEXAFREIEE : A1RARSSFLMNE A A FEERIFNERS, NEEENERE,
RXHENEEFXERRREFE, AMERS .

ERNAFREENGE, W REERNEEX A THLERF A,

BREEXHRIFTIR - BR. NRiEF, REXHEEFAI A LAY RFIIXHERX, HE
HARERN, FBEXMH4RESIIENNAEF FHEREE At E.

BT ARE

RIS BS F 51k E,
BRBTOIRE. NREA, WALEATHNEMRE.
IREBETOIREA. N EEEREFeikEX AR H,
IREBTOEXBE. RFEEEBETaEXXFIRE,
IRBEFOIRBEERE. ATEEETOIREFMENRE,

BERBTEIEETSIRENER. ERRTETORENETS,.

T2

X LG B DR IS Workspace Environment Management B9 RS &S,
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MRARFZEMYE
EERT

EIEF AP e LS THL N FRA2R, 1AfER Windows ApplLocker 5E 3 Workspace
Environment Management, &R IAREBITEX PG EZEIVIR, EHRNMENEFRERNER
XFfAS E.

XL E SOV ISR E X AN SRAZHI B P RS IFSITHN AERF. LEIhBESELITF Windows
AppLocker,

L IZ{E M Workspace Environment Management EIE Windows AppLocker #iBY, LIRS R
ERFRZeMEm-EMNRE 3FiR) AREEN LB Windows AppLocker #L0l, #1REZIERIE
SAIBFIN, XERNHRBIEARBES, FH AppLocker F4EFERANRIELMENRE—HIES T
7o

NARFRESMK
IR 5 T AT Workspace Environment Management BRB & HIN BIZFZ 2N, EaIlL
B ERRIE XA F R R FHETIR,

LRl ETEPERMAIN B N BREFZTE NN, UTETNTAEHE, UERARZAM
M ZhEE

- REBYVARFRESAN, EPLDE, ‘NARFREM ETFEENER, HERERLIES
AIfCBERRFN, FEZRAREEN LR AppLocker MM, FARKEFRLT, ‘HMAEFR
2MENFEENER, HEREBERRFMNLIES AppLocker 0,  (FEXMIERT,
AppLocker IR EH. )

= g

2N Workspace Environment Management EIE#EH| & R E1E Windows 7 SP1 5§
Windows Server 2008 R2 SP1 (ERHrA) L, MtERAATAH,

o« S DLL MM, &I, RERFLFEEETA DLL MU R REEN L8
AppLocker DLL #MUll, LEIEIRTEEiEF R IE RN AR T2 MBI =] B,
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EERTR:

WNRITAER DLL #LN, MHTAFRE RIFNNBERERNS DLL 8IE— 2B R
PP ABRERY DLL #0o

xE:

SNSRIEMER DLL M0, AP FAIREREEIERETFRYA, XZHR 7 AppLocker RIETCIFM
RIEFEITaREEMENS D DLL,

- BIESNEHRE, EIUBERRNALENARZFZEMN,
Bo NIFEBEMEMN, EPIEDE, SEMENANFEZZAICENRN, i
BIE RN B T B RE T EN.
o B, AFEFANSEMEMUEH. LKEPEN, REVIBIMNIGESZFILIERM
Mo MRFEEGHPEMESHNEFIRITIRE, BEAERRN, HANREFR, &H
RIVHREBE.
LE =y
M ETF AppLocker IMNE S, STESHIMMEREELESESLRAN, FM0 (12), REHESHIT
B RLSR RN IATEEZ— -
« ATRITRINN, 22 5NAERF XEXR exe M .com ¥ B AHRIFN,

« Windows #Ml, @E5ZERFXEHRIN (msi. .msp. .mst) BN, XEEARIERE P it
BAARS 238 L&,

o BIAFN, SEUTHEILEBIFN : psl. .bat. .cmd. .vbs. .jSo

- STEMN, SETSNEEF (WHAEA Windows NATER) BIMN, EFiITENARERS,
NAREFIPHNREXGEZHERNEG M. Eitb, —FFN AT LEESI NN ABTERF. Workspace
Environment Management (X 2T N AR A RERN

« DLL W, FZLLFRIVCHRIAN @ dil. .ocxe

HIEHAWFIRIFERIFENESE, MUBBIRITIEATA, AFES AppLocker SIAIFERIEEA
ERFIRITZESFRIFTEMN. FIRERINGRFIRITET -

XM (BAIA) o HMUBLIEHIREN XH", XEFREENREM.

BA. SIEMNHAHFHEIKEN BEIHRT, XERFENTEREIN LLTEDIRS,
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Hi%. SIEMUHTHREN B, XEKETIEREBEEN LA FIFEDRS, HAPETER
AppLocker IR AR, ZNBREFSEAPET, HEE X ZNAREFNE RN
AppLocker E4HEH,

S A AppLocker #1I

I&A] LU AppLocker S HB9#II S A Z) Workspace Environment Management 1, § AR
Windows AppLocker & BRRINE R XM FHREMERIIBAMNUAF, FRITHAHNNEEFRZEM
MERRS B o BRF R S I HEEAR I .

1. EEEX A, BFHEFA AppLocker #I",
2. XYSEIM AppLocker SH IS E AppLocker LAY XML X4,
3. BESFA

XEMNFRMBINAEFZE2MNFIRP.
ARINFRNY
1. EMaERER—TRNE SR FliN, ERMETRITRN, BHEFEATHRITRNES,

2. BE RN,
3. BBREAH, BAUTIFARSR :

o &5, MMFERNTFRFE TR,
o i, BXRFRNMMES (%) -
4. FEHFEEEAH, BE—TED

o BRTR. ICAINIPTECS MR RS R ER TR,
« RE, IEMNICERERLZHE,
 Ie%. LRI PCEC T ERIme A RS,

5. FENRER D, BEIHNZRFE LN AEFIET
6. EFIMNSELRABAA, FEDEERT, ERESRLMNNAFHE, “ER
7 AB R BRI AR RAH B R— xR BT,
"R -

 EAUERE AR Windows IERESRHAITZSIUER, SNfER EE EFEFRE1T.
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« AP XBBTE Workspace Environment Management 3P 511&R R,
o ERIATE RN E 57 BECAR

7. BE T,
8. IREMMEAMMNAR, HEEMNIERAIRE :
+ BE. EESA A TURRAO B RS AR, M — DR, MRIVE
B RA R TR Ao
- REE. HEBBEUSENERSEXH, REEALHEERBRBLREIETRA

Ao
- e, IBEEMNRRIRMRBENXHIHHER, HAMPCE S 495,
9. %I:.E“-F_@:"o

10. AIEAARFERBIS (FIE) o ERMEIN T, EEANEE, ARRTRM. (ERILUR
EHZwiE M BERFI5N )

11. BREAN, FRE el

TN ECLe A P

EFRPEFE-DHZ NN, ARRETTEH ETXCEREFIRE . ERESRT, ERUSE
RN BRI RAMABF AT, ARRHHAE . KEAIUER & BIRFIAIERE, AMEUH
FHEEMN D ECLFE Ao

AR MREFZS DN H BT GwIE", NXLEANBER RN 53 BC B #R N A FIEEEFE B
FHMARPA, #aiEk, NERNDEREHRIXERNF,

ANINERIARN
B HARINFRIARIN . —28 AppLocker BRIAFE R ANINEIFIZR A,

ZrAEAN

FEINRPEE-NHZ NN, AERETEESN ETXCERERNRIE . IR ERRIESR, I
LARERTIMERNRTRNIKE,

HpRARM
FEHNRPEE—DHZ TN, AREETELN ETRER MR
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EHNARFZEMN

EAUERN SRk EETIFRENARFLZEMN. PREMNERRFHASEN XML Xt ERJLUE
AEEFRNEREMEMECES. EEXF, REHE0, ARERRT2IKE"

ERRNAEFZ 2

&AL M Workspace Environment Management &4 S EIEN XML XHFERENBEFRZEM
M, FFEIERFHFLEEEPIMNBRAEZH PN, HETRIHRFTRE X R, &
KNEMERITEHIN BREFZ 2N, TR B shiPRHFIEIRSXINHEER, EaIUSHZM
TEE,

ERREREF, EANERESHRANSEERESaEiEETFNARMARH, (REEMAR
PEETIMEESIENERTN, EFDEFT R, EAATERNMMNEFFER, BRFKD
RS, EFRE, ENRIERSEMNEES, ERAILFESH? CSV BT,

1\ e, BHERUBHERRS.

A BEFRERE, RERERMR TS

3\ T MXHIERH, TS ENEHIXHEF,

4\. ix#E“AppLocker MINIZE”, SAFRET—F",

5\. BN B EXEREMUDES :

B. EEMNHFHEBEH DAL LFEBEEFHERBFRMARH,
Bo BEAMMHEERIFR D FOIRTo

6\. EFRIEIR, FREERIZKE

HIEEE

XIS B AR EH IR A 1FFIR I FE LSRR,

HZEE

ERHEER, VIRAFIIRIPALTIR ENHZRTEN, NREA, WAREE HERGE
HIERRPE R+ EEMEE.

Pz
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REFERETERAPRERETHN, WENFER. Alt, HEAEEE NEKRERIKE R
IR (“ERN EFEENHNERRY) , fEHRERF/RIEREE, HFK
BARIQE N U, XEETTERRIZERHTT 7 .

#HIZFEIEHIR
X BERVFES EHE NN LR,

BA#HERSE. BAMMELYRFNHZHITOE, BOMERERTHRITXHRIR (BN

cmd.exe) ANINHTE,
BEfRAEE R, R EIRRK,,

PERRfEREA. ITEBIRS ER P 4,

R BRSNS EHZNINBIIFSIR. #IZMELEFIRMNHFIZTITFIIRZERFEY,

BRA#HER®RE. BRAXNIIRFIHIZHITOE, BOMERETHRITXHRIR (BN
cmd.exe) FNHIE. ER WREA, BRAHEBRERBIRFIE RNEIFIIRFRIHZRIMNE
FELEFIZR,

HERAHEIE R, HHRAMEERK, (RIREBETFRE#HIE) -

HERRIEEH. NITEHHRIERPE (TS TITPREHERE) -
RREF

p=3— g

HEINEERER T Citrix BN o

R F TRESS IS IFE A A N RIEA R R E AT RITX AP ENEER R, Rk, A
FRILEEERABIRR — R MXETHRIT .

RPREETF
HEAREPERSIURAERE, FERUTEDR :
- RERIURAIGE. ZEFIRTERNIERAE. EhfE, AEJMUMESIEAIRE, HEN
BURFHED -+ _E R HMEBUF TN R Ao
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« RARBZATF Windows Server 2{ERSF, 1ZHIE TR FHZEN AT Windows Server 21ER
%, WNR%EP, PECAAFHFNE Windows Server it B EFEER. BRINMBERT, Lh%EIR
A FiEFIRTS

- BEILUAREBMDIET. ZHRERGIFAE R HRITXEELSET Windows P RiafT, M1Ri%
F, AP NASKRIUERER SIS HRITXENIRT.

It FE B RSB EEERNTEMNTIR, BEAHRITANEWindows REFRFHL LORFAINZIER
TR AT EMNER, ErRIUEAERRMES R, BEORIAESENAFIBFRAER—TE
AR BT

SZREVEI
18 O] LAE R R A S B BT I R FRASFASUR F - TS ATHRLAN Windows R EEFZF Mo
o AIRHITAIN, BE5MNAIER KB .exe 1 .com ¥ B XXHBIFLN,
« Windows REEFIN, 25 5NBERXBEY .msi 1 .msp I BRLZEXHIFN, R0
Windows ZEZFMNES, FIEFEUTIER :
o BERURFHER T Microsoft B msiexec.exe, IEMIFRIEATEFE .msi # .msp
Windows ZEERER XA T EZ msiexec.exes

o RIRENHESIEER Windows ZERZFMNITED, HBEH#HESEE R A HITHIT
Fco FRIFFEIEENAHITANFERT AT FHERE, SNZHETERGRAS
o

BHEARITANEWindows ZRIZEFFUET Ff5, BRIEMIFERUTRIREE -

I, RIWWEREBILERTHRITIN,
o HER. SCIFIEMIBRILAE AT HRITREN,
o ZRNNAN, SIFEAINETHRITI

ARNFRN

1. SHEATHRITRNE Windows REZFFN", FASREIARMBA, HAHH 2R AN
&0,

2. T EBREDH, BALNTRE !

« &R BAMNNETET. ZLMRERERNTIRF,
o B, BARXMNBHEMER.

3. TESEEEROH, EE—TED,
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o B, MNEHEREILE.
o RTE, NN 5EERNRHELER,
- I, MNERERNRAENRLTE,

4. EBEH, RIEFEEEUATRA

- NAFFHE, RED, WERANKAFAIRITXHEHNE FER. BUERANLR
A EERRSIURT, BERLITED |

o (NRATFE—XHRPH AT, NREF, WSCHFRNERFHER—X R
AT Mo
o NEATFEEAMNAIHRITXG. RiER, NWFRNNAETESHIIRIRIT M.

o (NMATFRE—RHENTRITM. NREFR, WFRNNAEFHAER—AHERER
BEHRITX M, tIRERER T @A Windows 5 (UWP) ZFERF.

p=—

HIEAM Windows ZEMNES, MAFFHIBRKERINER, BELENEHATH
3=

o« FFeaEtEl, RIFEIEE REF AN AANAYEE, BFEHET A HH:MM, BY jEIEFHIEET
X

- LREiEl, AIFEREERIBELENAMNEE, BYEMEIA HH:MM, MIEEREE,
BARBNAZMN, aEFARENX,

« NS RIFEFRHFRRA RSN SHEESBITRATHIT . ZSHBIETE R,
BRREEENSEER, & XMAEALLINEINTE, BERERSETTRARITXH
o MIRIFERAZHNAFTZER, WEILHRITXGREFEEEIT, REBESMIRRIEH
Rz A3 T4 X BY AT AT XX o
- BRENRZEAR, AFEERIRSEAENRARNHE—TY REM.
5. ERECEAH, ERBEAESEMNBARIARH, NREXRANDECLFIERFAMARYA,
BEERE.

R’
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o IREIAERE Y Windows iR ERHIT 2 LR,
- BREAPABNERER > APERF EERBFIERF,
o IWAIBLERME (EMNEER) 2EHN,

6. %E-F_@:O
7. AT TE—180F, RIBEE L—TTHEEIFAINIE, FERITRRERIZE,

BERT

WEM {7 —"1%7 AppinfoViewer WTE, BFMETHITXEHFREUTERUKRE
ZER I RKHE. BENBR, NREEANETEEEN oPEENNARREFREEXE
2, ETERRER. M, EEANAREFZ2MEEN, ERUERZIENNARER
PIREMEXER. RIEUTREREX XS,

o BT, BAZNAIMMNBI A4 RAEE, WEM RIERIE sTHITSX BB RN A
FRRITX Mo

« RE, EEUTFR ! RHBE. Fniif. XELGNXHERE, FriEFREFERNE, B
ALRAES (o WEM RERELAHEEENAMN. tNRNA, BRRALETHEER
ZHEERNIRIT M

- B, BEAMLUNINGSR. ERMPBFBEOF, BAXGRMEHE. ERTUER
ApplinfoViewer T B METEBI (R EIZE R, WEM RIZRAN N A FEEEE
AT M. B, AP RAILGEITSIEEX BRI AT HRIT Mo

8. B GIBUFREMNHERHE .
HRBORITHRHRITX

BRI LUHSRUR A PRSI A S E S IR AT T . XS BMAELRERYTF. EERFTRITXH
BRI S, 1E{#EA Process Explorer 2 Process Monitor ¥ TE, WAXLET BEhE RS,

FRIZEERIBAIHRITXHRRAMN A B FAIHRITXHE (Bl cmd.exe) o RRERSERA R B
F test.bat o fEAILUFER Process Explorer SREXE £,
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Image File
Windows Command Processor
Microsoft Corporation

Version: 6.2.14353.0
Build Time: Sat Jul 16 10:23:21 2016
Path:

| C:\Windows'\System32\ond. exe | Explore

Command line:
| C:\Windows'system32\ond. exe fc ™ C:ltest.bat™ ™ |

Current directory;
| C:h, |

ERMSHFERTR, ERUBRAUTRS

e /c ""C:\test.bat""
AhE, TREFRPRAUTRE
e C:\Windows\System32\cmd.exe
EXMIERT, ENFHEERPISIURAZIEER LS, UAT test.bat o

RS EL AR

FINRFERE—THZ TN, AREGRFEO RS, THREANEOF, EFENEDE
MBI BFRRAFA, ARREHAE,

pillESSl
FEHRPER—THZ TN, A5 R HRIES D HEIBIBR.

SRR
BB H B EETIFAESSUR AR, PREMNERRN S HAED XML X5, EelLUER
Restore M NEREEME AR EE,

BeME D, BERREKFRME Backup MF. B XA Backup MSHNFAER, BTEH
Ribbon.

BRI BUEFA N

&AL MIEE Workspace Environment Management Backup A S-S H 9 XML XA IR RS T
W, FERIERNHFREEPHIMNER NSRRI, HEUHRBERIFT Security >
Privilege Elevation BE&EY, JFQMBMERITTRAVERGRA RN, FTRANSE B oiiFRHHER S
HER S, B XA Restore AISHFAES, 1ESH Ribbon,
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BiTiRH

i BITIRA, BAIUAELERF BRI TRNIRA, MERBLRUHTINTHITX S, XLA

FPREFABELR XY, SARELTXEEAHIEE Run with administrator privileges, BlIAiER

EEEAXHH#HITETREA. 2E, BHHI—NMER, ERMITRERANERERRE. WEM RIEBERKIE
RHE, RANREFERERSEERUATHRITEN, IRHEERG, WEABREAH, HEXHHU

EIERNPRINIETTo

HEINREE NIERRM T &S, AREENFRERRERRA R, EIURNRTFAFR BITRARNX
frelEZithlR, BAEMBEIEAF BITRANXAHIZR LY.

BITIRAERTFUTHEAMNXH © .exe . .msi. .bat . .cmd. .psi #I .vbs o,
AR

RINBERT, RENAREFBTSITELEXM. fa0, cmd.exe BFiE1T .cmd X,
powershell.exe BTFE1T .psl Xff, AXEFERT, ELEESENIAITH.

%% Security > Self-elevation BY, ¥ RLATR%EIR :

« Enable self-elevation (ERBTIRA) . ERIETERBITIRANEE, SwFILIEDA :
o FERIBREBAIEBRITIRINIEE,
o fi Self-elevation &I+ _EBYE MR A] A,

o AP ARPIXHR, FETXRESH Run with administrator privileges EIR] .
Hitk, AFPRILUERMSIETE Self-elevation 3EIN£ _EIEEHIRME R 4#HTEITIR
Fto

* Permissions (#XfR) . RIFENIFAF BITIRANXMACIZTIFIIR, HANEEIEAFPBETT
RFARIS A RIZFE LEFIZR,

o FbIF. BUERIFAIR, BT RIFRAF BITIRANRRIN .
o 304, QUEEFHLIESIR, BTFFELERAR BITIRANRR .

o IERATDUATTLATEE :

o YRiE. IFIERIBIAE KM
o MR, SOIFEMIFRILA &M
o Bhlo FUWFIEARINSRG, ERILURIBRE. MEMNARE T ENRRABRLIESRME.
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< BB, AWEEERMIRE, XEiREZFIABIRNAEBITRANR,

o NAFF#HE, RED, HEITRANRRMANA T ZXHEIHAE Fitiz.
o FREARYEl, FOIFIEISRE RIBF AN A BITIR AR BVESE, BHEIAETUAN HH:MM, BYiE]
EFRENX,

o GRIIE. RIFEIEENEFLLNABITRANRREMHRIEE, BEIRIUA HH:MM. M35
ERYENE, RERBNAXERMS, HEETAE-X,

« DS, RIWEFBTRANRRGDESEANAFARE. BENRMDESPIERAMAR
H, FREEeRHEFMEN, TEREEREFEFEMEFERAFNARENDRS, 2
& 8 EEIFE A Ao

B IHNBRIE A ETD
WEM SR8 SIRRFHA X 5550, B XIHAER, HBHEBIRFE,
HEE RGBS

HIEERGMERINEZEFITER FHRTERE A UMNERERBEIRLEFHZ, ERAILUETENXR
#Hi2, AEAEFHEIBEEITFYIRIFELIETIRRKIZMN, EEALLINEEZ AT, FRIRAT,

p=3_ g

o ILINEEEA T Citrix FEBIN AERF,

27BN TERE, BIEEU TR
o —PHIERR—MHNNR, MREAR—THEEX T Z TN, WEERLREESHIMNS
E3o

« BEXBMUAMRTFRIGHIR FRRER, EERTREREMNE MR, SRATREEZHN
MNESTFERTHAHZAMN, TN LM, Hal, EEX T UTHENFN

o FRM 1 : Word FTiEFTH CMD,
o MM 2 : IBEARALUITH CMD,

BMEE XN, TN Fginf, EETEEIT 5T Word, FA/FM Word HRFTH
BEANAIN, MEEERFITH CMD.

161



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

LEINRE I F R LEE T HENRX FXRFEIE, BEMEEMISPHNRFXR, FFEH
Process Explorer TER#HTZHMINEE, B X Process Explorer WEZE R, 152 <https://

docs.microsoft.com/zh-cn/sysinternals/downloads/procmon> .

J B SRR BTERE, BINIZIE Citrix Studio FFARNNIER VUEMAppCmd.exe FYBTHITSXHEE TR,
VUEMAppCmd.exe AIif{R WEM RIBEEA NN BEFEMZBITRIEELRE, 7 Citrix
Studio A, FTERMUATHE :

1. ENRAREF R, AENERER, TREERTPESEBY, ARERME T,

2. BARZRPIRERG LA BREFRERE,

o EHHITXHREFERT, BAUTAHZR | <%ProgramFiles%>\Citrix\Workspace
Environment Management Agent\VUEMAppCmd.exe,

3. BAMBITSELUEE BT ARNNARERF.

- ERPTBEUFERT, BAEET VUEMAppCmd.exe BN ATEFHEERE, MR
RERAUZTZER, BSUANE SN ARERNRSITIEER,
« BN, BRIZEEET VUEMAppCmd.exe 1) iexplore.exe, Ea]LUET AU THRARE

I . %ProgramFiles(x86)%\"Internet Explorer"\iexplore.exe o

AEEm

BEIIREIEE TE, BEEESAREITENI LER Appinfoviewer TERERILINEE, (2T
BATFRIEBEREXHEP, ) SXERZIEEBRZRAILLINEN, BEEEHEMITEN. BF
tIheERE, AARBHERIEENAEFTEHLIEITEN.

EEHERREMEFINERSERA, BENETEN LT EMREESR. RETUATE
MR, MRTZEERA !

« 32 IR1ERYE
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook
. 64 IR1ERS

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_D11s\WEM

Hook

FoRFMH
EEALLINGE, BRERFHRNU T RN -
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« Citrix BN BRZFEE,
« f{IE7E Windows 10 E{ Windows Server tit1T,.

- REEVEEMMARHEHLEREEHR S,

HIEER G
EReTEFHERRGHZEFE, FERUTEDR :
- BRBEEBRREWES, EHREERHERREMIERIIEE. ERIERG, “HRERGH

BRI+ EWEMETUFE AR, FEERERERISERIUEN. EHEEE Citrix EEIN
FRiZFFERE A L IhEE,

o METICRERERRFTHAAIN. ZEHIZEE Windows ARET £ ERBEREREIREFTH
B, BRE, REETRMNRERRERE. ARG, REWAL, BREUERCE#H
2. HIERREMIZEFITERER BT AL ETEoIRER,. BWEERIIKE, U
LN AR ES S SaNARFEREHT X RSRS B EHE,

“HEBRRGEWEF AT+ ER EREERENMNNTREYIR, EeIUERER KIHiETxR. B
AT ZAEDERNAFHAF AR T & EAFICETR.

“BRF R BRI T RE

o« IR, RIFIEYRIERN,
o MIBR. FOIFEMIBRAEN,
o ZRINFRM, FRVFEARANRL

A
1. SMEHBREREGEWEZES], ARSEEZMAMN, ZRINFNE OFERDH B
2. ERTEAF, BAUTRE !

« B, BAMNNETRE. ZBWEFERERNSIERSR,
o i, AR XMNAIHNER.

3. EHBIEDH, HEE—TIED,

« B ZMN 5 X HRIEILE,
« BmE. ZANEEEN K HEITE,
« BF. ZAN S ERISFHEDIEE,

4. RO, EELTE—EI
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« FFHREFRMBIFELESIR, Rk, WARFEENERXHIZEREMNE, NERNFHIZ
EXELESIR, FRIEFIRRBLIEIEERHIZTIT, MEMHEN ST,

- RFAHERMBIAIFIIR. RiEFH, WRIFEEAERERRREMN G, NERIIFHE
EXTTHFFIFR. IFFIRNIFIEIEEREIZTIT, MEMHARENRILET,

=3 g

— PMHENZ—TRNLIR, WREANE—HIZEX T Z TN, MXLERNRFHRIL ek
IR AT

5. TR DR, REMNNM TRk, BREMTRN, BEEBRUTER | UALRE T EERE
BN IR, E#A, AR ES. BA—TER MREFEFE, NRARIKSHIA
5o

6. T REEDF, ERBEANESEMNNABAIAFL, MREBRANDELFRERFMNAR
4, BEREE,

p=3— g

o IEAEIAERE A Windows IR ##H TS IR,
- BRAFRARNEEER > APERF L ERTIRF,
o EAILUERMEDEAN (FEEIEMNZE) -

7. %EE“—F_@:HO

8. PITUTE—RIEREEHIZAINN, RIBEE L —TUERRMNER, FERITARNER
Eo

- B, EEBRULMNICRAAHRER XA REE, MREEXHREE, WIZRANERT
BN HRPANFREXXEHNFXHEFR, WEM RIERIERTHIT XA B E SN N A F I HITX
fro FEVXEARS (*) KISTRELTE, XEHMATERSEENBMERERT,

« RE, EEERERANSENEREEX N, R AHERERBRARBELETEL .
[ LA FRERUEMNEREFNEEE, MR BREHREAEAHELE, N
ZHNERTREREAX . WEM REREAHEE SRR AETRHRE, NRNA,
RRAILGETHERERABEERNTRITX MG, MAEXE, EALUERERBEXE"FK
BEXER.
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- B, EEEMNFLIRMFBRIXMAEX AR, ZMMNIEEXHREHE G, WEM RIEFHR
M A FHEERBREATHIT . Eit, BRRILUETTEIEE THRITX I RERIS M.
9. BET—H UEBEFHIZRE,
10. BUTATE—RIERNERFHIZE X ITIFFIREPELETIR,

a. NRBFREFMNZEE, ARREEFM EFERFEEED.

b. EFHEEAR, RIEFZREBIRE, “FHEEONAF RERZEFMNZEE MR,
NFFHRE, AR THRNZEE B “RBmE M MEEH

c. BEHAERE MM ED. ERILRNESF#HE, EGeI@ URERNFHRHE
Ho

RS EcLs BB A
FEFIRPER—THN, AREREBIFRGRE . TREANEOF, EREFANDE
FAFEARPA, AREEHEE"

PR
EHRPEE—DHZ TN, ARE RS RI MR

EH AN
TR U &R SR ECESEFIFRE #HIZRREMTEG RN, PREMNERFHA RN XML X &7
LUE R B R NE R E B,

BENED, BERAMERPRHANED DT BXEREN DIIFARER, BEHAERX,

EERL

&AL MBS Workspace Environment Management &3S S HEY XML XH IR FEHIZERLEM
RN, RSB EFEEEPIMNE R AFZHRNMN, JETHRBISRFRE > #HiE
BREWZEH B, EATIERNESRBIPRHIIErI SENREF. BXERTER MSNF

MER, BFEHEEX,

BRI R RS EETD
WEM RIS HBRRREWERE XBERN . B XIFAER, BEHEKAF &AL,

HRZRAPERD
WEM Si 8% SAURIZA AR R REHIIEEIE % (T, BEESK, HRIMEE > ASER
> REHETF. ERATEL, RERSTRZE, HRFTRTS
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##“ElevationControl’. “Self-elevation’d{ProcessHierarchyControl’, fAf5 8 & M ATHIESR UL
HBAECEESENRFEER. EaIUEENRIEA N HZE REWEFINENHEIER,

@ Citrix Workspace Environment Management - B X
Home About
8 Comect &) Configuration Set| Default Site -| @ e 4 Badup
e Create ? Restore || Quick Start
= Di : = )
E Disconnect Q Edit Refresh &8 Migrate
) I s L
T Administrative |G l
% Admiristrators etiaog
& Users Site: Start From: End On: —
[ [l Sites] - (422022 -] [sms2022 <] || aooiyriter o | | clearFiter
S Agents
Message Contains: Actions: Machine: .
(§ Legging | |
=
Type Time Action Registration Message
EXE elevation control
MS] elevation control
Process hierarchy contral
Self elevation control
[} Actions
[ Filters
==
| Assignments
[T | System Optimization
[ Policies and Profiles L\\)
[ security
 Active Directory Objects
[_| Transformer Settings
[[| Advanced Settings
[ Administration 1
. — - Export Log || Refresh Log |‘ || ClearLog
. Monitoring
@ Connected to : W2K165T-NQORFPT @ Current access level : Global Full Access 2

AR RNSR
ERXLETIEIEE E A E Workspace Environment Management™ (WEM) BIZEMAF . B,
(AFNLA LR AN,

Pz

FEP. &, A ou ZHmE WEM, LUEMRIETUEEEN
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AR
WERPMARNSIR, ERUEREREAT ID #XXAFFH ik R

AMNA R
1. M ET RN
2. f£‘Windows ERAB A MNEEFRARF AR, ARRLHHAE

M. AP EAERN%T.
fd, (VERETA WIEERET. IFEEER X AP ANEMER,

MBMRxR. RITFEEEFRAMABRIKE ZBEIBLER. IR RE T 8D ERIRIEREIR
Fo BA—NEHLIEEM TR, BEKR, MEKkES. MREFTHR (FIa, HMRFEFHEEIRK
ohas s M ARMKIKENERET) , MR IRBAZA P IKFFL .

BEE:

DECHARIRIRER, ARENMARTEER. BAEHREMLSR, FEREBEEHE >
2. BXBFAER, BERBRICARKILE,

BERS, LFEERAFRNARERERER. MREA, WEENHEDECIRE.

AMS T AR
1. N ETERERERRM.
2. EXAERRMZ TAFNARS, BNSHR, ARREHE,

HEA

EAMEHaits (BEE) BitENSIK. REIAT)HEYITEF B Workspace Environment
Management EIE, HXLitEN ENRIEIMEIEMELIRS R, RSFAE(IAXRESE
FREHINBHE X IRB, ERIUFEAERRIEXAERTRRBINT ID kR,

2

ZREXETEN EWRERS EERIMAIEMIRMARSSE, B REERD PR NE
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HHENEHEYARNB HaEiESR
1. ERARMMNSR LT EREH TR,
2. EEETBEANSA WNEER, EF—aHBENN—TENA, AREEHRE.

AL BN PR ENFINBIEES
1. fEFRARD OU LTS ERE TR,
2. EHRQBAIIEER, EE—THRRM, ARBEHAE.

HEITEANL. THEAESR oU FARR

1. EFRFIRPH—IE,

2. (ERHRIE £ T CRE D IR,

3. ERIBIE"IMEER, EHUTEMFAREE CGERR) , ARREHE"

¥, BN, HENASR OU BI%T.

AR, Pt BT ENANRI 24T (DN), MRAR OU EBMEERRIN, 7
ARTESEN

fd, BXIHEN. HEHAR ou WEMER.
FEx, PR (BN, AHRBN)

BERS. BV HEHASR OU RS (BEERANERA) . IRER, WEEMEESES
ZitEHl. HEAR OU,

MBMRFxR. XFEERERRAMABA KA ZERIRAER, MERRE T EDECBIIRIERI IR
Fo BMKX, RELES. WA—ITER, NMREFTHE (B, ERAERNIREEESRETRER
MEIREpER) , MM FkRIRZRIHSA P IR,

* M Active Directory IR &5 HY HiEi4H(E B
=k
T EBCE Active Directory 179410,

Active Directory ¥#5Ri80Y, Active Directory # R EIHRITHNIEIER (Z#) . ZIAEH 1000
ZM, BNEEREY 500 EMWHBEHE, LU GEITIEERTMFIEB,
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Transformer 1% &

XEEIR DB BCE Transformer ThAE. Transformer RIFRIEEN Web SN BIEF B ohS8iEEE,
SRR EERI BN TIERE A E. £ Transformer JE{] Windows PC i N S AEER ~
iR, FERTEEHNBEIRSAZEER,

B Transformer, MIRERH, EEFIiESNRIBEEVISBeh#E A B8RS LR TEBR

SZRIERR T, KBV Web SN BIERFERIZ, MEFEERIIENZIEEEAE. A
PIFMEWBIE, APRESRERE, MNRZAED, NS B TEFRNEMZESRAS
WALIE,

Web FHE URL, It URL B{EA P EIEEE Web Filf. XZEH Citrix Virtual Apps 3% Citrix
Virtual Desktops™ IFX1EH93/518] URL,

BHENXAIFE, MNERER, Workspace Environment Management™ Agent kiosk & 1S 5£18 B E XAR
=,

ERABOER. MEEM, Workspace Environment Management Agent kiosk 3 & XS 5,
BR{ATEEIFRIE Windows I35,

RIFEEERE. WRERH, RFRAFIERE Transformer REMIES,

EREmEd. MREA, ‘gn#. “FERTFETT"Web EfMFHNERERIEERSZHED
h, “FIFHBAFP R EEE X Web 5 URL,

SRE, MNREA, 1 Transformer Ul 1 EREFE,

B 12 /\WHEINS. (IRER, KET 12 /08HE# (EF/TFF) o BIABERT, Transformer
BRI 24 /B,

ERNBEFER. IRER, HER— @R, EPIETE Workspace Environment
Management 53 Ee48 - P IR BTER.

BEIREENAEFER. NRER, MARFEREFEANSBRE.

EAFEUESE, IFTIEEEEE Cri+Alt+U B A P IFRRERN, LIS ERITEERMR
RIEARZ RG0S A A R TEE R,
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I5 RIS iR
BRMRIIR, NREA, N URL FIRFNNENEEFFE,

TRIgE
EFHIE:@Jﬁo ﬂﬂ%%ﬁﬁ, J”\U%ﬂ\ffl,i-ﬁ'ﬁﬁmﬂﬂ I”l:l/%\gﬁﬁo
[

HIZEEhER
BT X EEEI, R LU Workspace Environment Management YIRS BS &R iR N #HIEETh
%%: ﬁ'ﬁZ:IEEEEEDrLI, Web ﬁﬁo

ER#EEE8R. MREA, WA Workspace Environment Management {IE & F# 12 S 5h2si&
o EHIZEENEREILT, Workspace Environment Management RIS S e HERSITHIEE
HI#HFE, GNRHIZLIE, NEEFHER.

HEDDIT. DIFERAREHEZNGSTT (Fla0, mstsc.exe FIERZELUUEL) RDP &E#H) o

HESH, AFENLIEYHGSITIEEEMASE (HE0, XTF mstsc.exe, BEEHZENITENN
IP H#i3ik)

7BBR VMware View B E—1MNBR %, MIREA, NEES VMware R ERIERBERERRERE L L
— MNEFBABF %

B VMware View 83X, t1REA, NWAIFHZEEEIZRTE VMware View {2 FEMBF BN L
BITNEMNBEFHER, HECNEIE X ANETRIEERIZET,

E A Microsoft RDS &3, (1REMA, NARIFH#HIZETNZRTE Microsoft ITFZREARSE (RDS) 2T
KA TEN LT ERNBEFREE, HETN25 X AiaTRIEERIE,

BH Citrix 3, tIREA, WRAEIEFzNEEE Citrix B TSR B ES1TRIEIN A
BFERE, AEEN258XANSITRIEERE,

BENEEgE
EENRREN., MRERA, NEFIEESEOUSHFIZEERIEEN L Internet Explorer (IE)
IRAFRARREERERIET. RIABRT, Xe'EEERSFEOU IE7 ZRBERIET.

AHERREER. IREA, SAPHAIHNEN, REMREEERIIERNE,.

BIEBIAEIR, NMRER, HRIERRAERAEIR,
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28 SSLim, MIRER, HN=LkkE SSL S,

7E Citrix RIFEPRBBBRS X R, NREM, A ERDE Citix RIER, FR5E Citrix

Workspace™ Environment Management Agent B BhiRSZS &,

RARTEERRNS, IRER, MRASTEPRSZIHEERKE - XRBRFHRAEAFBRA
BhRRS A ImE IR S SR B RIR,

ERESEN R EE. RER, HREAFNESENFERE, &N, BRMERNESR
Ho

B Alt-Tab, JNREMA, M2 Alt-Tab f85, MMELEAFR MNRIEYIREE,

B8 Z IfF. MNREA, FHEEMRSZHEFERANN—RREZE, TIFRAP N BEMRS A init

EEEE.

#ii%E Citrix Desktop Viewer, MIREA, R REEEHRVIRIBIEREN. XFERTFZEE Citrix
Workspace app for Windows Desktop Lock Bt &4 HIBIE. XA FE TS AN BIEFER. It
TN EFHEUATARERGNFER .

s ZFRIRETNHNBFRIAREERAMM A,
o BHNgEIEINFE B TransformerEINE S A,
- BRAHNRRIGE AN £ L' ERBMERER ETEE B,

REETIEE. REMA, 1 Transformer Ul B9 B TR EF .
BREEAIGE, WRERA, JHE Transformer Ul B99& B TRk R,
pREEARIEE, WREMA, ¥ Transformer Ul B9 B TR BT .
PREERISE, WREA, W7 Transformer Ul B9 B ThE &',

EEERBIEAER. MNRER, N7E Transformer Ul IR 2 EF Frafi S PR i¥4AER", M-
EPIRFAERT, EaUEEBRASEHFEE,

BRAHESZ, NMREH, NRERA Web XIS 23HE %,
B2 Windows A4~ tNREFR, NITE Transformer Ul BYRXIN S EF5 T2 “Windows fR&",
Pa TR, WEREA, M7E Transformer Ul 38 A B = T1E T

BREATENNIEE., TNRER, NWTE Transformer Ul SEEFIEEITENNIERR. AP LEE
Transformer Ul FEIEFTENH,o
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TS b Receiver, WIRER, NExzh Citrix Workspace N AREFHEFFEME, AFEREBIRS
KIRRIUE o

RAms. MEEA, WEEET Ctri+Alt+U MBI REEA RS,
PRECTHIE. fIREAA, WIE Transformer Ul B9 X HEAR FRRiE 228"
PREFRSENEM. MREMA, NWIE Transformer Ul B X HEHT TR EFSED,
PR X AL, S1REA, WIE Transformer Ul B9 X MEAR TR X H"

ZBg LRERMNIES. Transformer Ul XFZMIES, T BM'ERT, IREAT AIFESIE
kI, BPAMUA Transformer UNEERE—MIES, AERICEFMEIES, ERERALEDS

ERFHMBHILE
ERBEHEREN. IREA, AFMEIREENERIIFEIER, I Windows ERER.

REERIERH Web M, tIREA, WEESAFPESERIEN, BRIKEREPISERN Web Hi
PR

REGRET, DIFTREELRARERRFIEN, AEMNESTIMEHRITIRNE,
FEiREREXH. MRER, RERIEEENAMESE B X AHGTIFE,
RN XN, MREA, REREZENET (TAFAA) XIEERKEBNXAEEITIFR,

FEERMRE, £ Transformer A, KENEEMKSHETBBEEERERF. WX
B, RERFRITIEE,

BB

XS B S IR IR IR ERY 5 AN B (8],

%

B
XEEETHEH AR E AT,

FERE

RIR#ME, XEREMERIESSMIEEREEFHERENRE. XEIREEERISURRBIFEY
(BEEFohRlF, HRAFREERME) A,

AEBMARRF. EHE, RELENEREFIRE.
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KT edhfE, FIBIBFTENNIRIE,
ABRMEREHER, kS, NELIEMEERNEFEE,

ABEBIREIER, ks, NEMREDIREEEE. (ERIREIERE Windows EHIIKRNEREL MS-
DOS ®&%M, TN RERGEREEES, )

REEMRE, EdfE, RELIETIMRIUEF.

MEIMETR, s, NIEMEIRRTERE
SO, EhiE, RELARERORE,

S Ini XHHERIE, hfE, RIERIE ini X1,

RENEBES. EhE, RELIENGBESRF.

LB HRGBRE, EPE, NIERAEXGRSIREMNE

I A REBR, EHE, IBRAIESH X EXEE,

LA DSN, #EHfE, RIEFLIERF DSN 1k

RERS#RIE, XLgBEEHRIERSTRS EBTTRA.
ERNEHNE, EHNIEREEERIET.
EmEERERRE, £H 5 HAF ENEEETRENITTENRAEESET
HNEBRBHAE, ZEHHAFREEERNAERSIET.

RERE, ZEHAFESAERENZEETAFRE (V) RE6MHITIRZIF (CMD).

BR (E#) SEREBMYE. BROAESHSTHEERS. LRBENFRETAFERKENER
BWFEN, NRENAFERYIES VDI £H, FEEFLIED

NEEATHNAEFRPHITCMD R, MIRER, RENEEAHRNNAREFTL CMD EXE
&, MAe Ul R, CMD EX E Rt SiTiRAAMmARRIEEsEE

TRIRRME

Options present on this tab control whether the agent deletes the shortcuts or other items (network
drives and printers) when the agent refreshes. If you assign actions to a user or user group, you
might find that you can also control the creation of the shortcuts or items. You can do so by

configuring the options for the actions in the Assigned pane of the Assignments > Action
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Assighment > Action Assignment tab. Workspace Environment Management™ processes these

options according to a specific priority:

1. FRERREEINF _ERYIEIRN
2. BEAEERTHNEDECIRFEERYEDR

fian, RigEEEEMRERTAEDENNAREFER T AIBEEED, HENARFRES
BERE LR, BMEEEREREETF LERTHRSERESTUED, RIERIFIRES T
TREERE L.

B ERIREETT T IR RS BRPR A L E S B RV IREE o

o RMAREIER. MRER, RIEETRIEFEBIPRFTEMKIEEDER.
BRI BFRSITEIN. MREM, RIEERIFTEMIBRATE M.
REBLIBIITEIN. WRER, REFZMEREIEIZYFTEI.
REBRETEW. NRER, NERIMPRILTIRPAEEFTENN,
ARIRET

XERTHEGIAERIRE,

BAREEFRER. ERAAEAEXH.

AEXH. BEXHMAE, RIAMBERT, XEBERAANEEXHRER.
BRI, XaNREERFHAETER.

BRABIERI. NRER, SANEBETEEEIEMEWRSN, EXAREREEER,

BMERELBERET. IREA, AEGZANEZEFRIRNHIRENRE (REERENERSEF
BIMIEERY) o

EREFMEZELE, MREA, REEIMNERMEFMAEMNEMIRMIRS FOZRE X IR
BERGIBRE, XEFEMAILUNRIZERAIERE, BINBRT, WETRTFERRS. NRERE
BIEBITA, FRALED,

ERRTR:
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- REAMEFSERSEMBMRSED . Bit, #FKENERNFE—EHREFEE
M, BEEBRTENREBEFERFER EDN (T BRIKE > EBE > RSET EH+ L)
HEERE.

o ARDIER, BEE—TRENE. BEERTIAER, BN ER > 8 > Kitfs
BEmi+, aRETEANNE, ARMLETXCREFEREZFRIFEER

RIFIFIRIGE, NREA, HAERF, RERELAPFRIRENRH. B XIFRILEN
R, FERAFRIRE,

RIFTRSIRE, NMREA, HRERFY, RERAR Windows RAFIRE (140, Windows FHiR
EERSRMZFIER) BIRIE

MBI EERRRIE. MRERA, HEMPRIRERNN, AEBERERR EARK Windows Rl#T.

RIFTSE. MREA, SRERFN, AESRLXKERENRH. B XKHIRENER, FEMH
SRHo

RIFAM. tNREA, SRERF, RESM% Windows T S EEEAAIRIET
BREITHNAE, NREA, AEIRTLIBTEN, MERFHFEMIRIELIETN.
ROMBRRLE, IREA, RESRSRIEMKIRENEE, MERFTHMRIELIETK.
ERRE, MRER, RETEERERPEFTERAFTR. BAKRE, EIMERUTEIN
« AP MLEFTEIN

o WIREBERE AT F EER T REBLIBETEN, REFHIEREEIEIERIFTH

Mo
o IREBEREETF EER T RENEITEN, KERIMERSIERPIEERNERITH
Mo

o BREWXBNZE MR IR ENERZ S BRI RN 25
- FTBIERSIRE. FIaRE. REFA Fia & £ FXCERBERER T
« FTBESEN TR KRB ERES TV

MasmE U1 BE, IRER, AEREEXRERBAEFERERH. BEFKi, EXMBRU T
B :

- FMBRGRE. FmRXE. RESHHARIRE LT XCERERESH.
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- FMEESENFREREE RES

RENAEFREEFE. NREA, REFREIBREAN, RIFCHIALAEFFETHRRER
BB,

BANAEFEE, NREMA, TEMUNEA BEXNEEIZENNERTH, FRHIFRE

£) .

ERBEAFAER. IREA, {EREIBAE Active Directory AR H, R : X2—1
FEEFRRITIE, NEMSENFNIERE,

REBRRSSEN, KRBT AERIEMERGRSE, VIREEBSEEFRENE, FIAE 15000 2
o

BRERSZEN, (IEXV ELERRSHENE, FlteERIENERAEE SR A X BRERE
o EMAMER 15000 ZF,

PIEFIRER . EITMERR (MEREIRIA T ML LR/ RER) BBIE, EitefE
RIBFHANIRERK, BRIAED 500 ZF,

REERAHITE. AEAIEANRALER, FAMERN 0 RERYERDITHRALRER , 1 48
A2, 2 WWMERR, IRILEHE, BF, BELTEFENR

BREA. NREA, HA5EMBRMRSHERZERIMEN, AEBESEREEN LERERNHE
Ro Citrix® BIEREERENMENMEEZE EEAET, SN, EEREESCBR IR NE
BrfEims (REEN) Lo

B RIET
BHEATRERE, NMREAXEIRE, REIVIRARFXERE, BERETEAES.
BRADENERE, MREAXLEIRE, RIEIVIFE TRRBIZREFRATE R ECHER(F.

BRI, IRER, REBEENFEIRE. RIABRT, BIFERA 30 2.

EERERE
EFEENNRELE, XEEEGAIEENEERERS B IR SRR IRCE,

&
TR ERFINT. WREA, XEERMRBHAIEENESRBIFERLIEMIERS,

BR:S5 22
X BEEREENRS.
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REBEFRIFIER, IIREZESH Citrix WEM RIZENRSEFRIFEHEENNE, BIHEETFS
WEM RS BURERIFES . FAINMEN 30 T

SQL IZBRIFIER, IthigEEH] Citrix WEM R ENARSS FERIFTH SQL EFKERIATE, FRIA
B 15 58,

RETMABEIER, LthigE#ES Citrix WEM RIBEHARS FHE shIEEN AT AT XA RIBTE],
2

EEARLEREEINBE ATV ET NGRS, BrAIMtEENIENAEFSR
(VUEMAppCmd.exe) F#FHATIEl, VUEMAppCmd.exe FRAIEEAMLE Citrix Virtual Apps
and Desktops B& RN AEF B B RIMELIE, EREEHE, BB
VUEMAppCmd FINBIF ERIGE, ZREE RNIEBEFVEE AXKEFTIH, EXFHAER,
BBHAREMEE WEM R

BRREED. XRrAERD It RpvPrE REEENERFERERIER.

53 iequinit RE, BINBERT, Citrix WEM RIEENARS 2FRF ieduinit 5517, ARFEoHAIE
EMNAHRITXM. IIRERGINEENAIRS AEFR ieduinito

REEDHRT. MRER, WASHETEERFANEAAR B Citix WEM RIEEA.

ZHaiRE
BARzIAR. ARSI RPRERERN SRR B IR chas 3R MR EhER AT IEE P HER.

RWFESEIETE S FRARDRREN. RER, ENEPEANRESEEFHAIHEMIERE
Ao

StoreFront™

fE A LEIEIN-EIF StoreFront N ARG ZIIE) Workspace Environment Management, $AiE, &AL
SMEHRIE > NRAER > NBEFFIRETF, SURNIXLNArEERRIANNAER. XM
IR ERGENNARRENNAERREAX DL HR. BXIFHAER, BERNARER. &
Transformer (EBIIRSKR) BT, 2B StoreFront N AEFIRIERN ERENBARRFIET£

. B X StoreFront N FBEIEHIFARER, 1ESFStoreFront X4,

AR RS
1. BRI,
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2. TEARMMABENEEPRAFAGR, ARREHEE. NARERREFIENEESEF,

RZFAERE URL, 187 218/ Workspace Environment Management 71834 JRH StoreFront 17 FA
[EH8Y URL. URL #4Z0KFE http://hostname BIFZT, EHH hostname 2N A REIERTEEEEE S,
port TE MY MBIANIGOARA B AT 5N BEEEENEO.

BERT

o IR{ERBINBREIE URL #4700 NSNS EEIGR, FEREMTEABRAE (Flw
Citrix ADC) ZJgo

o WIMRERER T ERZERHRRIER StoreFront,

. b SR RNEX AN,

YwiBN ARSI
AFRPER—TNABEE, AEREGRBUERNARE URL SiiEit,

PR Nz PR P /e
MINRFEZE—EME, FAEREMERMES B S HRIFRIZEFE,

R FAEER
BN A AT T R R IR E N A T IERI IR

RELR
IEETF _EBEBUDIFIE M A IR TR B AR SS

BERT
RIBYHRERERLS TIF. EHRITHHRIRENEMECEE PRI,

PIRBIRSHRE, WREA, RIEBENKMAIEYIRBIRSKE, RE, BIUIEEREER
F)89 Citrix Cloud™ Connectors, HIEHLERIMEARMIPETHEE WEM ARSZES, LINEEIESR
BH.
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REERLENAMEERTE WEM BRSEF EALLETR, BT HET WEM EEZFIS
HHo

B2 Citrix Cloud Connectors, 7UIFE@idH2 A Cloud Connector B9 FQDN g IP ik 3kHD
& Citrix Cloud Connector, EEHFAMAI—XZNI0— Cloud Connector, AR E RS R H
%, Citrix BNEEENRRUBZEE2DH Cloud Connector, Ht, BEEREEDFHD

Citrix Cloud Connector,

BkiZ Citrix Cloud Connector™ Bgi&, NRFHLERAAFIRECE Citrix Cloud Connector, 151%EF
A

EERTR

RIBYHRIREF e R E— LB FEEN, BEFERURATEERRKILE > BB > fRSETET -+
LECERSQL IRERIFERIZE,

FEENAMAREYIREIRS ARG, RETRETEAEES WEM RS, HEEJREFLEEIZR,.
Ak, iEEEA AgentConfigurationUtility.exe 3517 5 FI40 :

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o

--server <server name> --agentport <port number> --syncport <port number>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o

--server <server name>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch --

usegpo -o

UI KB ™METL
KEESETRAVEAMEL Ul R FRIBH ARG, XEETUAT T Ul RIBEAFFERN SR
yap: o

AR

XEFETERT Ul R THIRE, Ef1ARERTF CMD ZX TR,
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Ul K%
XEGEARIFEFEBEXSIERE (VR Ul ER) EARFIFERAIR,
BEXERBEGREZE, NRsE, WERESHIRFNEREEXEEEE, MmAe Citrix

Workspace Environment Management i, ES# A WA FIREIRRL, FHATEINEER
400%200 fRZ=HY .bmp X1,

NMBEREHEE, S ESNEEBNEELLENENBEXE R
XFFEAB, R ESMBEXANEAELIENENBEXE R

Ul RERZBE. RIFIEEEZERTM Ul RIBF T ABHEENTECER K. fIa, BIENARRFIIEE
MEBITHNNEE, 28 | hREFRRENESoIEHE

RERAEERERE. MREA, WEREMHERFRBEMER, hixEENEERRHEAR
SEX
FERGHNNARFHRBREERN. IREA, EABHNAEFFFETAEET.

FERAGHNNARFPRBREEER. MIREA, NREAREETSTNERGRAEFNA
EEnEHE,

REEBZAUXANRE. WREA, WREEERFERHAE, Eit, WFIFEES, AEXE
PRy R ERE i = LA TR AR,

RIFTAREERTEN. WREA, WREREHEERITEN ET R #isx ENBFER. BAH
MR FZEBA TSI TENENE, AMECERAFTENNIHESETENE R, BIABRT, It
PR T B AR,

RFAFPEENAER. NREMA, NWAERXSEFH EENARRF S fin ERAFER. B
PRI B HIZETS T EBNBRERF MEEHEEN TED, RINERT, ERLTFERRK

- KiH. FNAREFRESNNNEREH,

o FFARE, TR REXFEPEENBIZFRES .
- REFE. FNAREFRMNEIRESEHTEL,

« {51 (P). EESI=FEIBNAREFREA.

« FFARE (P). FAEFEER FIR"EE,

Pz
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FERILRETERREERE EERN TEIENFRES . “PREB 5N IET{YIE Windows
XP #1 Windows Vista 8] F.

FRIEEER XARE, NREA, WEERTARHAE.

BRNMAEFRELN. NIREA, WEHEEERAEREPERBRNNAERF LT, AP AU
NENNREF RBSTNARER. RINERT, EILTFERRS.

BRATERFHRE. MREMH, NWHEERETEREG QRFIRFAIEN, EMASRERFR
FEeh R,

RIFAFREBRE, EHESEAEXREPEREBRFEET. RINERT, EBLSFERRK
S ‘EERF AT HAI A EEEEETRREERLRRE, AREF EBRFE, RET
EERFEMIEE, EIZMNEES, BAUTUNEEENARHITHRAZS, AP IEREHE
fE, RRBRHEE . XFHRIBRENE SRR XBVEMRIL

Pz

o RERBPRZRELITREMNER | BIFHNXFo “BIFHERSIIIENER WEM K
B, Alt, EEEZHaFEENSERILAEN, ‘X T EMITH—TXEE, HE
B EEEARAIERRRATFAE R

RIS ER
XSRS A] s = _E RV P ER B 5Tk,

HEEhEEERF, EH BB ES A Hisrr EMAFER, UKAPSHZETNIREMF 2. H#
A—"PWuhsEs, P A LOET xS KEE B,

BENXEERF. ZRIREEREREFER IR EDN, UKAFR B ZETNNREER 2. BA
— kiR, PRGBS P A X E R

BRARBHR, EHESEARERENERMRED. AFIUERZETITARRHRIE, %
T ERMHM TR

o FTEWR. MXAPERNERRREEE,
° ﬁﬁo 1%@)%%&0
o RELTIAR. HREBEREELEZIFAR.
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ERRELZI/ARED, ZHERTREHATIEFERRELZIRARED, NREM, AF
A UERIZETE ERR TV B REBEIN B EX A ER A B EE RSB FHbfFitit, higES
E—NEETTABEERBEFEMHEF i,

BEXEH. IRER, AiLEEERBBRTERT AR B F bR F B EBURR.
BFEREFIRIR, FliLISEE REHRIER T AR FHANBEFEHARRTERER. LFERFEE
FZE,

p=—

B X A B FHMFIRRPERNBETZIR, BERANESTHE. XEBFHEHERRPESE
##UserScreenCaptureComment## IEIREE, AP F2EMAITICHED,

fEFA SMTP & iXEBTFHBM. tIREH, NEEA SMTP MIE MAPI & &2 15 FHB 4
MK SMTP, Mhian_EFrbia AR SMTP I E, URIEEHZEE EH.

L
FEEERE XN WREA, ABEREEENEBMXALSTRENITEN. REETREN
X

RN X, MREA, SHBENEEERBRERSZRN (TAFPBA) &, REFEXAHST
IFRTERIHT B

=5
“BEERIZUATAR !
- BER, RIFEENX Workspace Environment Management™ EIE5 (AP Zm4A) , HigSAt
@ EEES G iR Ec B EANIR,
- AP, ATEEERFAITER.
- R, REEERERTERHNTERES, AINRFER. EBREN LERITER.
« BEIER. RIFEEFE Workspace Environment Management FREIEERD, ERILUERAE
¥
o TR {TECEE N EIZHTAN AR,
o BT EEEHIRETERE.
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o IEEEER,

EER
XLERIR D IFIEE X Workspace Environment Management BI25 (FAFPEA) , HiEFaih&Ed
EIREF S5 R A B EAIRER,

EREEERNR

BEEEERIIKR, EXENERELS (E2ihiR. RRIEAAE, FLTX) . EIUERER
BABNFEL ID I XAF T HRIRIESIR,

AINEER
1. R EFXEREFRBARME T,
2. EEERA A IEEFRAFAER, AERE BE.

. EYRIEERIER A P SRR,
fid, B X AP IANEMER,

EREER, EEMMEEEMERF/ANEBREER, BRILTAEEFERF AN R EIE
R, eREESNNRERTRELR (REX) . MREERINRERLREEN.

BER, XAIFIENFMERFIAEEATHERIZ— ER | EERREEEMITERAEIR
B

TEMANENEERMEEER (BEE) NE T HTHAEZEEFIN. REEEZEIHMR
NeREERFEERIMIER Workspace Environment Management B2 5, RE£FETLiFENL
BRZEEAFEEDEE XM,

RFEERAIUEERNEN S, EFGEREMRE. REeRxehaNe/RRREER T
BIEEET+,

BRRRRTEEREEUT —IHSMURE !
BRIECIEE T LIBIBETNERIR(E
REEEBAILICNE. BEMDECRIE, TR aeRIBSMIFRIRME,

ThkER EER T UG BN EERAMAN, Mt ERER T EAREIMREED KN AES LIE
FRBYRRI,

HEREERRAILUFFE IR ECLL AP A,
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RASLAEFERBIUEERALAEFIRE (CPU. RAM MI#HIZENE)
RN E X EEE T U EERRMEE X &,

EEERFERBIUMNEBERERAIIERPANN. HENRMIFHAFSE, EkERF EEET AR
EEMIRE R BN EIR(ERIA P A,

Transformer BEER ] LB Transformer 18 &,
BRSEERANTUEESRKKE (EANZERERE. BERES)
ZLBERLUAIN B2 E-RPRIFrE Y.

RE. XETEFIFMERFIARERERRER. 2R, ZBPIAFRHEMNA Workspace Environment
Management EIE5R, HBLEFERAEEESS.

A, WFERARR, ERMELERARER4H,
MRBCEETLBEERR, WRERNUTEMA !

Ih R, BT I EMIEARS PTERIEIEZERFTA Workspace Environment Management it 52
(BEEH) o

BER. ERIERA HIEER Workspace Environment Management it (BRiEf) BSRLLEIE
R, AN, ZAFP/MARHEINZERNERER, HELAREZESR.

BER, FEED| I EAZEMARS RIS Workspace Environment Management i (BCEEE) %
Firise B P I£E IR R 5

AR

TE R RA * 8 Workspace Environment Management S8EMZ51HE Ro
FitER
e E mEAE N B EEDBIREN AP HE,

BAFEE, REME Workspace Environment Management iFBIIER S, SEYaTAS
(BdB%) MrBihs (BEK) . XEREE 24 /NEHEE—TBFAF#.

BARA®RER. XETRSYmMR (BBEE) XENPMERAFNERESR, 2ERERME. L
MIEFRNITENATMURRIENESEE (U5 CMD) MkkA, Ea]UERERRGITE ID #H3X
RFF BT Ro
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A

TEEE X Workspace Environment Management S8 EHIEMFHIHER,

FitER

It TIE 27 Workspace Environment Management #3&Z&E 12 & B9 Workspace Environment

Management RIEHHEE,

RIBW/E, T REFE Workspace Environment Management #FAJIERIRIREE, SEYpIAiESE
MFAERRES. ERRETE 24 /NEFEE—NBRRINARE,

REHLIBR. ETFEEIMIEESNAENERER, 2 LERNE. EREENILE
BAFURAIERRRA, &R UERERIERIFE ID Hiks&R.

R REY G, UTEIRRTRIESETES Workspace Environment Management #3EZE LR [ES
HER,

o Y (HABEF) . "RREXRBEFT I, BPEREBIRGLAEEES S

o KA (A)SEF) . KRBT ETEHRHITH. BT HERFE, REBRTERRIRSHEEREESS,
o K (X BtR) o | LEXES KM,

FEENHEHESTRARET R, EaUEEHEPEEXHEENSITRITKRE.

EBEXHEESTRRERESTRIEBEEVHITESRSKNE, UBTHREXHEERTEMILEE,
BRI LUMNE MMIE A EAYEE S ( %systemroot%\temp\UpmConfigCheckOutput.xml ) FEE
XERENSER, LURFIFERM, IiseEXHE R WEM RIEBEVIRS BohiHiTIRERE,
EFpRITRERE, FEEEZEHSPAREEHETNNIE, AN LT REREZFRFRE
XHEEREXRE. STMRSNEBRRE—MRE. BEEERITRS, BREMNH. BEXHE
HIETRARET P EIRMEHRE X BEXHEIESTIRARESHNEMER -

- R (W@BEHtR) . RAEEXHEER IR,

- BE CEATRNSEN) . RRAREXHEELTIERERS. IIRERERGERTMARE
HERFEREREXHEERENAR, RS —EFZEXRIIT,

- IR (XEfR) o RAEREXHEERELEARER, SREEXHEELEERTT.
« AEA (BSEM) . REBIIKREAREXHEERRET.

INRNSIERERRIEBIELIRE R, HERENBEERRIE, FER Citrix HARSHFo

EBREEER T, UTERRTIETSEREIERARESIHE R LEE] Workspace Environment
Management #iEE., RIEEL. ZRVFERTAEL FRIKS.
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- £% (8EATICERT)

SERRTHRIZR. DIFZM Workspace Environment Management #3EESRIBR S HIIE R, NRA
PR REFRITEEE 24 /\BY, MAENAYIE RS,

RIFAE

RIFTRIER, REcSEMEHRSHEE. BiENARS 22 A Workspace Environment
Management B3EEXIFRIEFENE M.

1. BEHRIF U EFHRIENR,
2. ELETCERERIREZFRIF Workspace fH",

£ TSGR A RYET

Refresh Cache...

Refresh Agent Host Settings...
Refresh Workspace Agentis]...
Upload Statistics...

Reset Profile Management Settings...

Reset Microsoft Usv Settings...

Refresh Profile Management Configuration Check...
Delete Record...

Rezet Actions...

Process Citrix Optirnizer...
‘RIFET . MANREAMESE (WEM EEBRIEFNNERRIAR) BRI, RFEEFHAER
EFSEMEMIRSED

‘BFABRENIGE . VARERSRE, XEREIFEIRRE. MILIRE. RFHiRGFQEURHEt
IR D ECRYIRIE,

“WIHT Workspace V", FFAADECRIRENAT WEM I, XER(FEMLZIREhER. FTE
. MAREFF.

“BERR

* “BIF Workspace REE"EH(ER T BoIER (MIFHRLRFHERMARSE) 89 Ul
RIVAE, EBRERT CMD AR,

« HIFFRBIREER AT LARIFT. FEIRE (I, MRIKENARRKIZE) XEBHHERN
R Ao

186



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

EEFEHER. BAIHER LEBIEMEMARS,

EERENHERGE, BRIMKREFHEFXKNEERE, NREEXHERRERNAT
THARE, FRTEEREXHEEIRE . ErfFERE R FieEIEmaT A,

Pz

WR7E WEM ERESSPiE EERBXHERRR G, RERNATRIE, 557
CTX219086 LURERARIR A 7o

B & Microsoft USV 1B, EMREIMREFEHEFH XBFENREIRE, R Microsoft USV 1%
BRNATFENNRIE, E8HEE Microsoft USV 8B, SAGHEHRIE

RIFREXHERRELE, NENREINRTRSEE, UHAEREXHEERTEMILE
B

MBRIER. IFMNIBEFRFRIEIER, NMRAEMLFERES, MIEDUF XS,
EEiEE, BEMRERITEN LFAE SRR XINEMERD, LIEEEMRE B D ERTE
4bEE Citrix Optimizer, JHEENATFARIE, WUE Citrix Optimizer & BHYERILENEK,

AR
T R R EGEEFIZ R Workspace Environment Management IR EAHIRZS.

EERTR:
REREIMB|— M ECES.

REUTER .
HENAT. STRENTENNST.

K& REENHEN LAEFCERT, BERMU TSRS, =#RHEE X EMATIERKE
ZER:

RERBPEDEFIER. BERGRS [T ENMREETERLR (BREE) , FHAZAERSS
EEEMASR (REE) .
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REHBER—MER. BEMZEMRSSETRGENTENIEXIRELXDZtR (BEE) N
2,

REHREDS MR, BMZEMRSHETENAERTLER (BEE) , RAZAESERZD
R (BEEE) .

BRRERREER
qE

* #mi8 Active Directory BX&EM (ITEAN.. iTENLAM OU Bl % XK)
HE

* 4mi8 Workspace Environment Management BXX4EH (TEE RS S B Active Directory 35
o) , UEHBHNHER— N ibs (BBESK) -

HITXEENRGE, EREMRMARSES RIFTRIE

I3+ BRI EEEEDS Workspace Environment Management & BT HAIFTE BMI5R. ZRIA
'I%E;R—F’ E/L,\jj =, EEIJ%EEHEU%?E Crho

ﬁﬁﬁﬁo ll::ﬁi; tFﬁR&—LIJj 'Jj (Eagi) *ﬂ EHH/E.TFﬁL L,\o
SFHAE. UXLS BRASFHBE.
ﬁu%alu\o El %ﬁ E Tho

:E% E I:E\o 78 f‘?FfrﬁﬁE%%E’J E J/Cho ﬂ.&fffi\tﬁ/ﬁo )= B? E /L;\KT%E E /u\q:' /J\HD—/\$T¢ 5 *EIT
ERITIHEME WET{GERFE2RTENRANEEE S,

RE

IHIEI-E5H T % Workspace Environment Management RIEFHMBIFRE Bk, EEB T BIF <
ﬁ-llj b II_;\jjIO

TEE, XLERTAF SRR (BBES) MBAMEEMmERR.
%H:II E:L,\o L/( XLS *g_tfrllill E/L.\o

RIFBEE. RIFBEE.
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AREE. BRAAEREENAE. HEELZAE. BRASSERASFRI—IENS, EF
BRITIRE, WET(GERTE2RTEMIAINREER.

2L

LA S FANBFRERMNUENEDIRS. EIUSHABEEMERINRS,

=1=E
SEBREE, KRECRTERBIESNAE AR NSAERNE, TAUNEEPLIIUS
EMES, HPERTEMEE LS NBANEBERATE.

B

M
II'_*

SHERS. RS TERIIIERNFABIRENSABNE. ERIURERENEFIUE
BIFARER, HRERTESMLENRMEEEE,

RAFE%

ERBBREG. MRS ETPMERRBRASXNEAERED, ERAURNEEXNENEINUEERRF
HERo

BrheHiRs. iREERFMERBREXRNEAEIEE, EIUNEERNETEFINUEEF
MERo

ERE, RS B TERR I SB ST HERERANIRERENS BITH. EIUNEE
MIgERBEUEEFAER.

RAFMgERS
BRI, IWREAFEEEMABANSE N EFNEREE. EAUNEE MUBAUEE A
1%/&:\0

NERSG. IRERFEEEMEHRNEMIENEHER. ERUREETRERUEEFHA

15 o)

EEXGRRER

L INBENSHE Profile Management #1 FSLogix A E X 4R 25. TR TIREXHRasEARFERIK
. FAMRBXHRBNRIERE. NEARESE S EIEER,

ERLTIEER U E R B AR ZEEIERBR, FHiIRAIELEREX A2 ER TR,

HE
SIERNIAE -
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- BEAZE. EMERXRETRTEENBRREBEX 4Bz EIERER.
- DERT. EMNEXRERTEENERABINSIEHINEEXHBFHNER,

EERTER (B, &b 6X) &, BEBIFT A ERRIH.

ERAZEEYE (GB) AR, RIFERA—TEE, HEBEXHRRNZRERBLETZEERN,
REMANE. BA—TEEH

BEAZE/NF (GB) AR, RIFERA—EE, dEEXHRENZERERBRETZRER,
*‘?ﬁ*ﬂﬁ'f&o %E/-\_/l\l—.Eg&o

xE:

« BEELAATEHE,
- EESHRENERERS, S5 RH UL BRZEEERNBIE,
- BEESRENERERS, NTREZRNZEEERBERAIANF,

EEXHGABRE
EREENBRAREXHASFIASIERIIR, fHENER (fil, L6 X) &, R RIHE
HATRIEIE R,

BRI LA A PMEIC RATB BamV BB, XFMAILUER T BAFNESRT. Ak, HAES
TREBIER, REEXRIF . RIFREIFE-RIES. BE, ESRIUMNKXR)XEKREE
Mo RIBRWUESS, ARMRBRETREENLER, NWEKESKSHEXBEE. AE, &F8
MINERZEARERNBIEHITER. REEFAIRFE—RNE, SHRIFRHNUERRIC
Fo

REFNERE XRSHERABNER. EXEIRAENGER, 158/ <https://
docs.microsoft.com/zh-cn/fslogix/fslogix-error-codes-reference> #%bAY Microsoft X

o

[

5 IET
XEETIFSERR S AN TR, EERILUEE R/ WERNEMERNIE (UMW RE
fin) , BEFZENEERATHRS.
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B35

ERUTYERITRERES !

« CMD 1 Ul iR\ FRIHEE

- ERESER )RR

.« THEDHE

s MIRIREIMKRE

. TSR

 FIPS &§F

« {3 Citrix ADC #1Tfa T
- BEMRTES

- WHOAER

- EEHEXH

* WEM TEMRM4FIREESE

o XML FTENNFIRECE

AER cMD HRXH v ERX

Workspace Environment Management™ XIEr] A 7E CMD &A1 Ul = 5517,

HIEMERETERMNETE, SrIMEGEMN CVMD RHERE VI BRETE. Alt, FEERRE
EAGE, ZgEMT EEEH S > B&RE > iBE > TEEETF L. BXFAGER, B8H

BRIZE,

NRIEAREERETERNBENET, & (BERNRLAF) JUEAREITEN LU CMD #ER 5L
UINRNEEIE, Alt, BSMBIREBREXXHRHALBILTEA exe X+ :

« VUEMCmdAgent.exe, 72iFZL CMD &E1TIE,

« VUEMUIAgent.exe, FCIFE Ul iRTGEITHRIE,
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CMD #EH Ul EER 2 E X 51
FF CMD B, 1BEFEATED :
- EFFNEMETHN, CMD BREETR— 1 HSIRTH. CMD BREEERBEE.

- EEHEY, CMD RASFAFP DERRIEN A TRIE, XEARFAEMKRIEEIER. FTEN. M
RiEFF.

- BAl, CMD BERAAFZFHEM G HITERIF.
XF UINRD, EERUTET
- BERNEHETH, U EXRER—REEHER,
o UIMRZVRTDUR LU ED -
- BNNAEF. DIFEEENEAEHNAER,

- BRI, RITTHARSHERIE, IhENERTERZFES > SKIRE > Ul REMEL
> BEIOETET+ EERBRRAREAER. AXFAER, BEEENEIET.

- EERF, RMITEITAEERELIR, DIEEERMRHEEMLER(F.

IHERIMESR A EEEH S > B&ITE > Ul REMEL > ul REBETUET+ L ERARTEFRERE
B1E. AXEAER, B2HV AEETL

- EBNARER. RITTITAEENARF I EKREENAER.

IR SR A EEEH S > B&IE > Ul REMEL > ul REBETUET+ L ERARTEFRERE
RRAERFR. BXFAER, F2RHU RIEET,

o EIRTEMNL. AWEITHASEITNNTIE, NUECERIATENNAMESETENE XD,

HERIMESREEEEH S > B&ISE > Ul REMEL > ul REBETUET+ L ERRTREFRER
TENHL. B XIFAER, BEEU RIEED

o RlFET. RIFRNE, FAFDRIRENATRIE, XERFEAEMERENEE. TV, XA
EFFo

o #Bh, WA "W, BT ZMuLE UF KEEB,

LM EREERZEFS > BLILE > Ul UEMEL > BRISIEINET £ LIisEBRIERRF
o BXFAER, BERTEHEETL

°© *a:o Eﬁﬁ%{ﬁiiﬁﬁxﬂ":”%:%\o
o B, RIFEXHANIE

192



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

EEBREUREENBREFMITEN, ERUERERAUTIE EREREXHRPRME) ,
MEAHE Ul RV ERRE

» ResetActionsUtil.exe, FUIFEFTHEBREIE,
« AppsMgmtUtil.exe, I IEITAEEBNAEFIE,

« PrnsMgmtUtil.exe, 7SIFEITAEEITENTE,
CMD #3UH Ul R Z B EEX ) -

- CMD RIEBNAIRERRE. ErIMUEE WEM RIEARSS (Citrix WEM RIEENARSSEK Citrix
WEM BFRERRS) EHENER (Fli, BRWEFER) E5)CMD K, IELE, B
ERAUFEhEAR CMD U,

« Ul REBRSEETT, Citrix WEM REEENARSBahaiEE ul . Ul RERRLAFEHEBE
ARSED. BITRNEBRAEFHER U RE,
=3
EARE—TRIEPRESHETT CMD IR Ul R,

w REGERIVER

TSI IR/ 2R Windows FRIRE D ¢

INEFFBTR yIPERE

BEPG Microsoft.ActionCenter

BETE Microsoft. AdministrativeTools

B ohiE Microsoft.AutoPlay

EWRRANEE Microsoft.BiometricDevices
BitLocker JXcH2RNNER Microsoft.BitLockerDriveEncryption
HEEE Microsoft. EREB E1E

EREIER Microsoft. iR E R3S
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B EAFNAYIE]

AINERF

REEER

REAFTENH

R

D

ZARER D

EZE

Pl

XHHEIER

XA FeETN

ZR5 |1

a5

Internet 3715

iISCSI Rict2F

iSNS R385

B2

B

i
([

fl_
Tif
P
Tof

BAR
MPIO ECi&
WEFMEZ 0
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Microsoft. H HBF1BE 8]

Microsoft. ZRIATEE

Microsoft. 1§ & E B8

Microsoft. i&ZF1$TENA

Microsoft. 7=

Microsoft. BB ERFO

Microsoft.ParentalControls

Microsoft.FileHistory

Microsoft.FolderOptions

Microsoft.Fonts

Microsoft.HomeGroup

Microsoft.IndexingOptions

Microsoft.Infrared

Microsoft.InternetOptions

Microsoft.iSCSlInitiator

Microsoft.iISNSServer

Microsoft.Keyboard

Microsoft.Language

Microsoft.LocationSettings

Microsoft.Mouse

Microsoft.MPIOConfiguration

Microsoft.NetworkAndSharingCenter
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RN X 15 El R Microsoft.NotificationArealcons

E i Microsoft.PenAndTouch

DMEAL Microsoft.Personalization

BBIEFNA AR 25 Microsoft.PhoneAndModem

B JRIZE IR Microsoft.PowerOptions

ERFATHEE Microsoft.ProgramsAndFeatures

& Microsoft.Recovery

X5 Microsoft.RegionAndLanguage

RemoteApp fl S mEERE Microsoft.RemoteAppAndDesktopConnections
By Microsoft.Sound

EBEIRG Microsoft. SpeechRecognition
FEZEE] Microsoft.StorageSpaces
SISl Microsoft.SyncCenter

R4 Microsoft.System

TR EBAI%E Microsoft. TabletPCSettings
ESE=MSEM Microsoft. Taskbar

SRRE Microsoft. Troubleshooting
TSApplnstall Microsoft. TSApplnstall
Il Microsoft.UserAccounts
Windows FEESF+4k Microsoft.WindowsAnytimeUpgrade
Windows P+t Microsoft.WindowsDefender
Windows BhA3E Microsoft.WindowsFirewall
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Windows #zfisi0 Microsoft.MobilityCenter

Windows & & hk Microsoft.PortableWorkspaceCreator
Windows E#7 Microsoft.WindowsUpdate

TEX 3% Microsoft.WorkFolders

ST
& 8] LA7E1E1a] Workspace Environment Management &1 RIS S, FEHINEEERA,
TR UTEUA T FERPEREISTRE

- FAERF

- YNARFXNARENAREFN | &617. TEARTSH
o YN ARFEE MR | BiR

o YL ATEFREIIURLEY | 4EAR URL

o EWRX M

o FTENA
o BEIREEE
- MEREHaER
- BIRRENEBRAM
 REBIIREHER
o BIREEE
« EME

- BfriE. BiraisNBRE
p=3 g

‘BIMEFRASHHEREYT B, IREANERE, SR ERITHALIE
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- FETE

. Um0
o SO EHR
o Ini XX
- BIFERE. BIFT. BAAMERHBRE

Pz

‘BERT. BENERTH BRME FRAIFMREET B, IRERIFREE, BIF
ToERTHI T 1%,

- SNEBESS
o BRENMBH
« XHERGEE

o IREREN BARERE

o Il 1 ANRZMHAES Active Directory BIEICHEE - KAV Active Directory &1 1 ILEg
g3

p=3_

B X ERG SN FRIVTEIIR, BERMERA B,

FRERR(E

B, BEEEMATIREF RN KGR HE IR A ZF. Workspace Environment
Management™ RIBEZ U N FRIBIRE :
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B’&

HE(FRER,KE)#

#a(FrT &R, KE)#

#HBET(F TR, KEWH

&1EB (string)&

&FEPRZEME (string)&

&BFF(string)&

\$Split(string,[splitter],index)\$

#AAE](F 1T R AR 5R5 | #

B (F TR ARG | KE)!

IFF AT ER(F AT R ARG K

E)!

#Mod(FRT B, KE)#

Pz

it

&I ZEMIEEBENF .

REIEMEERENFR.

MRFFBRORKENTHEFT
EEKE, MEREENFF
fo MRFHHRIKEANTIE
ERKE, NROEEHENL
=75,

MIFR= 15 B PP AR S ER
AYZERE,

MRIBR =15 8B P A 228,

MRFFIRLZ A \% FEEK
IMREE, NEFZEE.

RIEA [ FEERN DR
FFERFDANFFFH, FiRO
5| FF TR

NFFFERPIEERE 14T s,
FHEBIHEHNFREFMN.

NFFFERPIEERG 1T s,
FiREEEBENF M.

NFFFERPIEERS 1T s,
HiREEEHENF M.

R BRUKEHREIR

o FIBUIAEBIRIRNE
o
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#Left (abcdef, 2)# &[]
ab

#Right (abcdef, 2)# X[D]
ef

#Truncate(abcdef, 3)# 1R
@] abc

&Trim( a b ¢ )& E[O] a
b c

&RemoveSpaces( a b ¢ )&
K[5] abc

&Expand(%userprofile%
\destop)& E[E] c:
\Users\Jill\desktop

$Split(abc-def-hij,
[-1,2)$ K[E] hij
#Mid(abcdef, 2)# iR[0]

cdef

IMid(abcdef,1,2)! &[E]
bc

ISubstring(abcdef,1,2)!
K[E] be

#Mod(7,3)# iR[O] 1
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o FRTRREHIZIFBFEFZH Active Directory B4, Hla0 :
#Left ([ADAttribute:NAME],2)# (EHAYpiEAFPNEFIEMEN Adninistrator )
RE] Ad , $Split(##ClientIPAddress##,[\.],2)$ R[E 157 ,

e IMid(string, startindex,length)! #0 1
Substring(string, startindex, length)! IR{ESAERRREHIT.

IEHInE

AN E—MEINEE, T 7ZHT Workspace Environment Management 151 B B4R, LR
WEA T fNfe{E AR FR AR -

EEA .ini X, ErIUTE .ini XHREBREPEA %UserName%, Workspace Environment
Management 3 E#HITRIBHEARZBER. BF, L Workspace Environment Management
BA .ini XERENEENEF | BrfERFEEEEA %UserName%, EEARHEHN
=P

Ed

S5y

NTIREREM, ##UserName## (ENEHEITEFE, R %UserName% FHIEESIEFE?
BAE, M ##UserName## 2@EAEBHFEHNE,

¢oit

BERTRTHERG
g P Tl

##UserName## RERFNIFET =R
="%username%”

##UserProfile## IREIEANIFIET C:\Users\Jill
2"%userprofile%”

##FullUserNamett# ¥R [B]FA P 7£ Active Directory =HR-AE
e

##Userlnitials## =[5 F 7E Active Directory JC
ML EFE

##UserAppData## R [EIEFFR S - C:

RoamingAppData FYSEFREEE  \Users\Jill\AppData\Roaming
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rid

#H#UserPersonal##

##UserDocuments##

##UserDesktop##

#H#UserFavorites##

##UserTemplates##

##UserStartMenu##

##UserStartMenuPrograms#
#

##tUserLocalAppData##

#HUserMusic##

#HUserPictures##

##UserVideos##

##UserDownloads##

WA

IREHFEE 4K - Documents
HYSEPRERTR

IR[E4FFR 4 - Documents
BYSEPRERTR

B [BIRF RS A FEHYSEPRERAE -
SMH

R [E14F RS SR SRR ER AR -
LCEPS

B [B1RF RS A FE B SRR ERAE -
EL

R [E145 R S SR SRR ER AR -
FHinx s

B [B1RF RS A FE B SRR ERAE -
R 2

IR B IRS f FE R SEFRES 1R -
LocalAppData

B [B)RF RS A FE B SRR ER A -

Music

R [E14F R S SR SRR ER AR -

Pictures

B [B1RF RS A FE B SRR ERAE -

Videos

R [E1RF RS SR SRR ER AR -

Downloads
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C:\Users\JilN\Documents

C:\Users\JilN\Documents

C:\Users\Jil\Desktop

C:\Users\Jil\Favorites

C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\Templates

C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\FF A5z &
C:
\Users\JilNAppData\Roaming\

Microsoft\Windows\Start
Menu\Programs

C:\Users\JilNAppData\Local

C:\Users\Jil\Music

C:\Users\Jill\Pictures

C:\Users\Jill\Videos

C:\Users\JilN\Downloads
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rid

#HUserLinks##

##UserContacts##

#H#UserSearches##

##ComputerName##

##ClientName##

##ClientIPAddress##

##pAddress##

##ADSite##

##DefaultRegValue##

##UserLDAPPath##

#VUEMAgentFolder#

##RDSSession|D##

##RDSSessionName##

##ClientRemote OS##

##ClientOSInfos##

WA

B [B1RF RS A FE B SRR ERAE -
R

R [E14RF R S SR SRR ER AR -
BKRA

B [BIRF RS A FEHYSEPRERAE -
REFFER

R [E14F RS SR SRR ER AR -
EHIERF

R[EH BB

R[EIE A imit BRI
R[E%F P imit B 1P st
R[ET BN 1P ik

ER[EIHENIFTER Active
Directory I

&[] = F1A P BYIRE%

RO 3%

RO RERIE ID
R[OTFE R ERIERIT

REIATFEREMSETE
HBVRIERSE

R[ET BARRERSEER
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C:\Users\Jill\Links

C:\Users\Jil\Contacts

C:\Users\Jil\Searches

C:
\ProgramData\Microsoft\Wind
ows\Start Menu\Programs
WIN10EN-LR3B66L
W2K16ST-51S28JP
10.150.153.138

10.150.153.213

NKG

YRLRA string.Empty
CN=Jill Chou,OU=AF 1§
F,oU=1T A #h
[X,DC=citrite,DC=net

C:MEFEX M (x86)\Citrix\T{F
XIFEEERIE

RDP-Tcp#72

W&

Windows 10 &)V kR 64 i
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M#F1IFE ##UserScreenCaptureComment## BT 7= mAVFESR 9. TS AIUE ST BRIE
B> Ul KB ME L > BB eI Ty B FERFER P, S ARERE, BRRED—MTEF
B, ZFBRUTREREHALAEFTREHBRAN TS, ZTCHASEIRRTFGH, 1T
1R7E BB F RIS AR R B IZATE I B

anEREME

ZE{EH Active Directory B4, WEM &=fF [BE #9418 X B Active Directory B, =Z1Ef Active
Directory BMMEIA S, E—MME XNtk B TFUEEERHNE,

3F P ALK RN (OVU) 48, WEM =55 [EE15948 X B9 Active Directory OU % %5, Active
Directory #&fX2 Active Directory AR AP B (LDAP), M BeHEF5&.

fIan, RigEENAFFRER OU MEMAEIRENER, SR AEMABREARREFERTIS T Ko
SHEMAFB OU, B AR UERS TR

o BEREMEIRDERBRBHER &P, Flt, EUFERAMUTEEE ¢ \\Server\Share\
[UserParentOUu:0]\ o

« IRE— %A 0UMNIMETE, AENEEIREN . ARTLUNIREIZSIETA \
\Server\Share\%0U%\ o

Pz

o BB F 0B NBENNET, ZEFNNTEEE OU LM hXRIRIRH,

o EAILCRZEMMBIRE. Alt, BRREEERRIIX RSN, ZEM5EN OU
S]Ug N

18R BT LUEE Active Directory BB FHIEE . T ER > IHiEss > &6 > MiLaREH7
FKEMFLE, BEFRINE, AJLETHRERESRZEELD, EHEMmERZEEOR,
1B UE R T UF 5 Active Directory JB 14 X BXRYTHIZES SR 28 ¢

Active Directory &4 TR
« Active Directory £HPTER
« Active Directory 21X PCHED

« Active Directory I s FChg
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3FF Active Directory B4 PCER, shATHER o Active Directory AL R B RTINS SH, EA
ZERGABATFREARR TN, T Active Directory BR1ZPLEZ, T LDAP BREMNGIESER
##UserLDAPPath##, XF Active Directory L= PLER, SRR ##ADSite##,

BXRA, BEETR

=X T NG
[ADAttribute:attrName] REIHAFRIEERYE [ADAttribute:name] 3X[D]
Administrator
[PrinterAttribute:printername| IREIFEEEITENVINIEEE 14 [PrinterAttribute:printerd|
attrName] name] 1R[9] printerl

REIHFIAFX OU HIEER £ CN=Jill chou, OU=User
Accounts, OU=APAC, DC=citr
ite,DC=net A,
[UserParentou:1] 3&[g]
APAC

[UserParentOU: level]

|

EME=
BFAEMEK, WEM &%F [Registryvalue:<Registry path>] EEHAHEXEIMERE. F
i, e LIEELTE -

XML X4

BEFA XML X, WEM &% [GetXmlvalue:<XML path>|<tag name>] {E&E#iN XML X
BRERRE, XML BRI SEMFERE, WAUEHITNRENIMETE, SAIE % IEEIFE
XEO 15”&”) /l_a\—_l-l’/(j: J‘X-FTE:

« \[GetXmlIValue:C:\citrix\test.xml\|summary\] 3¢

 \[GetXmlValue:%xmlpath%\|summary\]

INI 44

EFEA .ini X%, WEM 2% [GetInivalue:<INI path>|<section name in the .ini file>|
<key name in the .ini.file>] E#EAE(E. INI BRERIUSERERE, WAILIZERTNEREN
HETE, BOIE % BFFETE, 0, EaLiEEUTE

+ \[GetlIniValue:C:\citrix\test.ini\|PLD_POOL_LIC_NODE_0_O0\|LicExpTime\] 2%

203



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

» \[GetIniValue:%inipath%)\|PLD_POOL_LIC_NODE_0_O\|LicExpTime\]

ESER

TR R R IERE R
TRIE T HNAERCEER oSS EBFRE &R,

SRR it E PEECE R
BN AFTE - =
e E U - =
MR &[T £ =
AMRIEITED = =
WMI Eif45 R AT - =
XenApp® 7 FRITEE - =
XenApp X1 #RPIChD - =
XenDesktop® 174 #FPILAD - =
XenDesktop S EZH&HRITHAC - =
Active Directory JE 14T = =
HIMEEEYRF = =
Tt B IRITES - =
=gl e aE Uiy - =
TIFRE 2T S =
FTEMTRIEIE = =
F WMI L5 RITED - =
Tc XenApp 7% FRPEED - =

204



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

SFFER izt & PERCZER

T XenApp X FRItEC - =
F XenDesktop 174 #RPLAD - =
XenDesktop S HEZH & FFAPIT - =
fic

Active Directory B4 ARITAD = =
BIMHERETIRF = =
NES{ECED = =
ANSEREE = =
X HhigA<PEEC = =
XA PEED = =
BEAIIR RGBT - =
BIESIRF = =
HIMARTETIRT = =
XX FREFE - =
I RATFE - =

HiFigiBEMRE

AXN4BT Workspace Environment Management F5IF151& B8 X B EMRES
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_I:I-

& Current Site| Defavit Site

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

er ' PO PO r

Desktop Control Panel

Windows Explorer

Known Folders Management | SBC /HVD Tuning

Policies and Profiles ’J Start Menu

g Environmental Settings Environmental Setting Management

- ¥| Process Environmental Settings | Exclude Administrators

w Microsoft USV Settings -

. User Interface: Start Menu

1 citrix UPM Settings
Hide Common Programs Hide Windows Update Force Logoff Button

VMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup
Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List
Hide Find Hide Turn Off Computer

User Interface: Appearance

@ Actions Set Spedific Theme File Set Backaround Color

[ Filters [en | C

[ | Assignments Set Specific Visual Style

@ System Optimization |":.' indir %resources{Themes'y sstyles |

| Policies and Profiles 1 Rl T Style

[ Configured Users | | [me

[_| Transformer Settings

[[ | Advanced Settings

[ | Administration Actions

[} Monitoring o Apply 1| |r Ganceluil

@ Current access level : Global Full Access .:

= RERF

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BRI NoCommonGroups
EE S DWORD

RIZFABIBRSS

MeFrsa” SRR BT

N
v
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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MeFree e rh PR E1T”

B NoRun
EEiS DWORD
ERE 1
BRE 0
pLS L RIBFABIBRSS
RREETER
RIEA HKCU\Sof tware\Microsoft\Windows\Curre

ntVersion\Explorer\Advanced

BERFR Start_AdminToolsRoot
EEiS DWORD
ERE 0
BHAE 1
LS L RIBFABIBRSS
BRI AR B
RIEA HKCU\Sof tware\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BB NoSMHelp
EE38 DWORD
ERE 1

BHE 0

g RIBIFRRIRS
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PRRER

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoFind

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

pEi WINDOWS BT

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoWindowsUpdate

(EESEE DWORD

ERE 1

RAE 0

LS AR ARIARSS

MEESE

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B LockTaskbar

(EESEE DWORD

ERE 1

RAE 0
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HEESE
y(SE BRIVRS
(ST ER TN

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT HideClock

B8 DWORD

ERE 1

BHAE 0

P(SE RIZIFABYARSS

BRI & ANFT ENAL

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\Advanced

BERF Start_ShowPrinters

B8 DWORD

ERE 0

2RE 1

P(SE RIZIFABYARSS

B X F AL

R INAEH HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT NoClose
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Bl X HI T EAL
(EESi DWORD
ERE 1
RAE 0
abE RIZFABIBRSS
RGN ERIRE
RINE A HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B ForceStartMenuLogoff
(EESi DWORD
ERE 1
BAE 0
pUSES RIEFABRIARSS
X AERRXE AR
%80 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoAutoTrayNotify
(EESi DWORD
ERE 1
BAE 0
ab1E B RIARS
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XA LR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B Baexe

(EESEE DWORD

ERE 0

ZAE 1

R B REARS

BRSEFERANERTIR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB ClearRecentProgForNewUserInStartMenu

(EESEE DWORD

ERE 1

RAE 0

R B REARS

GBRE XY

%] HKCU\Software\Policies\Microsoft\wind
ows\Personalization

B ThemeFile

BEE REG_Sz

ERE R S HPIEE R ERE

®RE ERNEEE
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RERE A

pUSED

BRE

RAE

pUSED

RIE

ERE

RAE

RIE

Pl
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ERERS

HKCU\Control Panel\Colors

A5 5
==

REG_SZ
FCEREIE (R G B)
BEAREFEE, HWMRZFHERE, MWA000

RIZIFABIARSS

HKCU\Software\Policies\Microsoft\wind

ows\Personalization
SetVisualStyle
REG_SZ

Rl ENRE
ERAFAE

EREIRS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System
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REEE

ERE B aPiEENRE

=E(E ERREZES

pLS L BRIRS

RIn#E3A HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System

BRFR BN

=B 3t REG_SZ

ERE BURFHEE

BRE EREK

a3 BRIRS

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\System

BB TileWallpaper

BEE REG_SZ

ERE BURTFHEE

BHE IE67S

238 BRERS

R T £1% 18 £ @ (/en-us/workspace-environment-management/2206/media/wem-admin-console-

environmental-settings-02.png)

R« FREV R B4R

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum
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B TR AV R B4R

BEBFR {20D04FEO0-3AEA-1069-
A2D8-08002B30309D}

B8 DWORD
ERE 1
2RE 0
y(SE B RIVRS
B s B A
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum

BERFR {645FF040-5081-101B-9F08-00AA002F954E}
EE3iS DWORD
ERE 1
2HE 0
(S B RIVRS
FERIFRAY SR EAR
RINEEH HKCU\Software\Microsoft\wWindows\Curre

ntVersion\Policies\NonEnum

BRI {450D8FBA-AD25-11D0-98A8-0800361B1103}
EE St DWORD

ERE 1

ZHE 0

a1 FRERS
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RISEMAEH R

R HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\StartPage

BB OpenAtLogon

(EESEE DWORD

ERE 0

ZAE 1

LS EREARS

BRAZGRY

RIEA HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyComputer

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

FREsRYE

RIEA HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesRecycleBin

(EESEE DWORD

ERE 1

RAE 0
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FREsRYE
A2 RIEFARIARSS
BRRNEE N

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyDocuments

EEiS DWORD

ERE 1

BHE 0

P(SE RIEFARIARSS

R & BT

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

EEiS DWORD

ERE 1

BHE 0

PSS EREARS

R AR

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoNetworkConnections
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RRILREE

ERE

RRAE

S(SE

I

ERE

RRE

S(SE

RAYRaE

N

QI 52

ERE

RRE

S(SE
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DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System

DisableTaskMgr

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI

DisableTLcorner

DWORD

EREARS
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ERBREERET

I’ HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI

(EBZE0 DisableCharmsHint
(EE3iY DWORD

(S EREIRS

& Current Site| Defavit Site

§ Connect '| @, Delete ? Export Actions ? Export Settings
@& Create

E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings

i [ i

Policies and Profiles W LUTLGLIASN WSl Control Panel | Known Folders Management | SBC /HVD Tuning

@ Environmental Settings User Interface: Explorer

. i Prevent Access to registry editing tools Remove Metwork Context Menu Items Disable Explorer Context Menu
Q Microsoft USV Settings

e = e . Disable Taskbar Context Menu
gl Citrix UPM Settings Hide Libraries in Explorer

VMware Persona Settings Hide Metwork Icon in Explorer

Hide Programs Control Panel
Remove Context Menu Manage Item Disable Windows Security

Drives Restrictions

Hide Specified Drives from Explorer Restrict Specified Drives from Explorer

[ | Actions

| Filters

IQ Assignments

IQ System Optimization

. (| Folicies and Profiles 1

[ | Configured Users

[_| Transformer Settings
[

| Advanced Settings

[} Administration Actions

= o Apply Cancel
= Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

FELEA R RAE TR

N
v/
R

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System

218



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

FEIEAIREMREIET R
BB DisableRegistryTools
B8 DWORD
ERE DREFHAIMERmIESR 221
BRE 0
A2 RIEFARIARSS
FRIE Rl ar BT
K HKCU\Software\Policies\System
BT DisableCMD
EE3S DWORD
ERE PHEEBR Cmd IR 22:1
RRE 0
18 AR ARIARSS
MRR T 3C3 e EEmM
I HKCU\Sof tware\Microsoft\wWindows\Curre
ntVersion\Policies\Explorer
BB NoManageMyComputerVerb
EE3S DWORD
ERE 1
RRE 0
Rh1E RIERARIARSS
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TRBRINLE L T KRR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoNetworkConnections

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

TR REER R PR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

B {031E4825-7B94-4dc3-B131-E946B44C8DD5}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

ERREEEPREMBER

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

(EESEE DWORD

ERE 1
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AR FEERPREMSER

ZHE 0
Ah3E BRIRS
SREFZETER
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Programs

B NoProgramsCPL
(EE34 DWORD

ERE 1

ZHE 0

Rh1E RIBVEANRS

#FH WINDOWS Z2/D)

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoNtSecurity
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BRARREESR L TXRE
RI#E HKCU\Sof tware\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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BRZREMESR T s
B NoViewContextMenu
EEiS DWORD
ERE 1
ZRE 0
PSS BRI ARIARSS
BRESE E TSRS
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
BRI THE E TR
EEiS DWORD
ERE 1
BHE 0
LS RIEFARIARSS
M REE R PR E IR 25
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoDrives
EEiS DWORD
ERE EEURFPMERYIK 2R R
BHE ZE (Rz PR IZ1E)
LS TRERS
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NEREERREIEE R 2R

RIn HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

EEZENN NoViewOnDrive

EE3S DWORD

ERE EECRTFTERYIXTh SR R T

ZAE ZE (RzMRR{E)

PSS EREARS

BT £ 4 E iR (/en-us/workspace-environment-management/2206/media/wem-admin-console-

environmental-settings-04.png)

Rz EiR
K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoControlPanel
EES DWORD
ERE 1
BRAE 0
p(SE RIEFARIARSS

BT EERNEF IR VER

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BRI RestrictCpl

(EESiE DWORD
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X EREERNEHERNER

ERE 1
®HE 0
pUSED RIBRBNARS
HFESMRFRNEF
AT HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer\

Restrictcpl

BRFR INEFRZRE] (M 1 FraH BEnEig)

=Bt REG_SZ

ERE AppletName

BRE Z2 | BipR

a3 RIZFABIBRSS

BRE E AV R E AR VIZFE

RIE HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B DisallowCpl

EEiS DWORD

ERE 1

BRE 0

a3 RIZFABIBRSS
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HTFENRRFDNERF

KI5 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer\
DisallowCpl

BRFF INEFRZRE] (M 1 AR B ER)

=B it REG_Sz

ERE AppletName

BHE ZE | EBPR

P(SE RIZIFABYARSS

WL E B A X 43 &1 (/en-us/workspace-environment-management/2206/media/wem-admin-

console-environmental-settings-05.png)

BREENERAXHRK
I HKCU\Software\Policies\Microsoft\Wind
ows\Explorer
BT DisableKnownFolders
EE3S DWORD
ERE EBURF AR KB 25 22 15
BAE Null (RZFRIZ(E)
p(SE EREARSS
NTFEIMRANXHX
I HKCU\Software\Policies\Microsoft\Wind
ows\Explorer\ DisableKnownFolders
BRI BRI KT
BEE REG_SZ
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M TN EANX R

BRE

ZRE

pUSED

RRAXMHFEALT

ZE | BBRR

ERERS

) Current Site| Default Site

§ Connect v| @, Delete ? Export Actions ? Export Settings
e Create

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

er ' PO PO r

Policies and Profiles

g Environmental Settings
fg Microsoft USV Settings
&1 citrix UPM Settings

VMware Persona Settings

@ Actions

@ Filters

[ | Assignments

[ | System Optimization

. [__| Policies and Profiles 1

@ Configured Users

[_| Transformer Settings

[ Advanced Settings

[} Administration

@ Monitoring

StartMenu | Desktop | Windows Explorer
User Environment: Advanced Tuning
Disable Drag Full Windows
Disable Cursor Blink

Enable AutoEndTasks

Set Cursor Blink Rate

NI

Set Menu Show Delay

o

Set Interactive Delay

[ ]

Actions

Control Panel

SBC [ HVD Tuning

Known Folders Management

Disable SmoothScroll

Disable MinAnimate

| Apply 1|

||- Cancel

¥ Connected to : LA

€ Current access level : Global Full Access

HAfERhTEE O

N
e
=

i
x
%

i

i)

ERE

RRE

S(SES
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B AR
I HKCU\Control Panel\Desktop
BT DisableCursorBlink
EES DWORD
ERE 1
RRE 0
LS Ed ERERS

JEF AUTOENDTASKS

%] HKCU\Control Panel\Desktop
EEZE) AutoEndTasks

(EESi DWORD

ERE 1

ZHE 0

PSS BERITRS

WAITTOKILLAPP &R}

g% HKCU\Control Panel\Desktop
BB WaitToKillAppTimeout

EES DWORD

ERE fLEE

2 RE 20000 ()

ab3E ERERS
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G ESARIRIRESR
KB HKCU\Control Panel\Desktop
B CursorBlinkRate
(EE34 DWORD
ERE feEfE
ZRE 500 (3#l)
238 TRERS

REXSEBRIER
I HKCU\Control Panel\Desktop
B MenuShowDelay
EES DWORD
ERE fCEfE
BHE 400 ()
a3 B RIRS

RERXEIER

I HKCU\Control Panel\Desktop
BB InteractiveDelay
EES DWORD
ERE fLEE
BRE 7= | BBRR
ab3E ERERS
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BRYERR
I HKCU\Control Panel\Desktop
BT SmoothScroll
EES DWORD
ERE 0
BRE 1
LS Ed ERERS

EH MINANIMATE

%] HKCU\Control Panel\Desktop
EEZE) MinAnimate

(EESi DWORD

ERE 0

ZHE 1

PSS BERITRS

i s
TRRAHEERO AU TIRARE, AR R REE RS SR AR R AR,
B EERBHATERRLERENESER, A S,

ERLTmESRMAR, FERUATRMIER
- MRABZEERIENSZRRIERSL !

o “BPIEEERINEENNE P IRgE.
o “WHEHMEFimEi fE B EN,.

- MRREZEEYERR L, WRHFLAHPAFTELH BRETER.
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E SRt

FRRE SR

FHRLE SRR

FERIEE

R[EE

FraTh

FERE R

FRRLE SR SER

FERE A

R [EE

BT

FRR{E SR

FHR(E R

FRRTE A

E SRt

FRRE SR

FHRLE SRR
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A&7 TRUE

It

\|
/l
o

HE N FRITE
REH
FRIHo
BTN Computername 24N (OR):
Computernamel;Computername?2 EBEIRTF (12
EATFZ): ComputerName*
MR Lt ENRIRSNEERE, NRE
True, TNiR[E Falses

& P iR FRICAD
RER
FRIH
BANLINIR: Clienthame 2N (88)
Clientnamel;Clientname?2 &@ffT (BEHATZ
“N) : ClientName*
MR LR IHAINSNEETE, NRE
True, FNR[E] False,

IP 3thhtPTER

REH

IP bk,
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E SRt

FERIEE

R[EE

FraTh

FHREEE

FRRLE R SE R

FERE A

R [EE

BT

FRR{E SR

FHRLE SR 2E R

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR
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IP 3tihitPTAR
BANEFRNIR: IpAddress 2R (TX)
IpAddressy;ipAddress2 @A (WERTZ
) :IpAddress* SEFE (HEATZM)
IpAddress1-IpAddress2
IR YEIHTEN 1P #uht 5K ETE, W
True, &BNA False.
E P P HitITED

RiEH
|P 3k,
BNLFNIR: ClientlpAddress 2Nz

(2%) : ClientlpAddress1;ClientipAddress?2 &
BT (WERTFZ) : ClientipAddress* SEE

(HEBATFZ) : IpAddressi-lpAddress2
MR YRR IR 1P it 5NXECE, WK
True, BN Falseo

ACTIVE DIRECTORY I4siPCHg
TER
M)A Active Directory I s BIEA T4 T,
Active Directory I 5% #Fo
MRIEE L R 5 Hauh ST, WA True, &
79 Falseo
it

&R
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E SRt

FERIEE

R[EE

FraTh

FERE R

FRRLE SR SER

FERE A

R [EE

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR

FERIEE
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e

BANLIIE - DayOfweek Z N (38)
DayOfWeek1; DayOfWeek2

WMRSKEMLEE, WA True, [NA
Falseo

BT S0
FRH, MAT 2%
FRHR, M T E9TRHAE,
BN - E FEZ=ML - 2
MRIFETSFERERE, NA True, TN
5 False,

AMRMEITE
FREB, BENRFMRENTEREZNS
o I 2 SEMFRIN
HKCU\Software\Citrix\TestValueName
FRIE, MR EMRIAITIHR(E,
BANEF - E FEZ=ML 2
MR FMETEFEEER, WA True, BN
7 Falses

WMI Zif4hRPTED

REA
FRI S,

BRE WM B, BXFAER, BEH
<https://docs.microsoft.com/zh-cn/
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&Mt WMI Eif4ERITE
windows/win32/wmisdk/querying-with-
wqgl> o
R[EHE NREBMFAINHELER, MWRE] True, BNER
[B] False,
&Mt AP ExR/HXPTAR
FriHA{E Ay &R
FRHERLE SRATY FRFE.
FRERIE A MALF R 1ISO B E %
RENE NRAF 1SO BE R SIEEETE, MG

True, {NR[E] False,

E SRt AP Ul BETE
FHERE AT FER
FHRZE IR FrIB, MAUFEN ISOBEESM. A% FR.
FERIE & RAIFERY 1SO IEE %M. I8l FRo
R[] SNRAF UIISO BE%MMEEEELE, Nk

[E] True, FNR[E] False,

E SRy AP sBC HiREE
FHERE AT TER
FiHAZE RER MFRAEE,
FiHRIE &
R[EE MRAFP ETX (BAANRESKAER)

SrmEErTEe, A True, TNA False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

R[EE

FraTh

FHR(EEE

FRRLE SRS R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE R 2R

FERIEE
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BRIERAFOREE
ER
M TFRIF R AER
ER

MRVIAFTF S AL (x64 3 x86) SPTEEMT
fc, WA True, BNA Falseo
EERS

NER
M TFHIFIRFER,
NER
NREERT (ELTBEL) SPmtEPTER,
&R [E True, BRRE] Falseo

CITRIX VIRTUAL APPS™ hRZICHZ
NER
FRFB, Citrix Virtual Apps ik, =l : 6.5
NER
SNRARA S FMEETES, WA True, BN
Falseo

CITRIX VIRTUAL APPS 15 #iIthe
NER

FRIF, Citrix Virtual Apps 7% (RERAE
6.5) o xfl : Farmo
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SHFRTR CITRIX VIRTUAL APPS 174 ¥ICEE
wx[E] NRBINGFMEEPTES, WA True, BRA
Falseo
SRR CITRIX VIRTUAL APPS XIF&#FFIthg
FriHA{E Ay NER
FRARLE SRR FRISB, Citrix Virtual Apps XiZ%#n (R=hk

X 6.5) ., = . Zone,

FRHAIEE ~EH
I [g] MR EPMEELRE, NWRE True, FNH&R
[E] False,
& CITRIX VIRTUAL DESKTOPS™ 174 #PChg
FRHAE R TEH
FHRZE SRR FFFE, Citrix Virtual Desktops 7% (5

k&2 5) o = Farm,

FHAIES TER

U Y= NRLIMEFMEEES, WA True, ZNA
False,

Frath CITRIX VIRTUAL DESKTOPS SE4HAFHITAD

FEREEE TER

FRHAZE SRR FRFEH, Citrix Virtual Desktops SEHRA :
Groupo

FEREE TER

R [EE INRLIEFMEETES, WA True, BNA
False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

U]

FraTh

FHR(EEE

FRRLE SRS R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

E SRt

FRRE SR
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CITRIX PROVISIONING™ Bz
NER
M TFHIFIRAFERE,
NER

YN8 Y& Citrix Provisioning MYSIER SFmiE(E
PLfg, NR[E] True, {/NR[E Falseo

B ImRERSE
NER
MR R AERE
NER

MR YR IRIEERAESFMEEE, WA
True, &BNA False,

ACTIVE DIRECTORY B&{ZPTED
AEHA
FRIF. MY Active Directory ERZHIAFT.
BANEFRIN @ i8R LDAP BRRICED @ECRT
Mk - OU=Users* 21 &H : A% () 7R%
=
MREMFERELE, A True, {NA
Falseo

ACTIVE DIRECTORY Ei4PTEd

FRIF. #MIRAH Active Directory BI4ERI%
#Fo
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KUELF ACTIVE DIRECTORY EB[tAz

TRHRLE RAEEY FRIF. #MIRAAI Active Directory B 14RIFIER
{Bo

FHRIE A BENR : EZERE B25 () 2REXE N
iHIFZE 1 ?

R[] MREMEFERELTE, WA True, BNA
Falseo

SAFRFR BMEETIRS
FAR{E S FIH, HATEMYREERLAREFEMRY

XML FIREYFTERE X R 1Eo

FHRLE SRR FIFR, BREFIRPERNAIVENTHE,
FERIEE FIIER
R[] IRMAEEIEETIROLIVEXNPHE, T

7 True, BNF False,

B TitEN BRI
BEEHITH BT HENBIRTER FREERVER (WIR
73 false Mg true, FNERA true NI false) o
BEXFMER, BBRAKY IHEN AT,
Z ¥R T& P iR
BEEHITAH BT PIHRAMTEHREERIER @0IR
73 false M9 true, FNERA true N7 false) o
BEXFMER, BBRXYE BFinAIHITE,
&t T |P HbhtPTER
BEEMITH BT IP #EPCEEHREIER VLR (IR

false M7 true, FORS true N7 false) » B
XIFMEER, BBFEZMN P #HLITH,

237



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

Z ¥R EZ A 1P #ihPoEg
BEEMHITH BITEP I IP e AR REIER VSR (90
R false M true, FTRA true M
false) » BXIFAER, BEHAZNG BFEIP
HuntPoAD,
E St % ACTIVE DIRECTORY BfisRPtAz
BEXRMITAH 51T Active Directory i s PLER H iR [B]48 iz BY4E
R (WNRA false WA true, GRA true MK
false) » BXIFEHER, 1EERSEM Active
Directory 52 PCHD,
ZERTR FIF T BICAD
BEZMHITAH BITIETSRREHEREIERNER (IR
false M9 true, FNERA true M7 false) » B
XFMEER, BEHZN HFIETEITE,
P Jaz=drn T AR R (& PUAg
BEZMITH BITEMKRECEHECERNER (R
false M9 true, #NERA true M7 false) » B
XFAER, BRI EMFRELTE.
M T WMI EifLE Rt
BEXHITH 51T WMI SRR HIREERNER (90
B false M true, FIRA true NF
false) » BXIFAELR, BEREME wMl ZEif
ZLRITHC,
ZEEM TP ERHX TR
BEXHITH EITHEFPERMXEEEHREIERER (0

B false M9 true, #NERA true NI
false) . BXFMMER, BEBREXNG BRERI
X PTEg,
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=
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it
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it
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R
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R
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AR

R

(SXeWS

TR

F

F

F

F

TH

TH

TH

TH

E SRt

E St

BT

Frath

FraTh

E S L
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THF Ul EEEER

BT UNBEREEHFEREIERER (IR
73 false M9 true, #ARA true N7 false) o
BEXEMER, BEREHE BP U &S,

J CITRIX VIRTUAL APPS krAPTHED

iB{T Citrix Virtual Apps hiRALER, FHiR[EIHEK
HLER (WNR A false N true, TARA true
M7 false) » BXFMER, BBIARM
Citrix Virtual Apps hRZ<PCHg,

7 CITRIX VIRTUAL APPS 174 FRICHD

iB1T Citrix Virtual Apps #H%&#PLES, Fik[EIHE
RHIZER (BNRR false M true, WIRA true
M7 false) «» BXIFMER, BBRAKXM
Citrix Virtual Apps & FRPTED,

75 CITRIX VIRTUAL APPS Xig4&FrPTER

3B{T Citrix Virtual Apps Kigi % #RPCEE, HR[E
FARMIER (WNRA false M)A true, WRA
true M9 false) » BXIFMER, HEBRAEXMN
Citrix Virtual Apps KiF&FRITEL

7 CITRIX VIRTUAL DESKTOPS %% ¥pItED

iB1T Citrix Virtual Desktops 7% #iICEE, Fik
CIfERAVER (WIRA false MA true, WIRA
true M9 false) » BXIFMER, HEBRAEXMN
Citrix Virtual Desktops 1Z&¥FITED,

I CITRIX VIRTUAL DESKTOPS SH4LFRIT
fic

iB1T Citrix Virtual Desktops Desktop Group
Name Match FH:REIMERHER (AR H false
M7 true, AIRA true N false) . B * ¥4
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AR & CITRIX VIRTUAL DESKTOPS SHH4FRIT
fic

§8, 1EBREZM Citrix Virtual Desktops
Desktop Group Name Match,

KUELF % ACTIVE DIRECTORY E&RPTEZ
BEZRMLITH i&1T Active Directory Path Match 3R [E]#E & B9

LR (WRKA false WA true, FARA true A
false) » BXFMER, HBHZRH Active
Directory Path Match,

E St % ACTIVE DIRECTORY E14PCAR
BEXRMITAH 51T Active Attribute Path Match & [E]14H & B9
8 (1R A false MY true, FARA true MH
false) » BXIFEHER, 1EEIREM Active
Attribute Path Match,
ZERTR LR ERETIRF
BEXRMHITH i&1T Name or Value is in List 7R [B]48 8945
B (fNE A false MA true, TR true MH
false) » BXIFHAER, BEIREH Name or
Value is in List,
P Jaz=drn B RTRRRERSITE
FHEAESE R N/A
FHRLE R A MTHIFFRAIER,
FHEAIE L N/A
R[5 R YFIEER P ISR ERAK S PMEEED,

Mix[E True, BRG] Falses
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E SRt

(SXeWS

F4}
R

E St

FRR{E SR

FHRLE SRR

FRRE A

@]

E S L

TR

Fi}
R

E SRt

FRRE SR

FHRLE R 2R

FERIEE

U]

FraTh

TH

BESRM

=\
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& Finia i R ER S PTHD
BT P IR iR ER SRR R [O148 ;e O 45
R (fnR XA false MA true, FRA true MK
false) . BXFMELR, BBAKYE BT
IR ERSITED,
BhAS{EPTED

FEHR, ERAMREENNSTENEMES
K&

FIFER. MIAFTANBTHAE

BRI ¢ E FEZEMR : 2

True, & )"'JJjg Falseo

FERIFSECE

BITISERRFEREERNER (&D%ﬁ
false M9 true, FORA true M)A false) o
XIFMER, BBIREM shSETE,

RBRIRE
ER
M TFRIF R AER
ER

NER YA Transformer RS S FMEEITES, N

True, &NA Falses

& P imiR{ PRt

BITEPIRER AR REERVER
(BN A false MJg true, FIRA true NJg
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AR TE P iniRERSITED
false) » BXIFHAER, BEREZN B g
ERSAPTEL,
ZMHAFR ACTIVE DIRECTORY 4H[PTEE
FiHREZEEY AEA
FHALE R FRIHo
FIHAEE BN 2H NetBIOS &

(DOMAIN\Groupname) Nl (g7)
Groupnamel;Groupname2

R[5 N8R L Fi B P AP ERI— SN E D,
M3RE] True, FNRE] False,

LT % ACTIVE DIRECTORY 4Pt
BERHITH iB1T Active Directory APt HREIHER FIZER
(W0R K false MHJ true, FORA true NH
false) » BXEZER, BEBIREZM Active
Directory £APTHD,
SRR 4R A< P ED

FRAR(ESEE FRER, EMAAHTEEEEFAT,
5 : C:\Test\TestFile.dll

FRARLE R R FRHB, NIRRT R A (B,

FRHAEE B & FEZEME: 2

IR[E] MR FMREFERELRE, MRE True, &

MR [E] False,
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Eus A TSR A< PCEg
BEEMHITH BITXRRACEFHREIERNER (MR
false M7 true, FORS true NIA false) » B
XEZER, BRHEZN XHRAPTE,
P3as2 MR EERDS
FHR(E A REH
FIHERLE R AR MNTHIBRAIEF,
FEAIE L REH
RG] MR HFI ML IERRES S PHEELAS, A
True, FNA False,
BEERR:

EFFERBHNRRBINBEMERMEEEZH], BEEUTLR  IREXGHNRRERER
N ARER, BT TREER FRPBANBREFINGEST. IREATHNRZREZEER
HHRE, BT TREER FRPBEASENE R BB

FRM BEABHHERAN
FRHER(E SR ER
FRHEALZE RIS E FiiH, ERHBRIRAIBLIT (Citrix Virtual

Apps/Citrix Virtual Desktops/RDS).

FRERE A BRI | ERXRBIVRFESIT 2 TR
(80) : &1 FN2 @ECFENIE @ P

R[EE R HFIEFHNRRELIS N ETE, N
73 True, &BNF Falseo
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E SRt LEMESIRS

FRRE SR FIH, HTEMYIREERLAREFEMRY
XML P RBITTEX R,

FHRLE R 2R FIFHR, BEFIRPERNGITHITUAE.,
FERIEE FITER
R[E{E SNRIEE TR PRI EXN PEE R,

M7 True, BN Falses

AR BHHARESIRS
BEEHITH BT RMMESRPFREERVER (IR
false M9 true, FORA true M)A false) « B
XFEAER, BBRZXG BWENRS,
E MM IS REFE
FRERE 2R TEH
FRERLE SRR FRIH,
ERIEA BRI ERSEE CHTXEFR) 15
BERTZ,
ix[o] MRIBENXHRAXEFE, WA True, &
M7 Falses
TR XIS RREFE
BESEHITH BT XX GREEFREERER (30
B false M true, FORA true M)A
false) » BXIFMER, BERFMH XESTH
REE
AR B HABY ] PtEd
FRERE R REH
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E S E
FHRLE SRR

FERE A

E St

BEXRMTH

FIPS 21

EEGEN R
FRFERF IR HEARYE, ZMXRY B HA/BYE,

BNHHA © 06/01/2016 BHASEH -
06/01/2016-08/01/2016 Z1N&H
entryl;entry2 SEEFIE N BERRILUE &S B

WNRHITHER/EY Bl SR IsESL B TEE, Nk
[E] True, EBNR[E] False,

APEEREHRRY(AE)
o7 HEAR TS HREIME R VER (AR

False M True, %087 True N7 False) o
BEXEZER, AE2REMH BHEANEITE,

&R LUTE FIPS IFIEH5E1T Workspace Environment Management™ (WEM), WEM B T EZE

5 FIPS #BX% :

o ITENHEIE, {iIF Administration console > Actions > Printers :
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B3 New Network Printer

Display

Marme:

Description:

Target Path

Printer State

| Enabled -

External Credentals |

Connect using spedfic credentials

User name:

o WRIXKTH2RIEIE, {iIF Administration console > Actions > Network Drives :
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E& New Metwork

Display

Marme:

Description:

Target Path

Metwork Drive State

| Enabled -

External Credentials

Connect using spedfic credentials

User name:

(]
(L
(Ll

m

I

wa

Actions

|r OK, '|| |r Cancel-—my

« AP DSN 3B, iIF Administration console > Actions > User DSN :
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EH New User

(e =2 Options l

Settings

[ E-Connen:t using spedfic credentials

User name:

Password:

e ————————————————————————————————
|¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

|| 0K || || Cancel ||

. SMTP SIEMT EEIIHE > BHIGE > Ul REME( > BEBHAWER :

[7] Use SMTP Credentials

ame | | Password | | || Test SMTFP
- BYEIDIGELLT BEEFE > BRRLE > B > BAIgE -
Change Unlock Password
Unlock Password: | | [~] Display Password

Confirm Unlock Password: | | - Apply Passward

- BRIEREREAUT BEEHS > RRBRIGE > B > ERAFNERCE !
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Autologon Options

Enable Autologon Mode

User Mame: | | Password:

Domain/PC: | | Display Password

1£ FIPS IFEHRIE{T WEM B, BB TEHEIN,

« SNRLUFHB RN WEM 2003 LB RRAEHFHE, WEEREEREIER WEM IR
o
o 1&fF (FTENH. WLIRzhaE. A DSN) MUKk S XEIRERVIEIEA
o IgE (REREIRENZRERIRE)
- FoESE

FERFI

NREE FIPS X TiBIT WEM, BEFAHR WEM EEMARSMEIERZESI S aE U TEm

o WNREAIFEFRITITIIE WEM 2006 &SR, EuILUSHRE] 2109, SARYIEER] FIPS 1%
X, HE R
o WIREHIFIEARITITIIE WEM 2003 BEEFE A, WA HERE) 2109, SAEYIHEE] FIPS 1%
o
RIEFEHFEM

EB7E FIPS IFEFHEIT WEM K12, 5MIRAIBMRAN 2006 &S/

f5F8 Citrix ADC ##{T i EHI9%E

AIHESEBEMBENNHIEREFP B IR TN E L EMEEMARSS 220 Workspace
Environment Management™ (WEM) ARZ5884H, ASGFHNMA T WRIECE Citrix ADC 1&5, MUhE
Bk E WEM EIREZEHI S WEM IEERIE AIEK,

B LAfER Citrix ADC fmPr L WEM %[0 -

- BEIRIEO (ZANB R TR 8284)
- REIRSIHO (BHANBER T A 8286)
- EEHIERT KO (BIAER TN 8288)

BREBHE— O M EMRIRSS (RAEIRSS | FIEMIORSEE 2) 5 WEM IR
S8M. FATUTHE
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1. BEF3 Citrix ADC BIE GUI, AigaHHE",

2. SMEREEHE > AEISE > RS > A", AREE RN LURNEMZEEMARSSSS 1. E8
IR LGN BB SR AR S5 25 20

3. EMIAREBTE > (HBSE > IRSA, ARRETRINLUCIERT EE48H 5 REVIBRS A,
o BN, EBRTCP
o “RIFIHR, EFSERVER’,

4. EHEMERSAE TTE L, PHTRZARR

5. ERIERSBAEMR TIE L, EEFETFIRSIE, BEAaTkL, AEEEEMEMNRSSE 1. &
MHZeMIARSES R 2 EE S E 33 5,

« ‘B0 a0, NEREFISEA 8284,
6. RIS 38| 5 N AEIRS M EEAZLAS RS A,
- 0. MFRERSHO, A 8286, WFEEHIERLHO, #A 8288,

7. B3 REEE > ARTE > BRIRSSE, AERE RN A EELLERS RINELMRS
o
o i %EF TCP,
o 1P MIHEERY, %R 1P HbhL,
o IP sk, BARELIP, BXIFMER, BESINECE Citrix ADC #HER IP Hbll,
- W0, B0, AEEBEHSEA 8284,

8. B EHHTFERELIARSSBRIRSAHIE,
9. FEIRSAME TIE L, REATK, EEMANMIRSE, ARRTE HE.
10. #EBE R 7 B 9 BT IEARSS s D MEFEIER T s O EBARS 25

o B0, WFRIBRS RO, EA 8286, WFEEFHIEE SO, EA 8288,

&R

Workspace Environment Management @ 28— "B E@BBN AR, ZEFMATREREBR
F, BRIAMIER - c:\Program Files (x86)\Citrix\Workspace Environment Management

Agent\Agent Log Parser.exe o
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) WEM Agent Log Parser - = -
@ Home
- i_’}_ Broker MName: MNjA (¥) 2708

= e Broker Port: M/A Log Filtering | Applications, Printers, ... = A B0
Load Log Refresh )

File Logs Version: 4.4.0.0 o a

] ] "] ] ]
Enter text to search... - [ Find ] [ Clear ]
Timesta... Event... Method Name Event Details

(i) 06:00:17 Event BrokerServiceConfigurationHelper.DoCfgRepo... Registry Configuration Report : =
(i) 08:00:17 Ewvent BrokerServiceHelper . CheckSqlConnection () Server Connection Test -= QK |E|
(i) 08:00:17 Event BrokerServiceHelper . CheckSqlConnection () Database Connection Test -= OK
{i} 0&6:00:1F  Event BrokerServiceHelper . Ched:SglConnection () Database Check -= QK
@ 0&:00:1F  Event BrokerServiceHelper . ChediSglConnection () Server Connection Test - QK
@ 0&6:00:1F  Event BrokerServiceHelper . CheddSglConnection () Database Connection Test - QK
@ 0&8:00:1F  Event BrokerServiceHelper . Ched:SglConnection() Database Checdk -= QK
{i} 06:00:19  Event BrokerLocalCacheSync, Internalfun() Start Time: 7/31/2017 6:00: 15 AM
{i} 06:00:32  Event LicensingMonitor, UpdatelicenseServerConnec,..  License server connection successful [10. 108,56, 29; 27000]
(i) 08:00:33 Event MainBrokerWinswve. InitService () Initialization Completed.
(i) 05:00:33 Event AnalyticMonitor, InternalRun() Analytics scheduled execution completed successfully
{i} 0&6:00:36  Event MainBrokerWinSve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
{i} 0&6:00:58 Event MainBrokerWinSve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
@ 0&6:00:58 Event AdminBrokerService. ValidateAdminAccess() Administrator connection allowed : DCT 1\david
/b 06:00:58 Warning  AdmirBrokerService, GetvuemSitesList() Retrieving Sites List. ..
/b 06:00:58 Warning  AdmirBrokerService, GetvuemConfigurationSe...  Retrieving Configuration Settings List...
/b 06:00:58 Warning  AdminBrokerService, GetvuemAgentConfigurat... Retrieving Agent Configuration Settings List...
/b 06:00:58 Warning AdminBrokerService, GetVuemEnvironmentalSe... Retrieving Environmental Settings List. .. -
Username: MfA

B3 WEM KRB BEMERER, EaMUFTFE Workspace Environment Management™ {32 HE&X

fr, EHAERMAmE, B TaE M.

TEMRENER (EHERNELR) .

(=

BA X BEXHRIFAERE (EERERRMNEMIEMARSISITMEN, URAERANEF

%) o

IR OER

Workspace Environment Management™ fE L N i[O

iR BR it
BhitigrEiRSS REEM TCP
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bt Bir

=gl Ehthig RS

Rz ERhZe MR SS

RIBEFRDH EAHZe AR

2

ERhZeMARSS Citrix B IEAR
528

2RSS Citrix o] IEAR
225

TCP

TCP

TCP

TCP

TCP

e 3]

252

b

8284

8286

8288

27000

7279

HAESR

“EEmO. '
ERfa SRR
BhihZRMARSS HY

.

“RIEARSS b
a7, RIE&E#E
FIEMZRITARSS
=AY o

“RIFIERY
1w EATF
Workspace
Environment
Management
1912 RE =R
;B
Workspace
Environment
Management
1909 M E R R
R 7
S0, RIBE
GRS IR
B E RS RSS
SIS RESES
ERHA RS 88
kA

“Citrix ¥R IEAR
SZarim"s
Citrix ¥ AIIEAR
S5 AR BI%
0, EhZeHMAR
SiEEE)IZImO
LALSIEF AT o

Citrix ¥FaJERAR
SRPER
Citrix A% (57



WORKSPACE ENVIRONMENT MANAGEMENT™ 2206

P BiR 3] w0 HAESR
PizF) BTR
IEFRTAYER o

BEAIARSS ERZe MRS TCP 8287 “WEM U5 1 i%
0. SRS
{E AR R ZeH
AR5 28 RIS

.

EEHEXH

1B U EFNEE 5 Workspace Environment Management™ (WEM) #8 X B9AE. EaIIUfERX
L HEBTHEER@, HEEKR Citrix RAZIFIREGNREXLERT, BAIUKESUTAR
MXWBEE :

« WEM IE

- WEM ERZeHMARSS

- WEM BB

« WEM #UERE

EREMEXNERE

EeIRES WEM RIBIEXAE, FrIUERET WEM RENITEV EIWENBESIE -
- WEM REHE

> Citrix WEM Agent Init.log. Ltt#1#a1EBERLETE CMD 5 Ul X FHFERIE R, %H
EEZRIRFOIE, NRRNEBTEEE, BEEBEXXHFLIREEIRFARGERS. HiR
BT EE, BANERT, LBEXHERFEENH XK (Yuserprofiled) FEIE,

o Citrix WEM Agent.log, IttFEHER LR CMD 3% Ul IR THFERERE, ZBESH
THRIEBLIENIES. MIREMREREDELZSRAR, BEELIBEXXHLREEIR ¥4
BR. HIxETA F&F. RINERT, WHEXHERPEEXMH4XHIE (Youserprofile%)
RElE, EERFIARE, FRIIEEEE > RKILE > BE > NEEm, AFEkERR
RERFERRE. EEFEZFMER, HEAEEIAT -+ FERAERIRN. 5E, &
AILOBI B BN T EMRITRERABRIER !

IHEH\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\ftX ¥ 4]

% #5: AgentDebugModeLocalOverride
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8 DWORD

f&:0

MEKEN 1 UEBBEXMY, KEN O UEHABREX Y. EFEREN, EEHESD
Citrix WEM Agent Host Service, BAIAER T, BEIERLTERRKRS,

p=3— g

T EMHMRIEIMRAIEISETERM, JREFEENRERERSR. Citrix TER
IER] A RA AR ERRER MR mESRMSBRINE, EREMRmERNRER. &
RAEEMBR A, BSOEDIMR

- Citrix WEM Agent Host Service Debug.log. It BERTEEBIEHEE Citrix WEM Agent Host
Service By, FAIANBERT, WHEXMHAIFT %PROGRAMFILES(X86)%
\Citrix\Workspace Environment Management Agent ., ZEEFHKICHE, BSNEER
2HE > BRIGE > BE > RSETED -+ L AM X EBEEERARREN. HE, EaLid
SEREEUATEIMRIREAHERICR !

HEH\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\{{ 2 4],
% #1: AgentServiceDebugModeLocalOverride

254 DWORD

f8: 0

MEIREN 1 UERBEXH, ®REN 0 UBEABHEXH. BEfEFREN, BEHEH
Citrix WEM Agent Host Service, 2RIANER T, BEIERLTFERRS,

= g

RNEMRIEIMRAIESSETENE, AIEFEERLEIEFERS. Citrix TAR
IER] AR AR ERAER MR miESRMSBREE, EREMRmESXRE R, &
RAEEMTR AT, BSOEMIMRR

« Windows E#H&E. 5 A Windows EFHENER. TEGEESE > NAEFMNRSBEE >
WEM Agent ServiceBEEHEEHE,
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« Windows Communication Foundation (WCF) EBER, ZZ&%) WEM I WEM EitiZeH
RS3 2 B @EHE X e, XEAERRELREE. BEEAREICR, BHNIER WCF IRER,
EXFEMAER, FE%Windows Communication Foundation ERER.

SEMZEMRSEXNEE

LIRS WEM BRZRMIRSIEXMWE T, SALERET WEM BREIARS 0 EH LIk
A FDE -

+ Windows B# A&, SA Windows B EHMES. HBHEES > WARFNESEE >

Norskale Broker Service’&gHP&EEHE,

« Citrix WEM Infrastructure Service Debug.log, It BERZEENEHEE Citrix WEM ERHZERIAR
%% (Norskale Broker Service.exe) Hial@, FIAERT, tbBEXHATF
%PROGRAMFILES(X86)%\ Norskale\Norskale Infrastructure Services . ZERAILHE
X, FRBUTHSEERIARER

a. \N“Fria BT “WEM ERERSEESCBRER
EBRISE AT L, &R EBREREN,
PHRERE, ARRH B USRS KNAER.
d. XF‘WEM EiERSSEESEBER & .

=

o

« WCF IBER. HZB3|5 WEM EitiEMARSHE X 1EE R, XEAEXEEER. EEA
HEICRE, WA WCF BRiR. B XIFMER, 1B5&i#Windows Communication Foundation
ERERo

SEEZFSEXNAE
EETLIREES WEM SEEHI SR XM AR, TNERET SEREHAN0E LKREN RS
7

« Citrix WEM Console Trace.log, It BERIEEBNIEHEE WEM EIEEZEHIG MR, RINERT,
I BEXHTER P EEBE XX HE (Y%userprofile%) Fo1iE, BEEABEICRE, HRBUTSE
ERERER :

a. W'FFI S e3TH WEM BEHE", AEREER

T FREMEMRSHREREOFR, REER, ARREEE.

CERFTEIR L, BEER, AREEERERER.

B R AU A ER.

o

o

e
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« WCF iRER, HZ@3 5 WEM EIEZERISN WEM #UERE ERVEERE X M@, XEREK
KREEY. EEAHEICR, WIHER WCF IRif, BXFHAESR, FSHWindows

Communication Foundation Rz

5 weM #iEEHEXNBE
AU S WEM BIEE £ MBS, YIRMEA WEM SRS SE AR AR s AR
B, S4MAS. BXEMES, BEEUTAEHE

« Citrix WEM Database Management Utility Debug Log.log. Itt BERIEEENEHEE WEM #3E
FEirE, tbBEXHERIACIE, fIF c:\Program Files (x86)\Norskale\Norskale

Infrastructure Services o

Windows 3B {SEAil FRER

&AL EE Windows Communication Foundation (WCF) ERER, IUFEBNEHEE LI FiRIRR ¢

- RESEMZEENARS 2 EIRERE
« 5 WEM EtiZEXgAR 5548 X BUE1E

« 5 WEM EIRZEHISHE X BEE

BFERESEMEWIRSS 2 EREE

R WEM IERk5 WEM ERZRMARS EMEE, ErlIEE VUEMUIAgent.exe BRZSHY WCF R
Ero BRBUTHEER WCF IRER -

1. BRI WEM B+ EH.

2. AREHESEPNRIBEN, AREFHRE U X FANIE,

3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent F#LZ|
VUEMUIAgent.exe.config X1, AREIZZXHHEMDEIA,

4. FIREAREFRPITHAXYE, FHRUATRBAEHEAR <configuration> M </
configSections> #RICZIBIEYERST S

5. RIFEX o

<system.diagnostics>
<sources>

<source name="System.ServiceModel"
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switchvValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="traceListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\vuemUIAgent-Traces.svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>

6. EREHEN L, £ CZLSIE—1RI Trace"MIIRX 4K (C:\Trace), MIRENXHERERF
£, "PI TR,

7. EMEBRNRR, RELER VUEMUIAgent.exe #HE,

8. £ C:\Trace FEEHEN vuemUIAgent-Traces.svclog BIRENH,
ZIE ] LAEE Citrix.Wem.Agent.Service.exe fRZHY WCF ERER. BIRIRLA TS BIR(E :

BRI WEM KB E .
2. ARBEFESEHIRIEENR, SAGIER Exit WX FAHIE,
3. £55%R Citrix WEM RIEEENARS

=

4. T %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent FR#LE|
Citrix.Wem.Agent.Service.exe.config X, REEIEBIZXHFHIEMDEIZ

5. TIEEARHEFRPITAXMY, HE </configSections> HRIZEHEMITHMMAEAUL TR
) SE=S

6. fRIFX 1o
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<system.diagnostics>
<sources>

<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">

<listeners>

<add name="traceListener"

type="System.Diagnostics.XmlWriterTracelListener"

initializeData= "c:\trace\NorskaleAgentHostService-
Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

7. EREITEN L, £ C ZLRE— 1R Trace’BIIEXH (C:\Trace), IR ZXHKEF
TIE: 1EE;|§ .lttﬂ/zqﬂiéo

8. BE&h% A Citrix WEM Agent Host Service B Windows ARSS, SAEEMEETBRIRL,

9. £ C:\Trace FZEEEN NorskaleAgentHostService-Traces.svclog BIHAENH,

HEES WEM EfitigE AR 554 X B9@E (S in)e

NRBEF S5 WEM EREEMARSHE X BERI, &AL EE Norskale Broker Service B WCF ER
ER. BRBUTHBEER WCF IRER !

1. BREZET WEM EftZEMARS T EN.

2. #57% Norskale EhHZEHIARSS -

3. = %PROGRAMFILES(X86)%\N0rskale\N0rskale Infrastructure Services HIiiZE|
Norskale Broker Service.exe.config X1, SAEBIRZXHMNEHEIZ,
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4. FICEAHZEFRFITHAXMY, HTE <configuration> MRIEERIE=1THBRBEAULTRBA
E%

<system.diagnostics>
<sources>

<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">

<listeners>

<add name="traceListener"

type="System.Diagnostics.XmlWriterTraceListener"

initializeData= "c:
\trace\NorskaleInfrastructureBrokerService-Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

5. fRIFX o

6. £ WEM ERZEMRSITEN L, 7£ C & (C:\Trace) LRIB—1N R “Trace’MIEXX 43k, 1R
ZXHRBEEE, BT R,

7. IE5h Norskale EREZEMIARSS, SAREIEESRAYA),

8. £ C:\Trace FREEH% NorskaleInfrastructureBrokerService-Traces.svclog BYH
EX o

R WEM EEHIE 5 WEM BUREEZ BRE(E R

WNRIEET) WEM EIREHIS S WEM BUEE B @EHE X8R, aTILESE Norskale
Administration Console.exe IR H WCF IRizR. 5B TS EBER WCF IRER -
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1. BF3 WEM BEEZEHISTEN.
2. X WEM BIBEZHIE,

3. £ %PROGRAMFILES(X86)%\Norskale\Norskale Administration Console H$%F| Norskale
Administration Console.exe.config X, SAEBIRZXHMNEHEIZR,

4. TREAREFIRPITAXMY, H7E <configuration> IREEME=ITHBRMIUTRER

E%o
<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvalue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>

5. REXH,

6. EEEREHIGITEMN L, 7 C &L (C:\Trace) IE—1 %7 Trace"BIRNH R, INRZHK
BFE, BRI E,

7. T WEM BIEEZSS, AREMZERR6)-,

8. £ C:\Trace FEEEAN WEMConsole-Traces.svclog HIHEN M,
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WEM FeEMEG7|IREESRE— MR ANTIE, AIEBECIZA Tk XML X, %I E
SR mERAEBE—ERR | ZHETIRP. BHREINRD. LHRRETNRPNLIHHET
FEHRF. BEXEEEEN aPERARERMNESRER, BSHMER.

AR T AR WEM STEMRHFIREIRRCIER T IMER XML X, Fil, RIgERBES
fEFA WEM STEME AR EZSEMBIMETIRPFKIHIETIEE,

E3 New Fitter Condition
[ General l

Display

MName:

Description:

Filter Condition State

|Enabled - |

Filter Condition Type

Always True - |
. File/Folder exists N
Settings IP Address Match
Tested | Name is in List ==

Mame is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State -

True |

Actions

1. 17 WEM TEMRAFIREES.
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List Management

£
Load XML || Save XML
File File

2. ARBHZEAKE, ARELTXEREFIEEREZRM.
3. EBRMFERAEALIT.

p=—

BABTT WEM RIZRVIT BRI (REEND) -
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‘ .- ]
List Management

Sul”’
RN

Load XML || Sawe XML
File File

Enter text to search...

jack-agent

4. BEREFE XML X, NRBIFREXHE, ARREHERE

+ |- Desktop » v O| | Search Desktop

Organize +  MNew folder

‘i:r Favorites - =
jack This PC
B Desktop 1ac - =

g Downloads -
(E_-ﬂ Recent places | Libraries
./ Morskale Infrastruct

1% This PC

i"! Network

File name: | test1]

Save as type: |XML Export Files (*xml)

(= Hide Folders

5. fTARER XML X4, UEIEERHNER ST EERRF.
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File Edit Format WView Help

k?xml version="1.8"2>
<Objects>»
<0Object>»
<Name>jack-agent</Name>
<Value»B81</Value:>
</0Object>

</0Objects>»

6. FHREFH XML X+ & IR B EN ERISXHRF,

=

SO XML X REEEERZEFSITEN L, IERTREER.

7. D EREES \> kR \> KHEF \> TERRMHNRETF, ARREIARM
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amﬁgmﬂ!ﬂymnﬁgset - ﬁm ?w
@4 Create

s Disconnect & Edt Refresh || ¢ Restore

Filter Condition List ]

r% Rules | Filter Conditions

||-’fb' Conditions Enter text to search... s
L e Db
B | e

Always True Filter Condition

- [ Actions

i a Assignments

- [[| System Optimization

- [ Policies and Prafiles

r ﬁ Security
- [[] Active Directory Ohjects

- [L] Transformer Settings

. [} Advanced Settings

- [ | Administration

r ﬁ Monitoring

¥ Connected to : jack-hroker € Current access level : Global Full Access -

8. BABR, ARRLHE"

265
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EX new Fitter Condition

[ General l
Display
MName:
| Test-jack |
Description:

Filter Condition State

| Enabled - |

Filter Condition Type

| Mame is in List - |
Settings
¥ML List File
|C:‘n,l..lsers‘n,jadc‘n,[)eskmp‘n,test:l.xml - |
Tested Value
| ##Computeriame £2| - |
Actions
|| Ok || || Cancel |
AR

o TRIEABBSRMARE, EEFAMENRF,

o XML FZRI{¥ . c:\Users\<useri>\Desktop\testi.xml (XIEEAH] RIS
b))

o WiR(E. BASEE WEM TEMRATIREESR TRV BRI FRPEABNLITN N
AT, FETRES, BRATTITRERNITEN (REEXN) B%75. Eib, B
UL AE TR #HComputerName##’s B X EREISTHEIVFARESR, BEHADSS
o

9. HIEEEFS \> fmikds > N \> MERMNAR ETF, AEREFI.
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Home ut

"Bt & Configuration set| My config set ") @ pekte || G Bad

&) Create

Refresh ? Restore

Filter Rule List |

| | Filter Rules - |
e

“ﬁ Conditions

Always True Filter Rule

- [L] Actions i

—
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! ﬁ Security 1
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EX Mew Filter Rule

J General l

Display

Mame:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>>
<<
Actions

11. HERENZGNTTRAERBE BRE &K, AEREHWE"
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E3 Mew Fitter Rule

J General ]

Display

MName:

| Test-jack |

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
= b o
<
=
<«
Actions

|[ Ok ]| |[ Cancel ]|

12. %3|EEEHES \> #F > NAER > NAEFRIIRETF, AENI— 1 NAER.
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H @) Create
& Edit

E— Disconnect

5 action Assignment
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Refresh ? Restore

—— emﬁg:ahmsﬂ My config set - ﬁ e

| Users

B Modeling Wizard

Enter text to search... -

o

- [} Actions

B Filters
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- [ System Optimization
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ne | = ven an 100
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_I:I-

Citrix Workspace Environment Management

e Configuration set| My config set

e Create

'|aDdete ¥ Backup

(5 Refresh ? Restore

Eg“‘i Disconnect @ Edit

Ty

=

- Action Assignment

B Modeling Wizard

EE—

Users

T TR T

Name

Ej Everyone

[ & [ JacKyack

Description

A group that indudes all users, even anonymous..

I B
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»

Advanced Settings
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State

__ Drives

| External Tasks
-| _ Folders and Files
| User DSN
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15. FAEFN AR ERBIE BHER &K,

Assign Filber X
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Actions

16. EFEmikes, AR HRE

Assign Filter x

Selected Filter
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—

|r Cancel 1|
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. emﬁgﬂmsﬂ My config set - e e ? o

ﬁ Create

E— Disconnect Q_ Edit
Se

|r-'_‘-jvm Assignment

B Modeling Wizard

Action Assignment

Refresh

| Users
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Priority

A group that indudes all users, even anonymous. ..
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[ security

[ Active Directory Objects
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| Assignments
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18. ®E“EEEHEE \> B > A8 > FIHERET+, ARRTRF
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About

emﬁg:ahmsﬂ My config set - ﬁ = ? w

ﬁ Create
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Refresh || ¥ Restore

| Agents Summary
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o
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s

19. ARBEEARE, ARELTXEREFIEZFRFH Workspace U,

p=—

BEIREEX,

R R LU R)ETT

® Currentacc vel '+ Global Full Access

RIBAVITEAN, SABRRIFT Citrix WEM I,
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Citrix Workspace Environment Management

Home

i, Configuration set| My config set

4 Delete W Backup

o

W4 Create

[i= Disconnect & Edit =7 Refresh || ¢ Restore
|| ™

| ) | i | |

[ pamnraton R Regsvatn: |

Agents Summary

& Administrators

‘__&. Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 1 i 1
(4! Logging

Agents History

- Find Clear

Device Name Device Mode! IP Address Last Known... | Last Connection Synchronization ... | Agent Version

;ﬂ JACK-AGENT [ v domu 10.150.133.101 | My config
Actions

Filters

[ Assignments

System Optimization

Refresh Agent Host Settings...

Refresh Workspace Agent(s)...
Upload Statistics...
Reset Citrix Upm Settings...

Reset Vmware Persona Settings...

| Folicies and Profiles Reset Microsoft Usv Settings...

Security Delete Record...

| Active Directory Objects
Transformer Settings
Advanced Settings

. Administration
Refresh

L Monitoring

20. HETITRERITEN (REEN) , UEIEERENRGEEEN.

A Workspacesettings efresh in progress
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d

FTRAF, NAREFEMISERIAETEN. cEBERE LIEHEERESE,



XML FTEIH5RECE

Workspace Environment Management™ S & 3813 XML $TEIHF) R4 ECE B P HTEIVLAYEE 1o

B2 XML TEIWISIR X /G, EERERISREIZE— FTEVIRME, FHF@ERE ETIEE N
(ERISERGFHTENNXH"

p=3 g

NEZRAFERE Windows FEHERVFTENAL.

XML TENHFIR X 45K

XML XHRE UTF-8 4wi8, HEBUTEAR XML 454 :

<?xml version="1.0" encoding="UTF-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/
2001/XMLSchema-instance">

</
ArrayOfSerializableKeyVvaluePairOfStringListOfVUEMUserAssignedPrinter>

BIEP WM XEISEEMAU T EEINRER

SerializableKeyValuePair&lt;string, List&lt;VUEMUserAssignedPrinter>>>

BMKEERAMTAIRT !

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<Key>DEVICE1</Key>

<Value>
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<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

FBMEEREOL NS ENR P inI it EVI BT, \&it;Key> FRIC S 218 X %5, \&lt;Value>
e Ea 50 ithiEER P imaviT ENAIITAZEY VUEMUserAssignedPrinter TR 515R,

<?xml version="1.0" encoding="utf-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>

<Value>

<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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</
ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

VUEMUserAssignedPrinter FRi2i8 7%
FNECE R TENHER AT \&It;VUEMUserAssignedPrinter> fRi2HENX, FERUTEM :

\&It;IdPrinter>, X 2ECERIFTENIHAY Workspace Environment Management $JTEI#/] ID. &1NTHD
MERNEERER ID, ER, £ Workspace Environment Management EIE{ZEH| S H A B
XML $TENHFIRIGERE—MTEINIRIE, EBBCH ID, 1% ID £S5 XML FI&RABINACEAIFT
ENHLEY ID R[Elo

\&It;ldSite>, @5 #H % Workspace Environment Management b= iUk 3 ID, 3% ID A5 IMAIL
=B 1D PTfg,

\&lt;State>, FEEFTEINBPRES, HA 1 R7ED, 0 RT-ER.
\&lt;ActionType>. AZIREL /I 0o
\&It;UseExtCredentials>. 4719 0o BRIANSZFFEMRFER Windows o

\&It;isDefault>. Z1R 57 1, MFTEIHZ2ZRIAR Windows FTEI#H.. HIRA 0, MREEHE B RHERIAFT
EN#o

\&lIt;IdFilterRule>. A TIALR A 1,

\&lIt;Revisionld>. AFURE N 1, SIRUEEXTHTEIVEM, ERULESEM 1, LOBMAEENH
I REFT IR TENH 21,

\&It;Name>. X2 Workspace Environment Management fCI2 E IR BIAIFTEIH&FR. b FERABE

B,

\&It;Description>. X2 Workspace Environment Management fXIEEAIRBIAFTEIHIEIR, =
ERAT A ZE,

\&It;DisplayName>. ttIKR{ER, NEZE,
\&It; TargetPath>. XZFTEIHHY UNC B&1%,
\&It;ExtLogin>. @ETEIETE Windows EIEHITIEZRSEERMN Windows tKF %FF. -

\&It;ExtPassword>. S Z7E15E Windows EiEHITIEZRFE AR Windows kP B,
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\&lt;Reserved01>. LA EHRKIZE, B OUEMARERE,

&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&1t;/Value&gt;&lt; /VUEMActionAdvancedOption

ERVRATESTENN RO BERIE R AL, RFEGHEWL LEAR, FEEETH 0 EESRA L.

FTEHNARTH
MR RAIFERE F et B DEVICEL £ ECRNERNFTEI |

« HP LaserJet 2200 Series 7£ UNC E&1¥ \\server.example.net\HP LaserJet 2200
series £ (BRIAFTEINL)

« Canon C5531i Series FTEIHLTE UNC B&fX \\server.example.net\Canon C5531i Series
i

=

EXEEFiREiTEN DEVICE2 EHEE T —& ERIFTEIN] !

« HP LaserJet 2200 Series £ UNC F&f¥ \\server.example.net\HP LaserJet 2200
Series

<?xml version="1.0" encoding="utf-8"?>
<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>

<IdSite>1</IdSite>

<State>1</State>

<ActionType>0</ActionType>
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<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />
<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>

<IdSite>1</IdSite>

<State>1</State>
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<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>Canon C5531i Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\Canon C5531i Series</
TargetPath>

<ExtLogin />

<ExtPassword />

<Reserved01>&1t;?xml version="1.0" encoding="utf-8"?
&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1t;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE2</Key>

<Value>

<VUEMUserAssignedPrinter>
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<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>

<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt;/ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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</ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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RNiER
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PR A EBEANIE
PR Citrix Cloud™ BRSZBARIE
EEAEREO, “EEi%O8IBR.

ETERHE, EEIEMERRSHED. ErUEREEESS RO IER. SEERK. 8
AR,

7£ Citrix Cloud #1, Workspace Environment Management fRS B R4 B EEEE T Citrix Cloud
B9 Citrix Virtual Apps™ AR5 28 Lo ERIUERESIEESIE, @it Web FYE 88 MRS IV B X+
EIE WEM 7%,

EHIRO . EEREHEEREMREARS . ZIHARIAN 8284, XWTF AdminPort 654
158,

I8, Workspace Environment Management X2 NMAGLAR : RIBRSMSIENIE, XLf
HREEREEN L,

REENATRITXH. “FIERERIBET.
REEH. “REZHBIIBM.
REBEHRS. “IEARSHIIAFR.
RERERO, “IERSHmOBIIE.
REBEEFRSKRO. “EERDPIHORIIBIR.
REBEN. ZEREHHE.

KEFHEE GPO, MRIELZERMEIAREEIIR (GPO) BEIEEMHR, LLADM 3 ADMX XHHR
12, BIEBERSXLIHS A Active Directory, SAEIHSEBEN AT A ERIALN A,

REBIRO . REEHEOWTIRO, BT EECRBRMEMRSET. flil, BTFEFHRENEE
EHS R, WwORIAMEN 49752,
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KBRS, 7E Transformer AFIHEREE VDA SAPIE Windows €& EMIIRS . EHREHIHITE
ERAEEZEH SEREMNRE,

RERS WO . AIEEEDAEMEMIRS2Rm . WwOBIAN 8286, MTF AgentPort a3 H1TE
o

RERSREBRO, “EERDPIHO"RIBR.
RE, “BERNEMARSBYIBF.

REHKP, “EEHARS K/ BB,
RERS]|. “BERhEMARSS3"IBT.
RERSIKF . “EhEEARS K RIIBHR.

FERSIRAO . NEEERSHEEEIBEMEMIRS OISR IEBEEEFSEMEMRS 2RED i
Mo #wmORRIAS 8285, FNF AgentSyncPort ea B 1TE %,

Citrix YFENEARSEBIRO o Citrix Y AIEARS SR A0ME, EALEHIAR S Ma/EE BB b8 T LIS
YL, HSCIBRAMER 27000,

Citrix Cloud Connector™ , RIFHFBRMEFRRITENE Citrix Cloud BENHE, ZEEEA
BRUBRED>—BITEN (m&EE:E) Lo

BoE&, —4H Workspace Environment Management B2 &% Eo
EFEAE, BEMEmiRS3E I8,
BUERE, @& Workspace Environment Management Ao & 1% &R EIREEE,

7£ Workspace Environment Management BYZAHihk A, $IEZERTE SQL Server SEHIHEIER,
7£ Citrix Cloud _E, Workspace Environment Management fR31& B 7Zfi&7E Microsoft Azure SQL
Database ARZH.

BUEPEARSS BRIk, - BUBFE ORI S A T EEES] SQL LA B3 Workspace Environment
Management 3EEIMF

DSN. #IERBH (DSN) S HIEELIN. BR. BUEEKER. BF ID. BRMEMER. 7
IERIEELCIZE DSN f5, AIMENAREFPERZ DSN NEIEEFIFEARER.

HEEMIRSSES o T%E Workspace Environment Management EREERIARS BT E .

EREMRSHFRERKRO, BFEERO"
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BRGMIRSS. REERMENRS S LIRS, BT HSMERAN (SQL Server. Active
Directory) SaiinAftt (BEZHla. REXN) BY. RSUFTARIE

7£ Citrix Cloud £, ER4EMIRSZIEETE Citrix Cloud £3H Citrix B8, SIS fEinA Y
(Azure SQL Database ARs3. EIEESIE) SaiimdAH (fLIE. Active Directory) R%,

EREHARSZIKF, . BRbEHARS BT ERIIBUBERIKS . BIABRT, LKA E vuemUser
SQL #KF , {B7EEHERECIZEHAE, ERILOEFIEERMEMIRS ZERREM Windows iz,

BRISMIRSSIRSS 88 IRV EREMIARSS 25"
ERIEHARS . B EMENIRS ZE IR REEMERRS 2 ERIRS.

f£ Citrix Cloud £, ERIEEMARSIEETE Citrix Cloud EHH Citrix B, TITRSMEmAN
(Azure SQL Database fRS3. BIEHEHISE) SaiimdAtt (LEE. Active Directory) RE%¥,

THREERRA . ERREECIEREERENAFE. REANRET N EEEHSHRRE
Workspace Environment Management it R EBTEL2IAANIRE. BIANERT, LLARK—ERIH
I A BRAYZE,

SRERE . BUBELIERSMERHAT Windows HATIAZ SQL Mk iE#HE SQL 4.

B BhBRS AR, EUENT, IRl Web SN AIEFEREE, RAFEERE SN NARER
HRERE, XARTFEESRARTFRAUER RN AREFNEH.

WEAEERO, [BFWEM M%7,

BARENBMEIE . 7F SQL Server f, —H[EBIEA Windows B4 30IEH SQL Server B3 50IE
B RIIHER, XEEMEMIRS EEDIBEERNIIAVLE,

We[IEARSEZ 2RO, "Citrix FaIIFARSE 28t " AYIBFR.
MBIERDER. LAN. ARS325E0 NAS &% ERYIBEEIZ S,

BRUE . 2SEITHERHERSHAFRZRNENMIE BIMNAESHIESR. DX MSEEF
D) o

SaaS . HHAIIRSR—MIHDRIRE, HPE=ZHiRMEtENAREFFHET Internet FFHEIEMH
BEF

BERSEO. RKLAPIMUERFIERTE Workspace Environment Management R &R IHEE
(BIENEAR. BRIAFTENNL) MORmE. REHRISIFRELUIER R,
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BRS5 EEBIR (SPN). ARSSSLBIRIME—ATIRRT. Kerberos SAIIEEA SPN RS LFI SRS E
FRIKFHE X B

SERE, NAFREERENAREFREASINAE, ZAETE U EMaaiT R TET. Ul
RIVRE T — NI MWRS=ERA R EBRS R E, RELRF MM EFERELIEE (FIaNE
R BUIAFTEINL) o

Bhm. "ECESE" BIIBFF.

SQL AFPMKR . LEHAEIRIZEMN B “vuemUser' By SQL FAFIKF . XEEAMEIMIARSS A FiEEE!
BHREFERIROAKF

#4288, Workspace Environment Management f{I2LIZ RIS B SR EERIIAE,

EHIIREN28, /A subst 5455 DefineDosDevice B 8IE2H) Windows EIIREN2E (tBFR MS-
DOS i&&%M) o EIRENER A X4 BRI B IRTNER S

EBLIP ik (VIP), AN SCRRAIRMAED (3m0) BY 1P ik,
VUEM, EBAFIFIREE, XZ Norskale BIIAARIE, EF=mPrIFELEMA R HI,

vuemUser , 7E8l% Workspace Environment Management #3EZEHAE 8IER SQL kP, X2
Workspace Environment Management ERt4EMARSS B T EBRIBIRENZIAK

WEM Broker, Z“Eiti&iEIRSS" 1B,

WEM i5#28s0 . Ehigksses E SRS ERANMIIRL. ZimARAIAN 8287,  (HARSE
Hio )

WEM UI REBRIHITX . = session agent”BI|BFF.
Windows WP #E#l, LRSS Windows K P Y B 95517RY,

Windows AppLocker, —Iit Windows IhgE, SBIFEIRIEXHHIME—IRRRIEEALEFHLER
AR LGBITRENATERF. WNREEEH AppLocker, MIETLABIERN K D IFEIELE N IR F T To

Windows B{4383E, 7£ SQL Server &7, BIANBMIIEETR, EHRFER Windows AP KA F]
AP WEEEF T SOL Server, SQL Server F 38— S M RIFER 2 ESERFHEIE,

Windows Z£1%, Z“Windows authentication”8Y|B#F.

Workspace Environment Management (WEM) fRS5 . —I Citrix Cloud ARZ5, X SaaS ARZBHIAZ
iR WEM EIBAH,
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